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Anti-Virus Software

• first-generation
– scanner uses virus signature to identify virus
– or change in length of programs

• second-generation 
– uses heuristic rules to spot viral infection
– or uses crypto hash of program to spot changes

• third-generation 
– memory-resident programs identify virus by actions 

• fourth-generation 
– packages with a variety of antivirus techniques
– eg scanning & activity traps, access-controls

• arms race continues
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Generic decryption
use CPU simulator to check program signature & behavior 
before actually running it

Digital immune system (IBM)
general purpose emulation & virus detection
any virus entering org is captured, analyzed, 
detection/shielding created for it, removed

Advanced Anti-Virus 
Techniques
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Digital Immune System
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