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AThe s usly stored password for

that user ID, maintained in a system pa sword file.
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ive administrator or
\ctions. Some systems have
limited privileges .
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» The ID is used in what is referred to as discretionary access control. For example, by listing the
IDs of the other users, a user may grant permission to them to read files owned by that user.







short password default password

7. myspace i

8. password1

9. blink182

10. the user's own first name
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- i form. Phishing is
- an ele wmber of people.

® There are other forr icks. For example, attackers may try
to collect recycled papers from the recycle bins in a corporation's office building.
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== TrustedBank”~

Cear walued customer aof TrustedBanik,

WWe hawe recieved notice that wou hawve recentlhy attempted to withdraw the
following amount from wour checking account while in another country: $135 .25,

If this information is not correct, someone unknown may have access to wour
account. As a safety measure, please visit our website via the link below to werify
WwOLUE persanal infarmation:

bt At tristedibank comdgeneral/custyerityinfo. asp

COnce you have done this, our fraud department will work to resolve this
discrepency. YWe are happy wou have chosen us to do business with.

Thank wou,
TrustedBanlk

Member FDIZ 2005 TrustedBank, Inc.
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» Often require users to tyj er names and passwords for authentication,

making it possible for a password sniffer to intercept useful login information.
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ohe-way ble (very hard).
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®* Hashing protects da e gains access to your server, the
items stored there remain unreadable.
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* a.k.a. weak collision resist
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‘that produce the

same digest.

® a.k.a. strong collision resistance.




> find:
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" x and x' that produce the same h(x) (collision-free property)




\‘IASH FUNCTIONS

L bits

Message or data block M (variable length)

Hash value h
(fixed length)

Input is much larger than
output, which means
repetitions/collisions are
possible in theory.

(we accept the fact that two
different input strings could
have the same digest in theory,
but in practice a secure hash
algorithm should make it
Infeasible for hackers to find a
collision).




T » There is a collision, which is represented by h(x2) = h(x5) = d2

/O> How many collisions are in this example?
4

>



.,~§Uage.
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®* How y tries jarar ee reaching a string that has
the same diges’r?Th‘”"d er should try all the possible hash values (229 tries).
® Therefore, increasing the size of a hash value will make the hacker task much

harder.




> Pre-image and Second pre-image attack:

= Find x that gives a specific h(x); try all possible values of
X.

= With n-bit hash function, effort required (tries) to defeat
such algorithm is 2™.

> Collision resistance attack:

= Fir d any two input strings that have the same Nnc




ant outputs

* Output called: tc
* t = MAC(K,M)




and data of
ed | ength output.

- dlgorithm does just one t ing (compress data) and

nothing else.

» One way: Once transformed by the algorithm, it’s nearly

impossible to revert the data to its original state.




HASHING ALGORITHM

® It’s important to understand that hashing and encryption are functions.

How Hashing Algorithms Work

Plain text string Hashing algorithm Hashed text




..-"hing the

ug |gh'r be of any

Iengh" 0 d | , Prog rams break the message

info a series of equal-sized blocks, and each one is compressed in sequence.

" Store or share. The user sends the hash (also called the "message digest") to
the intended recipient, or the hashed data is saved in that form.




from the

g »chanism for data

teg er .-'comple’re. The hash

works a erate a hash and compare it
to the original. If the two are equal, the data is considered genuine.

v File management: Some companies also use hashes to index dataq, identify files, and
delete duplicates. If a system has thousands of files, using hashes can save a
significant amount of time.
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that the original mess'qge"_s don't have the same number of characters. But the
algorithms produce hashes of a consistent length each time. And notice that the hashes |

are completely scrambled.






https://www.md5hashgenerator.com/
https://www.cleancss.com/sha256-hash-generator/

ludes hash
A-256), 384 bits

(SHA-38

>Wh|rlpoo| deve oped in 200 ch is based on a modified version of the
Advanced Encryption Standard (AES) Whlrlpool produces a digest of 512 bits.
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_ ination of letters
- and brute force. One way

of proé- 1g ago ssword salt or using salted

passwords.

DSaIiing is the act of adding a series of random characters to a password
before going through the hashing function.




hash ("hello") = 3d3929923994939e83b2ac5b9e29elblc19384
hash ("hbllo") = B8dfac912a93f8169afe7dd238£33644939e83b
hash ("blitz") = 83b2afe7dd38£3364493938£33644939d3£fg4f

!

O

. Password hash

hash ("hello") = 290219323994939e83b2ac5b9e29a1b1c19384
hash ("hello" + "Qxe39dfkdX") = 8dfac912a93£8as98d8sd09sd9s3644939e83b
hash ("hello" + "8399d3x94d") = ¢9d9d9s7dd38£3364493938£33644939d3fqdf

/7






SALTED PASSWORD ARCHITECTURE
o )

Password PasswordS4LT
Add Salt

Hash function

39el19b234v32

Hashed password + Salt

Password Store
Salt (54LT)
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