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6LPSOH '(6 LV D EORFN FLSKHU ZKLFK HQFU\SWV

DQ ��ELW EORFN RI SODLQWH[W XVLQJ D ���ELW NH\

DQG RXWSXWV DQ ��ELW EORFN RI FLSKHUWH[W�

7KH HQFU\SWLRQ DOJRULWKP LQYROYHV nYH IXQF�

WLRQV H[HFXWHG LQ WKH IROORZLQJ RUGHU�

�� DQ LQLWLDO SHUPXWDWLRQ ,3 �

�� D IXQFWLRQ I.�

�� D VZLWFK IXQFWLRQ 6: WKDW VZLWFKHV WZR

KDOYHV�

�� WKH IXQFWLRQ I. DJDLQ�

�� WKH LQYHUVH ,3b� RI SHUPXWDWLRQ ,3 �

6WHSV � DQG � XVH NH\V .� DQG .�� UHVS�� ZKLFK

DUH JHQHUDWHG YLD D NH\ JHQHUDWLRQ DOJRULWKP�

�
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.H\ JHQHUDWLRQ LQYROYHV WKUHH IXQFWLRQV ZKLFK

DUH DSSOLHG LQ D nYH VWHS VHTXHQFH LQ RUGHU WR

SURGXFH WZR VXENH\V�

�� D SHUPXWDWLRQ 3�� ZKLFK SHUPXWHV D ���ELW

LQSXW�

�� D OHIW VKLIW RSHUDWLRQ�

�� DQ ��ELW SHUPXWDWLRQ WKDW SURGXFHV DQ ��ELW

RXWSXW� WKLV JLYHV WKH nUVW VXENH\ .��

�� DJDLQ WKH RXWSXW IURP VWHS � LV VXEMHFWHG

WR D VHFRQG GRXEOH OHIW VKLIW

�� DQ ��ELW SHUPXWDWLRQ WKDW SURGXFHV D VHF�

RQG ��ELW RXWSXW� WKLV LV WKH VHFRQG VXENH\ .��

6HYHUDO DOWHUQDWLYHV FRXOG KDYH EHHQ DSSOLHG�

OLNH� HLWKHU XVLQJ D ODUJHU NH\ RU XVLQJ WZR LQ�

GHSHQGHQW NH\V�

�
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6758&785( 2) 6,03/( '(6
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%$6,& )81&7,216 2) 6,03/( '(6

(QFU\SWLRQ $OJRULWKP RQ .H\ .�

\  (.�[�  ,3b� r I.� r 6: r I.� r ,3�[��
ZKHUH

.�  3��6KLIW�3���.��

.�  3��6KLIW�6KLIW�3���.�����

([DPSOH RI .H\ *HQHUDWLRQ�

�� NH\� ���������� � .
�� 3��� ����������
�� 6SOLW� ����� �����
�D� /�6KLIW� ����� �����
�D� 0HUJH� ����������
�D� 3�� �������� � .�
�E� 'RXEOH /�6KLIW� ����� �����
�E� 0HUJH� ����������
�E� 3�� �������� � .�

7KXV WKH RULJLQDO ���ELW NH\ . LV EHLQJ XVHG WR

JHQHUDWH WZR ��ELW NH\V .� DQG .��

�
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'HFU\SWLRQ $OJRULWKP RQ .H\ .�

[ '.�\�  ,3b� r I.� r 6: r I.� r ,3�\�

7KH IXQFWLRQV DUH GHnQHG DV IROORZV�

�� ,QLWLDO 3HUPXWDWLRQ�

, 3 �

�
� � � � � � � �
� � � � � � � �

�

�� ,QYHUVH RI WKH ,QLWLDO 3HUPXWDWLRQ�

, 3 b� �
�
� � � � � � � �
� � � � � � � �

�

1RWH WKDW ,3�,3b��[��  ,3b��,3�[��  [�

IRU DOO [� :H PXVW VKRZ WKDW

'.�(.�[��  [

7KH SURRI RI WKLV GHSHQGV RQ WKH GHnQLWLRQ RI

WKH IXQFWLRQ I.� ZKLFK ZH GHnQH LQ WKH VHTXHO�

$ SURRI ZLOO EH JLYHQ ZKHQ ZH RXWOLQH )HLVWHO

FLSKHUV�

�
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�� 7KH 6ZLWFK )XQFWLRQ 6: � ,QWHUFKDQJHV
WKH OHIW DQG ULJKW � ELWV VR WKDW WKH VHFRQG
DSSOLFDWLRQ RI I. RSHUDWHV RQ D GLmHUHQW VHW
RI � ELWV� �,Q WKH VHFRQG LQVWDQFH (�6�� 6�� 3�
UHPDLQ WKH VDPH DQG WKH NH\ LQSXW LV .���

�� 7KH 6KLIW )XQFWLRQ 6KLIW� 7KLV LV D FLUFX�
ODU OHIW VKLIW �URWDWLRQ� E\ RQH SRVLWLRQ RQ WKH
nUVW � ELWV RU ODVW � ELWV�

�� 7KH )XQFWLRQ I.�

I.�/�5�  �/j )�5�6.�� 5��

ZKHUH /�5 DUH WKH OHIWPRVW DQG ULJKWPRVW ��ELW
VWULQJV RI WKH ��ELW LQSXW VWULQJ WR I.� DQG )
LV D PDSSLQJ IURP ��ELW VWULQJV WR ��ELW VWULQJV
�QRW QHFHVVDULO\ � b ��� DQG 6. LV D VXENH\
�HLWKHU .� RU .� GHSHQGLQJ RQ WKH FDVH��

([DPSOH� $VVXPLQJ )�5�6.�  ���� DQG
/ ����� 5  ���� ZH KDYH

I.�/�5�  �/j )�5�6.�� 5�
 �����j ����������
 �����������

�
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�D� ([SDQVLRQ 2SHUDWLRQ (� H[SDQGV D IRXU

ELW VWULQJ LQWR DQ ��ELW VWULQJ�
� � � � � � � �
� � � � � � � �

�

�VR ( LV QRW D SHUPXWDWLRQ�� 7KH RXWSXW RQ

LQSXW Q�Q�Q�Q� LV UHSUHVHQWHG E\

( �Q�Q�Q�Q��  
Q� Q� Q� Q�
Q� Q� Q� Q�

.�  �N��� N��� N��� N��� N��� N��� N��� N��� LV QRZ

;25�HG WR REWDLQ

Q� j N�� Q� j N�� Q� j N�� Q� j N��
Q� j N�� Q� j N�� Q� j N�� Q� j N��

ZKLFK LV DEEUHYLDWHG E\

S�� S�� S�� S��
S�� S�� S�� S��

7KHVH DUH QRZ IHG LQWR WKH 6�ER[HV� WKH WRS

URZ LQWR 6� DQG WKH ERWWRP URZ LQWR 6��

�
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�E� 6�%R[HV� 7KH nUVW IRXU ELWV �nUVW URZ�

DUH QRZ IHG LQWR 6�ER[ 6� WR SURGXFH D ��

ELW RXWSXW DQG WKH UHPDLQLQJ IRXU ELWV �VHFRQG

URZ� DUH IHG LQWR 6� WR SURGXFH DQRWKHU ��ELW

RXWSXW� 7KH 6�%R[HV RSHUDWH DV IROORZV� WKH

�VW DQG �WK LQSXW ELWV DUH WUHDWHG DV D ��ELW

QXPEHU WKDW VSHFLnHV D URZ RI WKH 6�ER[ DQG

WKH �QG DQG �UG ELWV VSHFLI\ D FROXPQ� 7KH

RXWSXW LV QRZ WKH HQWU\ RI WKH 6�ER[ LQ WKDW

�URZ�FROXPQ�� 6LPLODUO\ IRU 6�ER[ 6��

([DPSOH� /HW S��S��S��S��  ���� EH WKH WRS

URZ� 7KHQ S��S��  ��  � DQG S��S��  ��  

� DQG WKH RXWSXW LV IURP URZ � DQG FROXPQ �

RI 6�� ZKLFK LV � � �� LQ ELQDU\��

1H[W WKH IRXU ELWV SURGXFHG XQGHUJR SHUPXWD�

WLRQ 3� DQG WKLV RXWSXW LV DOVR WKH RXWSXW RI

) �
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)(,67(/ &,3+(56

)HLVWHO FLSKHUV DUH EDVHG RQ GHVLJQV RI EORFN

FLSKHUV WKDW PD[LPL]H WKH HmHFW RI 6KDQQRQ
V

?&RQIXVLRQ� DQG ?'LmXVLRQ��

,Q RUGHU IRU WKH HQFU\SWLRQ WR EH UHYHUVLEOH �L�H�

GHFU\SWLRQ� EORFNV JHQHUDWHG PXVW EH XQLTXH�

7KLV PHDQV WKH WUDQVIRUPDWLRQ LV �b ��

7KH EORFN VL]H FDQQRW EH WRR VPDOO EHFDXVH WKH

UHVXOWLQJ FLSKHU PD\ QRW EH VXpFLHQWO\ FRPSOL�

FDWHG� $W WKH VDPH WLPH D ODUJH SHUPXWDWLRQ

RI D EORFN LV QRW SUDFWLFDO� )HLVWHO SURSRVHG DQ

DSSUR[LPDWLRQ WR WKH LGHDO EORFN FLSKHU V\V�

WHP� IRU ODUJH EORFN VL]H� RXW RI VPDOOHU HDVLO\

FRQVWUXFWHG FRPSRQHQWV�

,QSXW WR WKH FLSKHU LV D SODLQWH[W RI OHQJWK �Q

DQG D NH\ .�

��
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7KH SODLQWH[W EORFN LV GLYLGHG LQWR WZR SDUWV�

/� �OHIW� DQG 5� �ULJKW��

7KH WZR KDOYHV SDVV WKURXJK U URXQGV RI SUR�

FHVVLQJ DQG WKHQ FRPELQH WR SURGXFH WKH FL�

SKHUWH[W EORFN�

7KH LQSXW �/Lb�� 5Lb�� WR WKH L�WK URXQG LV RE�

WDLQHG IURP WKH RXWSXW RI WKH �Lb ���URXQG DV
ZHOO DV D VXENH\� 6XENH\V DUH GLmHUHQW IURP .

DQG IURP HDFK RWKHU�

(DFK URXQG LV SDUDPHWUL]HG E\ WKH URXQG VXE�

NH\ DQG KDV WKH VDPH VWUXFWXUH�

$ VXEVWLWXWLRQ LV SHUIRUPHG RQ WKH OHIW KDOI E\

DSSO\LQJ D ?URXQG� IXQFWLRQ ) WR WKH ULJKW KDOI

RI WKH GDWD� )ROORZLQJ VXEVWLWXWLRQ D SHUPX�

WDWLRQ LV SHUIRUPHG WKDW FRQVLVWV RI WKH LQWHU�

FKDQJH RI WKH WZR KDOYHV RI WKH GDWD�
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%ORFN 	 .H\ 6L]H� 7KH ODUJHU WKH EORFN �UH�

VSHFWLYHO\� NH\� VL]H WKH JUHDWHU WKH VHFXULW\

SURYLGHG DQG WKH VPDOOHU WKH H�GH��HQFU\SWLRQ

VSHHG� �� ELWV LV WKH FXUUHQWO\ DFFHSWHG EORFN

VL]H� ZKLOH ��� ELWV LV WKH FXUUHQWO\ DFFHSWHG

NH\ VL]H�

1XPEHU RI 5RXQGV� $ W\SLFDO VL]H LV �� URXQGV�

6XENH\ *HQHUDWLRQ 	 5RXQG )XQFWLRQ� 7KH

JUHDWHU WKH FRPSOH[LW\ RI WKH DOJRULWKP WKH

JUHDWHU WKH GLpFXOW\ RI FU\SWDQDO\VLV�

(QFU\SWLRQ�'HFU\SWLRQ 6SHHG� 7KLV LV D PD�

MRU FRQFHUQ LQ DSSOLFDWLRQV�

(DVH RI $QDO\VLV� 7KH DOJRULWKP VKRXOG EH

HDV\ WR DQDO\]H LQ RUGHU WR XQGHUVWDQG LWV ZHDN�

QHVVHV DQG LQFUHDVH XVHU FRQnGHQFH�
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(QFU\SWLRQ� /(L��  5(L
5(L��  /(L j )�5(L�.L����

L  ���� � � � ����

'HFU\SWLRQ� /'L��  5'L
5'L��  /'L j )�5'L�.��bLb���

L  ���� � � � ����

:H FDQ VKRZ E\ LQGXFWLRQ WKDW /'L  5(��bL�

DQG 5'L  /(��bL� 7KLV LV WUXH IRU WKH LQLWLDO

VWHS L �� $VVXPH LW LV WUXH IRU L

/'L��  5'L
 /(��bL
 5(��bLb�

5'L��  /'L j )�5'L�.��bLb��
 5(��bL j )�/'L���.��bLb��
 5(��bL j )�5(��bLb��.��bLb��
 /(��bLb� j )�5(��bLb��.��bL�

j )�5(��bLb��.��bLb��
 /(��bLb�

+HQFH� GHFU\SWLRQ LV WKH LQYHUVH RI HQFU\SWLRQ�

��
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)(,67(/ 5281'

+ F

R_i

K_i

R_{i-1}

FEISTEL ROUND_i

L_{i-1}

L_i

7KLV LV LWHUDWHG IRU �� VWHSV� 7KH UHYHUVH LV

XVHG IRU GHFU\SWLRQ�

,Q SUDFWLFDO EORFN FLSKHUV FRQIXVLRQ DQG GLI�

IXVLRQ LV DPSOLnHG RQ VRPH URXQGV ZLWK WKH

DSSOLFDWLRQ RI DGGLWLRQDO VXEVWLWXWLRQV�
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)(,67(/ 7<3( $/*25,7+06

7KHUH DUH VHYHUDO DOJRULWKPV GLmHULQJ LQ %ORFN�

DQG .H\�VL]H XVHG DV ZHOO DV WKH QXPEHU RI

5RXQGV�

%ORFN 6L]H .H\ 6L]H �5RXQGV
'(6 �� �� ��

'RXEOHb'(6 �� ��� ��

7ULSOHb'(6 �� ��� ��

,'($ �� ��� �

%ORZILVK �� ������� ��

5&� ��������� �������� YEO
&$67 b ��� �� ������� ��

5&� �� �������� ��

��
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'(6,*1 *8,'(/,1(6

7KH 1DWLRQDO %XUHDX RI 6WDQGDUGV �1%6� VXJ�

JHVWHG WKH IROORZLQJ JXLGHOLQHV LQ 0D\ ��� �����

�� +LJK OHYHO RI VHFXULW\

�� &RPSOHWH VSHFLnFDWLRQ DQG HDV\ WR XQGHU�

VWDQG

�� 6HFXULW\ PXVW EH EDVHG RQ WKH NH\� QRW RQ

WKH VHFUHF\ RI WKH DOJRULWKP

�� 6\VWHP DYDLODEOH WR DOO XVHUV

�� (DVLO\ DGDSWDEOH IRU GLYHUVH DSSOLFDWLRQV

�� (FRQRPLFDO LPSOHPHQWDWLRQ LQ HOHFWURQLF

GHYLFHV

�� $OJRULWKP HpFLHQW WR XVH

�� $OJRULWKP PXVW EH HDV\ WR YDOLGDWH

�� $OJRULWKP PXVW EH H[SRUWDEOH

7KHVH SULQFLSOHV ZHUH PHDQW WR HQKDQFH SXE�

OLF FRQnGHQFH DQG ZLGHVSUHDG XVH RI WKH FU\S�

WRV\VWHP�

��
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'$7$ (1&5<37,21 67$1'$5'

'(6 ZDV DGDSWHG DV D VWDQGDUG LQ -DQ� �����

DQG LV WKH PRVW ZLGHO\ XVHG FU\SWRV\VWHP� HV�

SHFLDOO\ LQ nQDQFLDO WUDQVDFWLRQV� 3,1 FRGH JHQ�

HUDWLRQ� HWF�

)LUVW SXEOLVKHG LQ WKH )HGHUDO 5HJLVWHU RI 0DUFK

��� �����

'HYHORSHG E\ ,%0� LW LV D PRGLnFDWLRQ RI DQ

ROGHU V\VWHP NQRZQ DV /8&,)(5�

,WV PRVW UHFHQW UHQHZDO ZDV -DQ� ����� EXW LW

ZLOO QRW EH UHQHZHG DJDLQ�

,W LV QRW FRQVLGHUHG ?VHFXUH� IRU IXWXUH WUDQV�

DFWLRQV� $ UHFHQW FDOO RI SURSRVDOV LV H[SHFWHG

WR OHDG WR D VXFFHVVRU RI '(6�

��
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7KH '(6 DOJRULWKP LV LQ WKUHH VWHSV�

�� *LYHQ D SODLQWH[W [ RI �� ELWV ZH FRPSXWH
,3�[�  [�  /�5�� ZKHUH /� LV WKH OHIW KDOI
DQG 5� WKH ULJKW KDOI RI [��

F

+

K_i

L_i R_i

L_{i-1} R_{i-1}

�� �� LWHUDWLRQV RI D FHUWDLQ IXQFWLRQ DUH WKHQ

FRPSXWHG� /L  5Lb�� 5L  /Lb� j )�5Lb��.L�

�� &RPSXWH ,3b��5��/���� 7KLV LV WKH FL�
SKHUWH[W EORFN�

��
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)81&7,21 ) � I���J�� d I���J��� I���J��

�� 7KH nUVW DUJXPHQW RI ) � VD\ $� LV H[SDQGHG

DFFRUGLQJ WR D IXQFWLRQ ( � I���J��� I���J���
(�$� LV D SHUPXWDWLRQ RI $ ZLWK �� RI WKH ELWV

UHSHDWHG WZLFH�

�� 7KH RWKHU DUJXPHQW� VD\ -� RI ) LV �� ELWV

ORQJ� :H FRPSXWH (�$� j - DQG ZULWH WKH

UHVXOW DV HLJKW VL[�ELW VWULQJV %  %�%� c c c%��

�� 7KHUH DUH � 6�ER[HV� 6�� � � � � 6� ZKLFK DUH

� d �� DUUD\V ZLWK HQWULHV IURP � WR �� DQG

FDQ EH WKRXJKW RI DV IXQFWLRQV 6M � I���J� d
I���J� � I���J�� *LYHQ %M  E�E� c c c E� ZH
FRPSXWH 6M�%M� DV IROORZV� E�E� DUH WKH ELQDU\

UHSUHVHQWDWLRQ RI D URZ DQG E�E�E�E� RI D FRO�

XPQ RI 6M� &M � 6M�%M� LV WKH HQWU\ RI 6M
ZULWWHQ LQ ELQDU\�

�� &  &�&� c c c&� ��� ELWV ORQJ� LV SHUPXWHG
DFFRUGLQJ WR D SHUPXWDWLRQ 3 DQG ZH GHnQH

)�$� -�  3�&��

��
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7KH IXQFWLRQ ) XVHG LQ WKH '(6 DOJRULWKP LV

EDVHG RQ WKH IROORZLQJ nJXUH�

S1 S2 S3 S4 S5 S6 S7 S8

32 bits
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48 bits 48 bits

+
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32 bits
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%$6,& )81&7,216

,3 LV WKH LQLWLDO SHUPXWDWLRQ�

,3�[�� [�� � � � � [���  �[��� [��� � � � � [�� �

�� �� �� �� �� �� �� �
�� �� �� �� �� �� �� �
�� �� �� �� �� �� �� �
�� �� �� �� �� �� �� �
�� �� �� �� �� �� � �
�� �� �� �� �� �� �� �
�� �� �� �� �� �� �� �
�� �� �� �� �� �� �� �

DQG , 3 b� LV LWV LQYHUVH� 7KH H[SDQVLRQ ( DQG
SHUPXWDWLRQ 3 IXQFWLRQV DUH

�� � � � � �
� � � � � �
� � �� �� �� ��
�� �� �� �� �� ��
�� �� �� �� �� ��
�� �� �� �� �� ��
�� �� �� �� �� ��
�� �� �� �� �� �

�� � �� ��
�� �� �� ��
� �� �� ��
� �� �� ��
� � �� ��
�� �� � �
�� �� �� �
�� �� � ��
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7KH HLJKW 6�ER[HV 6�� � � � � 6��

��
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&20387$7,21 2) .(< 6&+('8/(

7KH NH\ . LV D ELWVWULQJ RI OHQJWK ��� �� ELWV

DUH XVHG IRU WKH NH\ DQG � IRU SDULW\ FKHFN� %LWV

LQ SRVLWLRQV ����� � � � ��� DUH GHnQHG VR WKDW WKH

QXPEHU RI �V LQ HDFK E\WH LV RGG� 7KH SDULW\

FKHFN ELWV DUH LJQRUHG LQ WKH FRPSXWDWLRQ�

�� *LYHQ . GLVFDUG WKH SDULW\ FKHFN ELWV DQG

SHUPXWH WKH UHPDLQLQJ DFFRUGLQJ WR SHUPXWD�

WLRQ 3&b�� 3&b��.�  &�'�� ZKHUH &��'�
DUH WKH WZR ���ELW ORQJ KDOYHV RI .�

�� )RU L  ������ &L  /HIW6KLIWL�&Lb���'L  

/HIW6KLIWL�'Lb�� DQG .L  3&b��&L'L�� +HUH�

/HIW6KLIWL LV D OHIW�VKLIW RQH SRVLWLRQ LI L  

��������� DQG WZR SRVLWLRQV� RWKHUZLVH� $OVR

3& b � LV D n[HG SHUPXWDWLRQ� .L KDV �� ELWV�

'HFU\SWLRQ LV GRQH E\ XVLQJ WKH NH\ VFKHGXOH

LQ UHYHUVH RUGHU� .��� � � � �.��

��
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3(5087$7,216 3&�� DQG 3&��

3& b � �

�� �� �� �� �� �� �
� �� �� �� �� �� ��
�� � �� �� �� �� ��
�� �� � �� �� �� ��
�� �� �� �� �� �� ��
� �� �� �� �� �� ��
�� � �� �� �� �� ��
�� �� � �� �� �� �

3& b � �

�� �� �� �� � �
� �� �� � �� ��
�� �� �� � �� �
�� � �� �� �� �
�� �� �� �� �� ��
�� �� �� �� �� ��
�� �� �� �� �� ��
�� �� �� �� �� ��

1RWH� 3& b � JHQHUDWHV �� ELWV�

��
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&RPSXWDWLRQ RI .H\ VFKHGXOHV

K

PC-1

C_0 D_0

LS_1 LS_1

C_1 D_1

C_16 D_16

LS_2 LS_2

LS_16 LS_16

PC-2

PC_2

K_1

K_16

7KHUH DUH �� URXQGV WR WKH NH\ FRPSXWDWLRQ�

��
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'(6 '(6,*1 35,1&,3/(6

'R WKH 6�ER[HV FRQWDLQ KLGGHQ WUDSGRRUV WR
DOORZ 16$ WR GHFU\SW HDVLO\" 16$ DVVHUWHG
WKH IROORZLQJ SURSHUWLHV LQ �����

3�� $OO WKH URZV RI DOO WKH 6�ER[HV DUH SHUPX�
WDWLRQV RI ���� � � � ����

3�� 6�ER[HV DUH QRW DpQH WUDQVIRUPDWLRQV RI
WKHLU LQSXW�

3�� &KDQJH LQ DQ LQSXW ELW� FKDQJHV DW OHDVW
WZR RXWSXW ELWV RI WKH 6�ER[�

3�� )RU DQ\ [ DQG DQ\ 6�ER[ 6� 6�[�� 6�[ j
������� GLmHU E\ DW OHDVW WZR ELWV�

3�� )RU DQ\ VWULQJ [� ELWV E� E� DQG 6�ER[ 6�
6�[� � 6�[j ��EE�����

3�� )RU DQ\ 6�ER[� DQG DQ\ n[HG LQSXW ELW WKH
QXPEHU RI LQSXWV IRU ZKLFK D n[HG RXWSXW ELW
KDV WKH YDOXH � �RU �� LV DOZD\V EHWZHHQ ��
DQG ���

��
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%5($.,1* '(6

1R IXUWKHU SURSHUWLHV KDYH EHHQ DFNQRZOHGJHG�

7KHUH LV D ORW RI FRQWURYHUV\ UHJDUGLQJ '(6 VH�

FXULW\� ,V D NH\VSDFH RI VL]H ��� ODUJH HQRXJK"

'LpH DQG +HOOPDQ� DV HDUO\ DV ����� SURSRVHG

WKH FRQVWUXFWLRQ RI VSHFLDO SXUSRVH PDFKLQHV

IRU EUHDNLQJ '(6� DW D FRVW RI � �� PLOOLRQ�

,Q ����� 0LNH :LHQHU �RI (QWUXVW� DQ 2WWDZD

EDVHG VRIWZDUH nUP� SURSRVHG D GHWDLOHG GH�

VLJQ RI D PDFKLQH EDVHG RQ D NH\ VHDUFK FKLS

ZKLFK LV SLSHOLQHG VR WKDW DOO �� HQFU\SWLRQV

WDNH SODFH VLPXOWDQHRXVO\�

,Q -DQ� ��� ����� 56$�/DEV LVVXHG D FKDOOHQJH

�ZLWK D WHQ WKRXVDQG GROODU UHZDUG� WR nQG D

'(6 NH\ IRU D SODLQWH[W PHVVDJH SUHFHGHG E\

WKUHH NQRZQ EORFNV FRQWDLQLQJ WKH SKUDVH ?WKH

XQNQRZQ PHVVDJH LV�� $ SURMHFW EHJDQ )HE�

��� ����� LQYROYLQJ ������ V\VWHPV ZRUOGZLGH�

,W HQGHG �� GD\V ODWHU ZLWK WKH FRUUHFW NH\�

��
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'(6 KDV VWURQJ ?GLmXVLRQ� EHKDYLRU� 6PDOO

FKDQJH LQ SODLQWH[W RU NH\ FDXVHV VLJQLnFDQW

FKDQJH LQ FLSKHUWH[W �DYDODQFKH HmHFW�� $V D

WHVW� WZR SODLQWH[WV WKDW GLmHU RQ RQO\ RQH ELW

�� �� �� �� �� �� �� ��

��� �� �� �� �� �� �� ��

DQG D NH\

��� ������� ������� ������

������ ������ ������ �������

ZHUH XVHG DQG JHQHUDWHG EORFNV WKDW GLmHU DV

IROORZV�

5RXQG � � RI %LWV WKDW GLmHU

� �

� ��

� ��

�� ��

�� ��

��
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02'(6 2) 23(5$7,21

'(6 LV XVHG LQ EDQNLQJ� JRYHUQPHQW DQG SUL�

YDWH LQGXVWU\�

,PSOHPHQWDWLRQV DUH HLWKHU LQ 6RIWZDUH RU +DUG�

ZDUH �VSHFLDOO\ GHVLJQHG FKLSV��

)RXU PRGHV RI RSHUDWLRQ KDYH EHHQ GHYHORSHG

LQ RUGHU WR VDWLVI\ D YDULHW\ RI UHTXLUHPHQWV�

2Q LQSXW VWULQJ [�� [�� � � � RI EORFNV WKH RXWSXW

LV \�� \�� � � ��

(&% �(OHFWURQLF &RGH%RRN�� 6DPH NH\ . LV

XVHG WKURXJKRXW� 6LQFH RQO\ RQH NH\ LV XVHG LW

LV OHVV VHFXUH� EXW LW LV XVHIXO IRU WKH WUDQVPLV�

VLRQ RI VPDOO DPRXQWV RI GDWD� H�J�� WUDQVPLV�

VLRQ RI HQFU\SWHG NH\V�

&)% �&LSKHU )HHG%DFN�� 6WDUW ZLWK LQLWLDO YHF�

WRU \�  ,9 DQG GHnQH \L  (.�\Lb� j [L�� 6R

WKH FLSKHUWH[W LV XVHG LQ WKH HQFU\SWLRQ OLNH D

VWUHDP FLSKHU�

��
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&%& �&LSKHU %ORFN &KDLQLQJ�� $ NH\ VWUHDP

LV JHQHUDWHG IURP LQLWLDO YDOXH ]�  ,9 DQG UXOH

]L  (.�]Lb��� 7KH FLSKHUWH[W LV \L  ]L j [L�

2)% �2XWSXW )HHG%DFN�� 6HW \�  ,9� ]L  

(.�\Lb��� DQG \L  ]L j [L�

7KHUH DUH DOVR N�)HHG%DFN PRGHV IRU &%& DQG

2)%�

2)% LV XVHG IUHTXHQWO\ LQ VDWHOOLWH WUDQVPLV�

VLRQV�

&%& DQG &)% DUH XVHIXO IRU 0HVVDJH $XWKHQ�

WLFDWLRQ &RGHV �0$&V� DSSHQGHG WR WKH HQG

RI WKH PHVVDJH�

��
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