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As you can see the echo command 1s used to print outpul messages from your
script to the output device (screen or file).
Let us now see how to create another script that has both input and output as follows:

VI greefings
echo What is your name
read name
echo hello Sname

‘Wq
chmod +x greetings
greefings

What do you think is the purpose of the read command?

Jo_kﬁ@npﬁf_#am e Asor—

Notice that when you read a value in your variable you just put the name of the vz%ria‘ble
(e..g name) while when you print the value, you need to put the $ sign at the beginning

(e.g. $name).

By default, shell scripts treat all variables as strings.

Now let us write our own script for deleting a file:
vi delete
echo Enter file name:
read filename

rm Sfilename
echo File $filename has been deleted

‘Wq

Now run your script. Did you forget to add the (x) permission?

Now it is your turn to write a complete script and run it.
Write a script called copy that asks the user to enter a source filename and a destination

filename and then copies the source to the destination. Your script should work as

follows:

copy
Enter source file name:

one
Enter destination file name:

wo
File one is copied to file two
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Your scripl:

Cadro («1‘):]
e h6 enfey solrce F:/e name. .

f\f’ad one f,’{i hume.
€cho epler dﬂ‘ﬁha\"oh

Iry to run your copy script. Did it work? _}95 =

You probably realize that programs like delete and copy would behave more like similar
commands if they took their input from the command line instead of asking the user to
enter those after running the program. To do this we need to use positional parameters.

Let us write a simple script to understand how those are used:

Vi params
echo §1
echo $3 $2
echo $#
echo $0
echo $5
echo $*

‘wq

Now run the script params as Jollows:;

parums onetwo 3 four 5 6 bye
What was the output?

aone

3 1wo

7

./parmms

5

oNg Fwb 3 bur 54 éﬁf
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Now what do you think are the values of eacl of the following variables:

?f\\'\li \‘H’ {J({* ;nf_)_gl di2|ISIlL1 '}Xi

H _'47 ‘ 7 ——

( =

K

$#: ;!,g 62‘(‘/:; § l’l{’ nu_m_,]g v 4 '{f(" 'ijuiu
$0: __prinks the E Ll N lim €

Now that you understand how positional parameters work, rewrite both the delete and
copy scripts above to run as follows:

delete thefile
thefile has been deleted

. Answer: (,

copy filel [file2
File filel has been copied to file2

Answer: .
Cp 1;! 52
f’élflo ‘)C(f’ ong )5_, (ﬂ]?}@/( /g 1[/{ 4

o echo @ 1 S copltd ts El

{

: M/(L

Now try your new delete and copy scripts? Did they work? )[eg
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had the x permission O the previous Scripts ( delete
' der to run them.

Notice that since you already e
copy ), you did not have 10 do that step a ain

he login name of a user as a parameter g,

Practice: takes 1
ser that ta name of that user as follows:

Write a script called whoisit. . i
then uses the /etc/passwd file 10 gef an d print the fi

whoisuser ull22334
ull22334 = Ahmad Hamdan o
hint: use variable and command substitution.

Answer:

AK! OF

ccho $l| = $[ﬂwf‘f /e'c(/passm/l lcub -4 "F5) 7 ‘)

o1
uemame = § [[grep B /eto/ﬂa55““’f() ‘
echp {4 Werpame

cukt ol ‘FS)

Shifting parameters

To shift script command line parameters to the left, we use the shift command as follows:

shift number of shifts (e.g. shift 2 for 2 shifts)
shift ( no number shifts one)

To understand how shift works, let us rewrite and run the params script above as follows:
vi params
echo $1
shift 2
echo $2 33
echo $#
shift
echo $0
shift 3
echo $1

echo §*
‘wq
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Now run the script as follows and notice the effects of shifting:
params one two three4 5 6 seven 8 9 tenbye

Which parameter is not effected by the shift command? P’,.“'M'V‘E 310

Comments

You can add comments to your scripts by using the # sign followed by the comment
anywhere in your script. Lines that start with (#) are interpreted as comments except In
one case where shells have (#!) followed by the name of a shell as the first line of a
script. In that case that line is interpreted as the name of the shell to be used for
executing that script.

Example:
If your script starts with the line:

#!/bin/bash
Then the script is meant to be executed using the /bin/bash shell.

Check out the following system scripts:

more /etc/rc.sysinit
more /etc/rc.local

What is the first line in those files (scripts)?

What is the difference between the first line and the few lines that come after it?
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Objectives

able to:

After completing this lab, the student should be el scripts.

oA e, o5 S o corllS ttn“':tg;eger and string values as well as file
. : in
- Use the if/else statement to manipuiate
properties. selections as well as

‘ icient
- Apply the case statement programiming construct for eff

creating menus.

Script Selection Constructs

scripts we made several assumptions that

' iced that 1n our S
In the previous lab, you have A have permissions to remove, COpy, Or

files and user names already existed and that we have s e
view files and that the correct number of command line arguments where g1

scripts. This is not always the casc.(Dur scripts should bg able to ch;c:( f?:; :asl:lzsc 32;1
properties before executing what 1s required. To do this, we need 10

statements ( the If and Case statemen@

’l
d
Y
3

1

-~ g gl S
- - ."-

. - | |
A e N DG Tt A T I e e T S e e T T TOR T LTLS T
- = < s - -~ - -
"
i mm..i'.‘.;wvﬂ.\——.‘_m- Y R L o ok mbal e we e -l

Unix commands return a value ( success = zero and failure or error = non-zero) to the
shell. This value is stored in the variable (?) as follows:

Run the command:
- Is —al
« Now run the command:

>3 0 echo $2
LT

: A What result did you get? O Why? it was a SIN(CLES
B S Now run the command:

cp
followed by the command:

echo $?

What result did you get? g Why? f Lodsn ’ l& dsne ¢ ﬂﬂﬁﬁé{ g s D

The value returned by Linux commands may be checked in scripts using the if/else
structure.
Write the following script:
vi checkcommand
if $1>out 2> err
then

echo Command $1 succeeded > Ze® 1S brue
else
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K
e« - S ﬂ/s
echo Command §1 failed = (_un o gy € ce S ftilie

Wy ,

Now run the scnipt as follows:
checkcommand date

What result did you get? ¢ ceealed Why? 'S (thumed ¢

Now run the command:
checkconumand mv

why? ik reburned e sth clie Hen o .

What result did you get? ﬁr.l P

This is one way to use the if/else structure. Still, many scripts do not check commands,
but rather check for variable values, file properties, and number of arguments. To do that

we need to use one of two syntaxes:
if test condition ( e.g. iftest $# -eq 2)
or

if | condition | (eg. if [ S# -eq 2] )
The general syntax for the if/else statement 1s as follows:

if condition

then
statemenits
elif condition
then
statements
else
sftatementis
/i :

To compare integer values, we use the following relational operators:

It (less than), -gt (greater than) -eq (equal)
le (less than or equal) -ge (greater than or equal), -ne (not equal).

Let us rewrite the delete script we wrote in the previous lab to check for the correct
number of arguments as follows:

vi delete
if [ $%# -eq 1]
then
rm $1
echo $1 is deleted
exit 0 4 This line returns 0 from the script (success)
else
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echo Usage: delete filename
exif 1
fi
‘WG

Now try the above script as follows: ' | fia
r}zlelete myfile p(as:suming myfile exists and 1s a regular file)

T'hen run the command:

echo §?
Did it work? Yo

What is the value of variable (?) ? Q

Now try it as follows:

| delete
Then run the command:
echo $? | REE & |
What happened? deieip  dwd Il Why? p/c W inm‘nfgﬂ.f_l_ﬁﬁ le
What is the value of variable (?) ? ||

To check file values we use the following operators:
+ filename ( to check if file exists and is of type {ile) '
-d filename (to check if directory exists and is of type du'ecFory)
~%-I,-w (to check if a user has execute, read, or write permissions on a file)

Let us rewrite our delete script to include those:

vi delete
if [ $# -ne 1]
then
echo Usage: delete filename
exit: 1
else
i ] -f S1 JY - #¢; exists and is a file name
( the\ii;
rm $1
echo File $1 is deleted
exit
elif [ -d $1 ]
theity
2 rm -r $I # $1 exists and is ¢ directory
echo Directory $1 is deleted
exit ()
else

echo $1: No such file or directory
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exit 2
Ji
fi
‘Wq

Now create a file and a directory using the following commands:
touch myfile; mkdir mydir

No try the updated delete script in the following ways:
delete

What happened? _y sag Lelete Blenane

delete myfile (myfile exists and 1s a file )

What happened? "ML i[c__ﬁé_;;__alﬁlgbﬂi

delete mydir (mydir exists and is a directory)

What happened? he irec imgf L< dgfglzd

delete wrong ( wrong does not exist )

What happened?_it prints Huk it doeny’t oxist

Now rewrite the copy script fo act as follows: =1 /hin /bagi\
copy & L g -ne i |
Usage: copy src dest hen
Ccho

copy myfile newfile

File myfile is copied to file newfile
copy mydir newdir

Directory mydir Is copied 1o newdir

copy wrong good
wrong: No such file or directory

Try the new copy script and make suré it works as above?

Did it work correctly? #‘v
s need to check E(rTﬁL@,

_n (none null string); -2 (zero string (nudl))

To do that we need to use the

Sometimes our script
following operators:
= (equal); != (notequal

Let us try some of those. let us write a script to check the value of the name entered by

the user:
vi checkname
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if [ $# -ne 1]

o echo Usage: checkname name
exit 1
else lf [ “S]” > “ahmad”]
then
echo $1: Hello
exit 0
else
echo $81: Goodbye
exit 0
fi
Ji

wWq

try it as follows:
checkname ahmad

What happened? dhmazd ! Hells

OMP311)

checkname suha

What happened? suha 32541%‘1

checkname

What happened? | )< @‘,64 " L hﬁ[,L/Lﬁg_mL N €

Write a script called checkusername which works as follows:

checkusername

No names were entered
checkusername 1]112233

ulll?2233 = Ahmad Hamdan
checkusername u]]

ull = No such user name
checkusername bash

bash = No such user name

Script:

& E-2 %1
Then

Echa N nNames weve fnf'@fpl
Cx.t 1 T

var;.$(3"’(’ . & /c?éc/f’dSSwd\ ]C(AL ~of . ‘FI\

‘\P ["}.th(’ — g

éche H [ = Whe Such WO A e

)

;
:
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Now try it with similar cases to those written above.
What happened? ;

- ——

Case Statement

We can also use a case statement ( similar to switch in ¢) to check for values. The syntax
15 as follows:

case value iIn

patternl) statements
# :r is the break statement

'y
patternl) statements
;;
*) statements # * stands for anything which 1s the default case
esac

The patterns may be strings or parts of strings. Those can include the * wild card, the (])
OR operator, as well as ranges (e.g [0-9] or [a-f]) as follows:

3% | S* | good)
means any pattern that startdwith s or S or the word good.

[A-Z]*[0-5])
means any pattern with @mamr and ends
with a number between 0 and-5-

[a-2][0-9][0-9][0-9] | [0-9)[A-Z][A-Z][A-Z][2-{])
means the accepted pattern must consist of exactly four characters the first

is a_small letter and-the next three are numbers or the pattern must be
exactly five characters with the first being a number followed by three

capital letters and then one small letter between a and f.

Write a script that uses case statement with patterns similar to the above.
Did they work?

Case statements are usually used for handling menus and menu options. Let us try a
ple example that uses a menu 1o call different scripts (modular programming):

SIM
Create three different scripts called scriptl, script2, and script3 respectively. In each
script put one line to display which script you're in (e.g in script] put the line “echo this

is script 17). .
Now create a script called mainscript that displays the following menu:

Please select your choice (1-4):
1 - Run scriptl

2- Run script2

3- Run script3

4- Exit main script
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script ( 1,2, or 3) or exit based

'§1 : itable
Using a case statement, have your scripl rin the sui
on the user’s selection.
VI mainscripf

€cing “Plegse SC(ELCJCWFChO‘:'cc (1Y)

Now try mainscript. Did it work/?J/zj;
ESac
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Lab11. Shell Scripts (I1I)- Programming
( Looping Constructs)

Objectives

After completing this lab, the student should be able to:
- Include programming looping constructs in shell scripts.
- Understand and use the while, until, and for loops constructs. .
- Learn how to make for loops more efficient by using command outputs as lists.

Shell Script Loops

In order to create useful scripts that can automate real jobs, we need to learn how to
include loops in those scripts. There are different loop constructs that may be used 1n
shell scripts which mclude:

while loops
until loops

for loops . =y
Each has its own useful features that make it useful in certain situations.

While Loop

Let us first start with the while loop. The structure of the while loop is as follows:
while condition
do
statementl(s)
done
example:
vi listarguments
while [ $# -ne 0 ]
do
echo §1
shift
done

‘wq

Run the above script as follows:
listarguments a hello 7 x

Check the output.

Note: Rules that apply to conditions used in selection statements are exactly the same
as those that apply to conditions in loop stafements.

After making sure you understand the above example do the following:
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’ i+ works as follows:
Rewrite the delete script we wrote n the last lab such that it W

delete filel wrong dirl file2

File filel is deleted
wrong: No such file or directory

Directory dirl is deleted
ile file2 is deleted

Answer:
Vi delete

inN/g Jo ‘
If L <g0]
+Hen ,
echo Usagc’ ‘clelete 4lename
CXi€ |
else
wWiile L § & e o]
Ao

¢ L-F $1)
Hea
rm §| e c/
clif e_‘:ho File $1 15 delete
H\ehE o(“‘k
rm —c §|I
815-(2 Scho <1:T€L7‘L¥(’j 1) '|S d'flf{ﬁb(
- «ﬁ,ﬁ eNoe N suai Pa le of c/nrpdz/d

‘{ '. f/. :wq

{ Now try it with existing file and directory names as arguments. Does if work? g C’E £

LN A OAT Ty N A ¥ « s Y

Sometimes the loop will stop executing based on the user input, as follows:

Hom PEHINY e
ghe N N s A

ST T AT

vi findahmad
echo Enter name

i AR ' read name :

i \}‘Ufl’ i o o2 while [ “Snamd® 1= “ahmad” ]

:,! wampz/«.) 5“/’9 do

é echo Sname: wrong name. Try again.
& echo Enter name

read name

done

i Wq

‘

Now modify the checkusername script from the previous lab such that it is called
{ checkusernames instead and works as follows:

#

1
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checkusernames
Enter user name to check or word “enough” to stop

ulll2345
Enter user name to check or word “enough” o stop

ull
Enter user name to check or word “enough’ to stop

ull23456
Enter user name to check or word “enough” o stop

enougl

ulll2345 = Salem Hamdi
ull = No such user name
ull23456 = Sabah Khaled

Answer:
vi checkusernames

derlare —a andf

b o ™

ahg Enter uermame fo chech or ware ”CAOUJA" 1o .‘S/‘Df’
Cad name
while [ "finame" { = ‘enoug len]
cto d
L= §((4i+1))
armj/g(‘,] — "ﬁname"

N | o~ | '
dz;l Enter username fo checlh or word "(-wzoLLﬂ/’I“ ta stop
leac name ¢

done

‘W(

Break and Continue Statements

The programmer can use break and confinue statements inside shell script loops which

mean the same as they do in the C language:

break - exit the loop immediately.
continue — stop running the current cycle but go back and check the condition.

In addition they can use break and confinuc followed by a number to specify how many
loop levels they want them to work for. For example:

break 2
Will exit out of two nested loops if they exist.
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1t omes true.
| +hen the condition bec
'lll‘l'::t"m:?i(l)loop i« cimilar to the while loop, but stops W hen
until false
do
statements
done

; struct instead of the
Modify the above two programs such thaf they use the until con

. ?
while construct and try them out. Did they work:

For loop

ture of the for
In shell scripts, the for loop is very powerful and useful. The general struc

loop is as follows:

for item in list of items
do

statement(s)
done

What makes a for loop powerful is the different ways a list of items may be specified.
Let us start with a simple example:

Vi names
for name in ahmad hamdan subha khaled
do
echo $name
done
‘Wq

Run the script names. It should display the names given in the list.

Now change the first line in script names to the following:

Jor name in $* (remember that $* holds all the arguments as a list)
and run the modified script as follows:

names ahmad subha khaled

What happened?
—— e B e

Rewrite the delete script we wrote at the b
loop instead of a while loop. Did it work?

eginning of this lab such that it uses a for

of items as follows:

63
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vi lines
for line in $(cat Jete/passwd)

do
echo Sline

done

of all the users

Using a for loop, write a script called comp311 that lsts the full names
that are registered in the comp311 course.
Answer:

A :
br | {» ‘ |
L'Tl y esdo ¥ ( at /&/{1 { SSOALA )

t(fm»@ftl; J%?L/m #line | cut —cb ,{2;)
S

comp 3 /g(x/ﬁyggwdlcub-cé.' "7(\5)

7 such that it will display only the names of the users that

Now rewrite the script comp31
the output of the who command)

are currently logged in to the system. (hint: use
Answer:

for login $(who |br -s ' |cat el ' ' 1)

Ao
name = § (grep $login Jete/passiel |cut <l ~{5)

clone

The for loop can also be applied to a directory of files as follows:

yi myfiles

for file in
do
echo_8file

x

done
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nd type ( file, dir, or
Write a script called filetypes that uses a for loop o type the name and typ

unknown) for each file in a given directon.'y as fol.lows:
Assume that I use the script in the following way:

filetypes /etc . ML
then the script slhota,]% display the names of all the files under directory /etc an typ

of each of those files:

Answer:
) ) | ‘ .#/ /bm/bdﬁl\
/W’%” for file in b1/*
| elo
(Wﬁ 15 ["1[$Fn(€-3

Ve 2’\‘? 2 kfile! S 70//«?9 &
elif /- LF,‘Ie]
fhen : .
echo $file: s d”&:f‘{j tj‘?e
Cls ¢ y
€ch o ifllf o: 13 Uﬂhm(ﬂh tdpe
£,
clone

The which command displays the directory in the PATH that contains the command. Try
it as follows:

which Is

What is the result? __ f J;)_.I\’Z_Jj

Write a script called mywhich that simulates the which command. You are not allowed
to use the which command in your script. (hint: use the for loop and the sed command).

Answer:

-‘ﬂ:!/b‘m//xlsk
for list in $/echo $PATH | sed “5/"//3")

clo
R AR $hst/$ll

l 4heh

€cho Blst /41

(‘?)(It O
clon
€C5\o _jl = /\b suc h cw’hh\anc(
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1.ab12. Security and Networking Concepts

Objectives

ab, the student should be able to: . .
h example the importance and usage of set user id (suid) and

issions) in Linux.
d and sgid values on Linux files.
tworking tool basics.

Afier completing this l
Understand throug
set group id (perm
. Set and modify su
Identify and learn some [inux ne

Suid and Sgid .
Linux systems are Very Secure and have multiple levels of security th lum
about a part of one of those security levels which is file

discuss. We have already talked

security where we explained the permissions (mode) and how they are used O control
who can access and use files and directories. The permissions W€ talked about were the
read (r), write (W), and execute (X). In this lab we will present a less obvious, but. Vf:ry
powerful permission called the setuid (set user id) and setgid (set group id) permission

usually referenced with an (s) permission.

Set User Id (suid) Permission

To understand how the suid permission 1S used let’s take an example based on the passwd

command which we use to change our passwords.

run the command

which passwd
This gives you the absolute path name of the passwd command ( usually

Jusr/sbin/passwd).

now run the command /s —al on that file as follows:

Is -al /Jusr/bin/passwd (or whatever the which command produced)

Notice the permissions on that file.
What are they?

part of the mode is the suid. This (s) is very important and without 1t

The (s) on the user
nge his/her password.

2 user will not be able to cha

such as passwd is executed, a process is created as explained in lab 6.

When a command
of those are:

That process has many properties. Four
real uid (real user 1d)
real gid (real group id)
effective uid ( effective user id)
effective gid (effective group id)
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The real uid and gid are the same as the username uqd group of rtl}‘l’c l1.1.<:er ?sc';(:u&:g;i zﬂ:df
command. The effective uid is the same as the .rctfl uid and ﬂle el LS 1v:r;;c o uidt willci
as the real gid except when there is an (8) Pcnpnssngn. ‘ln this case 1(:1

be same as the owner of the file and the effective gid will be same as Tl o L

the file.
and has an effective uid as root

s able to open and modify files (
and 1s not

The process resulting from running the pz}sswd comm
(owner of the file passwd) which is why tlus.command l b
e.p. /etc/passwd and /etc/shadow files) which the user running 1e comm

allowed to.
This gives great flexibili
running commands which

ty by giving regular users the ability to access files through

they cannot access normally.

Set Group id (sgid) Permission

Let us now see how the same idea is applied to the sgid.

run the command:

which write
what are the permissions on the wrife command? 3

What is the name of the group name on the write command ? _

Using the who command find the pts file for your neighbor. Now run the Is —al

command on that pts file in the dev directory as follows:

Assume the pts file is 5 then you run:

Is -al /dev/pts/5
what is the group on that file and what permission does the group have?

e ——— e ——— — —— e —— S—

e

Now to see how that helps try to write a message directly to your neighbor’s terminal as

follows:
echo hello > /dev/pts/3
What happened? e kR S g EF
Now using the wrife command write the same message [0 your neighbor’s terminal as
follows:
write ulll2233
hello
ctri-d
What happened? gy el EEE

In both cases, it was you ( same user with same permissions) that was trying to write a
message to the other user’s terminal. Why did it not work when you ftried fo do it
directly while it worked using the write command? (hint the (s) permission on the

write command).
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Adding (s) Permission

To add the s permission to your files,

three as before, for example:

create a file called newfile (toucl;}ne\‘?f’ﬁlc).

chmod 2777 newfile |

What permissions ar¢ now on file newfile?
WV 2 O

chmod ('4_,7777 newfile
What permissions aré now on file newfile?

el
chmod@?7 7 newfile

What permissions are now on file newfile?

As you can see adding an even digit (2 or 4 or 6) will put (s) on group, user, or both

respectively.

What command would you use to set the permissions on newfile to:

l. r s wxrwx

2. r _Xrwsr

3. rwSrwsr__

How do you get a capital s (S) and a small s (s)?

/‘,.

v

: (-i _’a-: : ' : ‘ :

Networking

As users we are not allowed to modify network setups, but we can Vview SOome
information on how networks are configured on Linux.

Run the command:
/sbin/ifconfig

What is the ip address (inet) of your machine?

68

. — .

STUDENTS-HUB.codploaded By: 1210711@stude




I S NI AP PAT ;AR B St

PAERLS RFETLE . SRR - NI asl V¥ X
e =S TN

Computer Science Department ( Linux OS Laboratory Manual COMP311)

What is the MAC ( HWaddr ) address of your machine?

What is the netmask used by your machine?

Run the command
/shin/roule

What is the default gateway?

Run the command:

/bin/netstat -n | grep 23
This will give information about the telnet connections made to/from the system.

List the quad ( Socket Connection ) for your telnet connection:

Use the ftp tool to copy files from windows fo Linux and vice versa.
Show your work to the instructor.
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