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Labl. Introduction to Linux environment

Objectives

Afier completing this lab, the student should be able 1o
- Log into and use a Linux system

- Get help information on Linux commands
- Identify some important Linux Files

Logging in to Linux

Login directly to your Linux system by using your username (login name) and passwvrd
(provided to you by the instructor). If you are using a client machme (machine nummg
anmherOpcraﬁan&mws)dxnyoumedmmc 2 remoie acCess
command such as telnet to login to the Linux server as follows:

Open the start menu from Windows

Type the following command in the search field:

telnet IP address of server (e.g. telnet 172.16.2.90 )

This should provide you with a terminal where you can enter your login name and
password to access the Linux system.

At the terminal prompt ( e.g. [username@localhost ~J$ ) you can Type your comsnands to
interact with the system.

Linux Commands General Format

A Linux command may contain one or more of the followmng three categones specified m
the following order:

Command Option(s) Argument(s)
a- Command name ( such as ls, cp, or finger )

Type the command:
Is
Describe the result?
1t Airectt GATE -~ Ll\ :
\J =
b- Command options which indicate optional preferences on how you want the
command to run. Those are usually specified using a — followed by a letier to

L
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specify the option(s) (e.g. Is-al where the Is command has two options a (all)

and | (long format)).

Type the command:
s —a | !‘ (, ‘)
. { '

Describe the result now?

NOVE t’ﬂh{ g}> > _S_iq({ju f{ W,'H'\ ¥

Why did the files get listed in this case and not the previous case (hint;
notice that all files names newly listed start with a dot (.))?

Recause [o) 1t hidex 6’[ nd f5— Acykeg@/d(@/fw -~

e uw,/l/ﬁdd(ﬁ bl

Type the command:
Is -al

c- Command Arguments which specify the parameters .that you want your command
to use while executing ( e.g. Is—al /etc where /etc is an argument to the Is

command specifying that you want to list the files in the /etc directory).

Type the command: b ‘
Ie .5t /etc} Fowe C,]‘mlé us e ’(,1 p will balte qwrrenf (/1/2”@/‘/]
Describe the result? \ \

£ .
Shuw_all Bles ingde ets on Hhe teemingl/d ety ).

8

- To be able to display the result one line ( or one page at a time ), you need to filter
¢ 1 2
(;7 eec 15 %606 that result using filtering commands like more or less.

() C D Wi nd s
Type the Com"ﬁf«; Gle sfskon ves data aspeye

Is -al Jetc | more
Press the space bar to get one page at a time.
Press Enter to get one line at a time.

Press letter ‘q’ to quit

An option ( as the name specifies ) is not needed to run a command, but arguments may
sometimes be necessary to run certain commands (e.g. cp, rm, ...)

Type the command:

cp
What happened?

MW O R

Now type it with a source and destination file names (i.e. cp srcfile destfile).
What happened? (Note: you can simply create a srcfile by running the following
command before the cp command is run: fouch srcfile ).




New File in - to tomneC 42t o)

= (f’ Yi Ul] —am c/:rf’(j.-‘t,.vru} | \ (ommm(/ (lnf ,‘M‘rf/’./k’c 1\

| ~ [ Aes 1 -
cn VvV s f 2t ¢ [ windews P
| l /et /VZ.] S ¢ (_,/,\,,,r o

.
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ly = } C :

Getting Familiar with Linux Environment
Iry the following commands to familiarize yourself with Linux: s efver
I- who (displays information about who is logged in to the system at this time)
2~ finger username ( you may select any user name from the who command output)
What is displayed? How do you think the system knows all that information?

~ Qe whoo whil Wat uee i doing

3- finger
4- w (displays what (w) the users are doing on the system)

To be able to communicate with another user try the command:

5- write username
Type your message

Type ctrl-d to stop and exit
Such commands as write and talk may be distracting for users on the receiving

end. Linux gives the user the ability to allow or deny such commands from disrupting
his/her work. To do this a user uses the mesg command as follows:

mesg n ( prevents others from sending messages using commands like write)

mesg y ( allows other users to send messages)
mesg  (displays whether messages are allowed (y-yes) or denied (n-no))

Help on Commands

There are several methods to get help on a Linux system. One of the most useful 1s the

man (manual) pages.
To get detailed information about a command type:

man command name (e.g. man ls) <

This will provide you with information on the syntax of the command and a short
description. It will also present the different options that may be used with that
command. The man command uses the less command (similar to the more command)
for displaying information. This means you can use the space-bar (pnc page at a time),
Enter (one line at a time), and q (quit) to browse the given information.

The man pages are divided into sections. Each section gives information about the
command in a different context as shown below:

Try the command:
man passwd

STUDENTS-HUB.com Uploaded By: 1210711 @student.birzeit.edu
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Gives information about passwd as a command ( section 1 of the man pages) used to
change vour password. Read through if and use if to set a new password (o your

account.
Did it work?

Try the command:
man 5 passwd (5 is section 3 of the man pages)

This will give-yeu-information about passwd as a file on the system.
When you browse through the man pages of any command make sure you check out the
see also section which provides you with the names of related commands to the one youy

exploring. The names of the commands are usually specified as: .
command name(section number) (e.g. passwd(3) —meaning passwd 1n section §

of the man pages).
Using the man pages do the following:

I- Find what the command du is used for with the options -h and -s;

du command: Summ ar 12,8 aﬂglf_\ U gog £

b pumg 1] recd able . [s120)
-s: _cummar pation - (Sum M;j oFsize |
2- What is the clear command used for? Try it.

(lear e Terphnal  cepeen

3- List any two new commands that you haven’t seen before and find out what
they do. Hint: check the directories /usr/bin and /usr/sbin.

Command I: | n
Function of command:

Z hcmacﬁ_mw Infrrmatisn
Command 2: _~hdl

Function of command:

Aubsmated conversibianal  scrlpt puith o modom

Important Linux Files

There are two important Linux files that contain information regarding user and group
data. The first is /etc/passwd and the second is /etc/group.
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/etclgasswd file:

T)-’pe the command:; ,fh' " .

. 5
¢ more /etc/passwd 1 all g users Pratt hawe  lagin|

( hit the space bar until you see a line that starts with your user name )
The line will be similar to something like:

wll12233:x:520:66:Ah mad Hamdan:/home/students/comp311/ulll2233:/bin/bash

use the man pages ( section 5 for passwd to see what the fields in this line represent).

ulll2233: H!em-tlﬂe Qr: !95! -

o ——-&L%ﬁlﬂlm
520:__yser\d TD Seeshi.

66: (ZZMIF P —
Ahmad Hamdan: _ﬁMﬂmg

/home/students/comp311/ull12233: _u.cﬁn__gﬁgc_é
fin/bash:__defnult ue <hell L

Where do you think the finger command gets the information it displays about users?

fete/ pacqud

[etc/group file:

IType the command:
more /etc/group
You will find lines similar to the following:
students:x:66:ahmad,ul23456

Use the man pages ( section S for group to see what the fields in this line represent)

students: _Quanff Name
X b oy (21:’.’.&(__@ as< Lysrel

66: Gmﬁ’ YWmbor s B _ -

Ahmad,ul23456: Q[A]AﬂL__M_J_@_C SRS
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Lab2. Text editing (Vi editor)

Objectives

After completing this lab, the student <hould be able to:
- Become familiar with the visual (vi) editor modes
- Use the vi editor to manipulate simple files
- Write and use simple vi macros

Linux Editors

on Linux but one of the most commonly used 1s the vi

There are several text editors . . . ac ¥
(visual) editor which was recently upgraded to vim ( Vi modified). Using the vi editor

may seem strange at the beginning, but once you get used 10 it.you will rarely use any of
the other editors. This editor is a default on most (it: r}ot all) Lmux and UNIX bas.ed
systems. It provides the user with very powerful editing capabilities using very simple

tools ( a keyboard and a simple terminal ).

Vi Modes

To get started with vi, you need to understand that when using this editor you are usually

in one of two modes: |
]- Insert (input) mode: which is used to type characters in a file.

5. Commandmode: which is used to-run commands (edit) file content

When you first start a vi editing session, you are in the command mode by default. To
switch to insert mode you use one of the following Jetters:

- Insert before current-charaeter

I- Insert at the beginning_of current line

a- Append after current character.

A-  Append at the end of current line

0- Open new line below current line.

O-  Open new line above current line. .

To switch back to the command mode you can use the ESC (Escape) key.
Editing A Simple File
Let us go ahead and start editing a simple file.
Type the command:
vi myfirst

Now press the letter i to change to insert mode and type the following (on three separate
lines):

STUDENTS-HUB.com Uploaded By: 1210711 @student.birzeit.edu
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Your full name
Your student id number
Your major

To finish your vi session, you need to switch back to command mode (Press ESC).
Iype a colon (:). This will move your curser {0 the bottom left side of your page. This 1s
called the ex mode (which is an extension to the command mode). To quit your file type
one of the following:

q! - to quit without saving recent changes

w - to save recent changes and not quit

wq - to save recent changes and quit session
Save and quit the file and then open it again using the command: vi myfirst

To move around in a vi session you can use the following letiers (in command mode):
h - move left j- movedown k - moveup 1(el)- move right

To delete any mistakes you make in a file use one of the following (in command mode):
x — delete current character
#x — delete # of characters ( e.g. 4x — deletes 4 characters starting with current)
dw - delete current word
#dw — delete # of words ( e.g. 3dw -deletes 3 words starting with current word)
;4 d$ (or dd) — delete current line
#dd- delete # of lines (e.g. 5dd —deletes 5 lines starting with current line)

Try deleting your last name, the last number of your student id and your major line
from the file myfirst.

The content deleted in the above commands is actually saved in the vi buffer ( like the cut
command ). To be able to restore that content back you may use the commands:

p — paste left or below

P - paste right or above
If you want to copy/paste instead of cut/paste then use a y (yank) instead of a d(delete) as
follows: of

yw — yank word k> CM

#yw — yank # words

y$ (or yy) — yank line

# yy — yank # lines

To modify your file content use one of the following (in command mode):
r- replace current character (e.g >changes the current character to ¢)
ew - change word (e.g. cwnew changes current word to new)
#ew — used to change # words with new words.
¢$ - change line
#c$- change # of lines with new lines.

If you decide to undo any of the changes you made to your file, use one of the following:
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u— undo last change
U - undo all changes in current line
.e! —undo all changes since last save

To search a file forward for a certain pattern, you use the / (slash) followed by the

pattern. For example to search for the word hello in a file you type: /hello. To get the
next position of the pattern type n (next).
To search a file backwards use a ? instead of a /.

Vi Macros

You can create and use macros in vi.
T'o create a macro in command mode use the map command in the ex mode as follows:

:map § 1GddGp:wq

which will create a command mode macro called § which when pressed will go to the

first line (1G) cut the line (dd) move to the end of file (G) and paste the line after (p) and
then will save file (:w) and quit (q).

To create a macro in input mode you use the map! command rather than map. To include
control characters such as ESC or ENTER in your macro, you do the following:

Press the ctrl key then v key then the char you want. i.e. to include the ESC key in my
macro | press Ctrl then v then ESC and it will be saved as the control char 7] .

T'o undo a macro, you use the unmap command followed by the macro’s name (e.g. :
unmap \§).

Macros will disappear after you exit your vi session. To make your macros permanent,
you need to include them in a file called .exrc or.vimrc under your home directory.

Create the following macros and put them in file .exrc under your home directory:

Macro 1: called H which is an input mode macro that copies the last three lines of the
file to the beginning of the file. 'mup! H“[Ctj%) QP g2 M

Macro 2: called S which is a command mode macro that replaces the current word
with the word new. myp S Cw;wf//\[

Save the .exrc file and then do the following:

Create a new file called testmacros and fill it up with any five lines.

open the file testmacros and apply your macros ( H and S) to it. Did they
work?




T TR

Computer Science Department ( Linux OS Laboratory Manual COMP311)

More vi Practice

In the brackets, write the command(s) that you would use to do each of the followmg:
1. Type vi linux

2. Change to input mode ( _| 313695,9@);0

3. Type the following text

Linux was first created by Linus Torvalds

from Finland.
He based it on the UNIX OS
which was first created by Ken Thompson.

Linux is open source.
There are different Linux distributions,

such as RedHat

and Ubuntu.
Linux is a very stable and popular Operating System.

Using Linux is fun.

ESC
Go back to command mode (_eert ¥

. Go to the beginning of the first line in the file linux ( _g_gq) 110 5 AR (2§
. Go to the beginning of the last line ( .Jd}J 59 G 9GR8

.Go to the ninth line (_ 9056 )
. Use the letters h, j, k, I, and w to move the cursor to the beginning of the word

“Red” and then delete three chars. ( 33X .)

8 Tnsert the word “Black” (_saza ()
9. Search for word open and move there ( 1 ope y
10. Delete the word “open” by using a single command ( A )

11 Undo this last deletion ( 1A= )
12 Using the search facility move your cursor to the sente

38 ( ). M;//nw){mpfﬁfn.e— g

13. Using one command, change the word “is” to “was” (_¢£in/ )

14. Move back to the first line of the file (  { (g )

15. Copy four lines into the buffer (_L4A" 44y )

16. Move to the end of the file ( (3 ) and put'the copied lines there ( )
17. Write a command mode macro called B that will save the file and quit.

( y fY1¢ ) NT, AIJ,_L/‘M )
18. Write (save) the file and quit using the macro in 17.

~1 O\ O &

nce “Linux is a very stable

10
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Lab3. File Systems (I) (Structure and File Types)

Objectives

Afier completing this lab, the student should be able to:
- Understand the structure of the Linux file system
- Build tree structures using absolute and relative paths
- Recognize and create the different main Linux file types

Linux File Systems

A File System is a data structure that contains data about files and how they are
organized. It is a logical name that represents a physical device such as a partition on

disk.

The File Systems on Linux usually have directory names such as /home or /usr/local.
Linux must at least have one file system which is the root file system (/).
Linux file systems are hierarchical tree structures similar to the following:

r oL

W3 o~ ?J / \ mad s
boot home

etc var

|
passwd group / \ / \ stuldents
/\ comp311

i TG ) Tl

ulls5678 ull5679 ull6789

There are several common directories that usually exist in most Linux systems such as:

/etc: includes most administration related files.
/var: includes data that changes such as log files and user mail boxes.

/boot: includes system boot files.
/home: includes user home directories

df -h ( -h human readable format).
Au

What are the physical device names as well as the mount points (directory names
where file systems are mounted) for the file systems on your system?

11
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To Manipulate directones under a file system, you can usc the following commands: !
mhdir newdir ( creates a new directory called newdir)
cd mewdir (changes your position to pewdir )

rdir mewdir { removes directory new directory only if newdir is empty)
rm —+f newdir ( removes non-empty or empty dwrectory newdir)

pwd (displays present working directory)

cd = hudles Yoa © hole f)”“{,’&”

Notoryy = )

Using the commands above, create the following tree under your home directory:

)itm\

dirl dir2 dir3

/ \
\
dird dird
\\
"

boromee 15 (filel dir6
AL Foa (d\;_.‘;‘ » E

A1l the above are directories except filel which is a regular file.

To display your trec usc the command: (7

r . " p g “’ﬁ %’ "
d 4z )" ) & ch 5’!( \’A‘/Y 'yld 0 e
Is -R mytree Yov need 4o be B o /

Absolute and Relative Paths

: ' ' lative path name.
erenced by either Its absolute path name or relalive
b::ﬁ; one abso:lyute path name while it may have an infinite number

of relative names.
“w “ . P
e th name for file] in the previous tree 15:

absolute pa :
/lermza%;} ts/comp311/usern ame/mytree/di rl/dir5/file]

12

M

—d :

me
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While it has several relative names such as:

Jmytree/dirl/dir5/filel .
Jmytree/../mytree/dir1/dir4/./dir5/file]

and so forth. Notice that (. ) stands for current directory while (.. ) stands for preyjg,
(parent) directory.

Remove the sub tree mytree created in the previous section (rm —rf mytree)

Now try creating the whole tree again using r elative paths from your home directory (ie.
you are not allowed to use the cd command to create any parts of the tree).

Commands used:

relubive pd H,

MK dir Hree .
mlad(r m:’r?’?f/d’” % midir =f %1 v‘.’c/ZLr/ /"/C’('fl/u

J, ,{‘f( d‘rl : o Johirl] A |
r,:‘ﬂ‘dlff ’r:“gf/:(/./élffz /d YAV, r{/d 'i(/.//"/c(tfg/g( ;

mhdir ng bree /dir ;/f,[';jr‘{
mhdir m Hee/(/ur ) Jekirh
mWdir mﬂ].,réé/d;r/ 1dirs/dirt

J’Ouo“\ w\?"rgg/}j[f '/d: r5/d,(6/7[;/e( K

So far, we have mentioned two types of Linux files as follows:

1- Regular files which include scripts, binaries, as well as text files. These files
contain data and are identified by any empty first slot when we list them using the
Is —al filename command. These are created using the vi editor.

2- Directories which are simply containers that include the mappings between
filenames and subdirectory names and their unique inode (index) number in the
file system. These are identified by the letter 4 in the first slot when we list them
using the Is —al dirname command. These are created using the mkdir command.

The third type of Linux files are the special (device) files which are usually located under
the /dev directory. There are two types of device files:
1- Character device files: which are used to read and write from/to devices one

character at a time (e.g. keyboard device files). These are identified with the
character ¢ when we list them with the Is —al command.

2- Block device files: which are used to read and write from/to devices one block at

a time (e.g. disk device files). ). These are identified with the character b when
we list them with the Is —al command.

Run the command Is -al on the /dev directory. List three character device files and
three block device files.

tab = U1 W&
CDM ‘ 13
’/'/ft/c|

L e
e~
2 j TaVa iE = 4. ‘
' ' v 7 ' 2 | . .
| - ‘ v
| A ") PSR P :
: 1 'i\.-'—--.- —:'-‘ e ': a4 £ L bl ) “ .\::.J_ '« ’ p E I P e L - B pe —— - " ) » "_ ‘.' i ‘_ .~ - :-"- R - v LA : 3 =4 .
P ST T L — i S T : AT - SR B "

5 . . - o I -
== AT - v — A A N A+ o R R

~'.k‘::("!.<.t. - ';.':;.'5!"{7.‘_r_-‘.ym‘;-‘}_f,‘;w,}ﬁ';ém‘;"“‘,w

N RN

N
&
b ) |

tudent:birzeit.edu |
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The fourth type of Linux files are the links.

The original links in Linux are called the hard links and are created using the command
In.

Create a directory to try some links ( mkdir links; cd links)

— - -—
e e -

Create a file called original and put the phrase “this is original” inside then save and quit

(vi original)
Now create a directory called mydir ( mkdir mydir )

Let us now start working with links:

Create a hard link called filehlink to file original:
In original filehlink
List the files in your directory with Is —ali ( the i option displays the inode numbers)
Notice that all the properties of file original and link filehlink (except the name) are
exactly the same (even the inode number). Hard links basically give a new name to the
same inode number.
Hard links have two limitations:
- Not allowed on_directories
Try the command:
In mydir dirhlink
What was the result?

7. Not allowed across different devices (file systems)
Try the command:
In /Jetc/passwd passwdhlink

What was the result?
) B 5

Those limitations are solved using a different type of links called symbolic (soft) links.
To create a symbolic link simply use the option (-s) with the /n command.

Try the following commands and see what happens:

note

rm filehlink =
In -s, original fileslink ’5/"’3?{@@ « {om oot
o s m du Hree
14 | S ‘/ﬂ‘ bree ! Foom ru(renb
& P.:‘Jl ktof\ .

Xmore: 58 GO0
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Is —ali  (what are the differences beftween original and fileslink properties?)

In—s mydir dirslink (what happened now?)

In—-s /etc/passwd passwdslink (what happened now?)

c—————
——

e e——

Now go back to the tree you created earlier (mytree) and add the links shown below:

/m/tree
i
dirl dir2 dir3

£\
dird dirs
i

filel _dir6

filellink
dir3link

What commands did you use:

i ¢ mé}ffé’/d:ré
‘V\ ‘/U/{}ll'f"l/(}ffg/fl‘lﬁ( ‘ng} 'aﬂ"l

- cd motree /i) dir5 /it
ln "5'/‘/"/“/6111’3 (l./( glm’ﬁ

Although there are few more types of Linux files such as pipe files or socket files. They
are rarely used or seen by users.

/-:\wo—}}\p( ')ﬁ"‘lf'p()f\ I’ )ﬂ o SY[ m(ﬂ ,TPC /@'/f}lélff E/ﬂ([t’,/ mé"f H‘f‘f’/&‘/;ff

15
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Lab 4. File Systems (II) (File Metadata)

Objectives

After completing this lab, the student should be able to:

- Understand and manipulate permissions (mode)

- Set the default permissions for files and directories ‘
- __ldentify and handle file properties such as ownership, groups, SIZ€, and

timestamps.

on different Linux files

Permissions (Mode)
Each file has nine characters that represent t

divided into three equal parts:

@L@? user (owner) permissions on the file.
(group (g)= permissions of members of the group name stamped on the file (except

OWNET).
@er;('o)= all system users other than the group and owner.

he permissions on that file. Those are

The main three permissions that may exist on the file are read (r), write (W), and execulte
| v(gi These mean different things for files than they do for directories as follows:

e ———

e — o ! : . :
Read? -_for ﬁlqs it gleags the user can view content of file (using vi, more, cat, ...) while
for difectories it means the user can view content of directory (using ls).

Write: for files it medns the user can modify the content of the file, but is not allowed to

remove it while for directories it means the user can modify the content of the directory
(i.e. can create or remove files and subdirectories).

Execute! for files jt medns the user can run the file (scripts or binaries) while for
diréctories-it means the user can access the directory (usecd).

To change the mode, a user may use the chmod (change mode) command. This
command can specify the new permissions using a relative or absolute method.

Chmod using relative method

Using this method the user can modify the permissions on a file ( or directory ) relative to
the already existing permission as follows:

Assume that we start with the following permissions on a file called myfile r xrw r

w X Y

Y

The command: chmod  utw,g-rw,0+x nty zlﬁe{ Fon e
Will change the permissions on myfile to (7w 7.3
If we continue with the command: chmod u=rw,g+w niyfile
The permissions will now become rw__w_r X

otnets

Check the man pages on command c/imod for more examples and then do the following:

16
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WX _wx commands= gbm_@(,( E. /:e ﬂfflfr./ o it

¢— Default Mode

What number did you get: v,
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Create a directory called mode and move inside it ( mkdir mode; cd mode ).

Create a file called myfile and a directory called mydir inside dirf:ctf)ry mode.
Using the chmod command with relative mode, change the permissions on both myfile

and mydir as follows:

TWXT_XIrw_ commands= _eh 0 d U=y A= [k,

r rw X  commands= , g R e s S

—— eee———

WX wx commands= y

e e | eeetee— et e e . e

The second method is the absolute method which does not depend on the permissions that

already exist on the file. |
This method uses a binary 1 where you want a permission to be set and a binary 0 where

you want it unset as follows:

The command: chmod 734 file will set the permissions on file to 111 (7) for user =
rwx and 011(3) for group = _wx and 100(4) for other =r__ so the permissions on the file
will be= rwx_wxr

Using the chmod command with absolute mode, change the permissions on both myfile
and mydir as follows:

IWXT_XI'W_ commands= _chymp/ * 54 miag'[f, h i

r rw___x  commands= (hmpd YL ] mfag,(ﬁ :

The default permissions that are set on newly created files and directories are set using
the umask command.

Run the command:
umask

This number decides the permissions set on newly created files or directories.
Read the manual page for umask ( man 2 umask ) and try to figure out what permissions
would you get on files and directories after you run the command: wmask 123

Expected permissions on a new file= b6 b
Expected permissions on a new directory= __ =37

17
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orks by creating a new file and a new

Check to see if you understood how umask w
d you get it right? (&)

directory and checking the set permissions. D1

k625 isexecuted. Try it

Now let us try and do the reverse:
413

If you want a newly created directory (0 have the permissions rwxr__Wx what umask

command would you run: ymasth G34
Try it. Did it work? _Ye : Yé 2
newly created file: v rw__W what umask

To have the following permissions on a

command would you run: ynmash 201

Try it. Did it work? _ye ¢ . U]
What about if you wanted a newly created file to have permissions: TWXT_

umask command would you run: _yymasly O 3b :
Try it. Did it work? __/\s . Why? __Ciles tubhes of€ X [ farsevinfy)

Changing Link Properties

wx. What

of a file we can do more testing to se¢ how links

d filel and file2 and then crealc a hard link
lled slink to file2. List the commands you

Since we can modify the mode property
work. Go back and create two files calle

called hlink to filel and a symbolic link ca
used:

Youch filel fnlf‘Z
]Vo B{‘f | )’\llnllx
ln =S lf'le,l s linfa

Now try changing the permissions on filel to rwxrwxr_.
A

Command: _chmagl 734 falel

issions on hlink? Why?

What happened to the perm

Rooranie e Lle !

Now change the permissions on hiink fo rwx

c hmacl 70l hinfA

18
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| A | | Ve
Command: ¢ 1 n,ﬂ,} +0 .‘l"t’!“ ’

What happened to the permissions on filel? Why?

b charges 4 Blel

Now try changing the permissions on file2 {0 rw_r_XT__

;
Command: | o) @ Y t}{‘f__‘ Z

What happened to the permissions on slink? Why?

dut Q»aj%{_g s

Now change the permissions on slink to r_rwxr_x.

Command:_ , |, yr/) t’ﬁ; Shhla i

What happened to the permissions on file2? Why?

What happened to the permissions on slink? d z‘ dk / é C ‘1(1 h oL .
¢/

Ownership and Groups

T'he next file property is the name of the owner of the file. The owner is the only user
(other than root) that can modify the properties of a file. The root is the only one that can

change a file ownership using the command chown as follows:

chown newuser filename
Try changing the ownership of any of your files. Did it work? l\f &

The following file property is the group name on the file. This group name may be
modified by the owner if he/she is a member of the new group he/she wants to put on the

file. To change the group, a user uses the command chgrp as follows:

chgrp newgroup file
Iry to change a group on any of your files. What happened?

Size
The next property shows the size (in bytes) of a file. Try creating a file and putting the

phrase “how are you’ insnde then save and quit. What is the size of the file? ) 7 5:9 te .
' - L}\lLMi]m#affc_
Change to dtrecmty /dev. Command

Check out the size property on device files. What did you find: i

Mfﬁ’ﬁ s cgekg® o

19
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What are the two numbers that exist instead of the size?

S Minar id: gpecdic devicer ype (0n#) -
' Aeuicer( >

4

¢ tasS 1 Met ¥ on 18 4 4 D¢ A -

———

-

Go back to your home directory. Command: ro) 53 € .
ated earlier. Can you

Go back and display the size of the symbolic link (slink) you cre

[figure out how that size was calculated?
(-

Try creating a new symbolic link and see if you are able (o figure out how the size on a

symbolic link is set. What did you find?

Theleughh ok bile vame [tof chucicks)

& Time Stamps

A file has several time stamps. The main two are:

- [Last modification time; which . the time the file was last modified and saved.

This is the default timeé displayed bylls —al command>
which is the time the file was last accessed OT viewed. What Is
(Check the man pages).

2- {LCast access e,
option is used to display thal time. < = li4

Check the times on file myfile and record them.
Now view the file using the nore command. Wh

EECA a;ﬁh.‘-:fi 3

Now open the file myfile, modify I
What happened fo the times now?

. . W/ 1UME :
o use the @:ommand. Run the stat

Another way to display file properties in detail 15 1
command on file myfile as follows:

t and then save and quit.

stat myfile
What information can you see.
,EL@ G SiY() - PB‘OCJ_{LL W %"444—%& :]|q]((é‘ ; U-((
=+ i3 : J } | {

,;Lu{gdu[j 7,(J_r_'l_£.u\&j_g) lzgﬂ., j(éic\

man pages on the sfat.

Dru, (€} —Lq (€55

mation on the output, you can read the

For more info
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File name s l

~~

A Linux file name can be up to Zg\icharacters long and is made of any characters. . A dot
has no special meaning in a file name except if it is the first character then the file is a

hidden file. Create a hidden file called .hidden.
Command:_} ., 1, ~hild, A

Try to list your files using the command Is. Can you see¢ Jhidden?
J
N A .

—

Now try to list the files using the command Is with the —a (all) option? Can you see it

now? "
OWH : S

.——)
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Lab5. Shell Usage and Configuration (1)

Objectives

After completing this lab, the student should be able to:

- Become familiar with common Linux shells.
- Recognize and manipulate system and user defined shell variables.
- ldentify and use shell functions like command. substitution, aliasing, command

line editing and file name completion.

//' f'/ (h ol
Linux Shells r
L‘? - /(%( ( {
A ghellfis a command interpreter. It is the main program 1 used by the user to access and she \\
use the Linux operating system. When the user enters a command and hits the Return " et
nds are then g ?

key the shell checks the command and rejects or accepts-it. Accepted comma
passed on to the Kernel part of the OS for execution and the result is displayed by the

shell to the user.
There are different shells on many Linux and UNIX based systems such as:

sh (bourne shell)
csh ( C shell)
ksh (kom shell)

bash (bourne again shell)
To change from one shell to another simply type the name of the shell on the command

line and hit Enter.

Shells have many features and functions which allow them to perform their work. The
following are some of those features or functionalities:

use

Variable Substitution { 53/3 i

everal variables that help the shell do its work. Many of

A shell is a program that h
those variables are system délined variables (usually written using upper case letters) and

some may be user defined variables.

Iet us consider some of the system defined variables to see how the shell uses them.

PATH variable:
Run the command:

Print. eqecho PATH ) R
BB i 5 (1 ~Tas)
What did you get? fﬂ [H ‘\51\ 2
Now run the command.: @w\\«f\{é f\/v

echo (SPATH i )
What did yozg;i Zéﬁ L;ZZJD/;’Z [H j».( \«/};u\ i
Prnts the vulde ot
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it with the“i i\character. ‘

: d to precede 1 .
To display the value of a variable you need {0 p ands for execution. Let us see

The PATH variable is used by the shell to locate COMID
how the shell is affected by modifying that variable.
Run the following commands:

=7 ZS4 VEPATH=SPATH (saves the value of PATH In variable SAVEPATH)
}\\J\\ﬂ ,)l ) IS)‘\DDldltwork? a .

PATH=/etc
P Is >—> Does it work now? NO i . | _
T L5 Ty WWhy? . pd th o dhe W ' ' 28 A0 P4 MC‘W elel - cloe,
Restore the orzgmal value for variable PATH. rdentili ed
Command?__ [} | - 9 &% AVE i1

Now try the command:

Is " Does it work now? Yes
You can add directories to your PATH. To add the dir /etc Lo the end of the PATH

use the command:
PATH=SPAT Hfj’etc

Iry it and then use the command:
echo SPATH

Was it added as expected? ), .

PWD and PS1 Variables:

Display the value of the PWD variable. e
NJ =2 Command? erho &f[\/[) (P"M t the. ¢ Nf/l’f?{ (*[ fec ’//L,.’J i “’J )
Change your directory to /etc. Command? cof Zg( - :

What is the value of PWD now? o b, 4pwh . piasol ._? lek ¢
How do you think the pwd command works? coli edicels 9 2ch S URTY,

@om't‘ Now run the following command:

c M\)M «— PSI1="hello >”

; What happened to your prompt? .| nS
Pkl ) Now run the command:
2t PSI='SPWD >’

C“m"w'b{?a What happened? /4‘22: / g&“bﬂfi _/_{@c%/[ 2 2“!2 e ;

There are several other variables such as HOME, PS2, SHELL, MAIL and so forth. To
display the variables in your she lrun the command:

w8\t Stk more
C List three more variables other than the ones mentioned above and their values:

- _Ball
§ " L
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