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Objectives

ENCS4130 - Computer Networks Laboratory

• Learn how to configure a Cisco IOS router using the IOS command line interface (CLI).

• Learn how to use router simulator. 
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Introduction

ENCS4130 - Computer Networks Laboratory

• Connecting Multiple Networks:

- A router connects different networks (subnets) and directs data to the correct destination.

• Layer-3 Device:

- Uses IP addresses (Layer-3) to route packets to their destination.

• Why Subnets?

- To control traffic, dividing the network into segments.

• Routing Types:

- Static Routing: Manually updated by the network admin.

- Dynamic Routing: Automatically updates routing information.
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The Cisco Router User Interface

ENCS4130 - Computer Networks Laboratory

• Cisco Internetwork Operating System (IOS):

- The core software (kernel) for Cisco routers and some switches.

- Manages hardware, security, and resources.

• Key Responsibilities of Cisco IOS:

- Handles network protocols and functions.

- Connects high-speed traffic between devices.

- Adds security to control access.

- Supports scalability for network growth.

- Ensures reliability for accessing network resources.

• Accessing an Interface:

- Use the command: interface <TYPE> <SLOT>/<PORT>
Uploaded By: anonymousSTUDENTS-HUB.com



6

Connecting to a Cisco Router

ENCS4130 - Computer Networks Laboratory

• Console Port:

- RJ-45 connection at the back of the router.

- No password set by default.

• Auxiliary Port:

- Similar to the console port.

- Can be used with a modem for remote access (out-of-band configuration).

- Physical connection; you directly connect a modem or serial device to the router.

• Telnet:

- In-band connection through any active interface.

- Uses terminal emulation for remote access.

- Network-based connection; you connect remotely over the network using Telnet protocol.
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What is Routing?

ENCS4130 - Computer Networks Laboratory

• Routing:

- Sending a packet from one device to another on a different network.

• Routers' Role:

- Focus on networks, not individual hosts.

- Use the host's MAC address (hardware address) only after the packet has reached the correct network.

• Key Things a Router Needs to Know:

- Destination address.

- Neighbouring routers.

- Routes to remote networks.

- Best route to each network.

- How to maintain routing information.
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Routing Table

ENCS4130 - Computer Networks Laboratory
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Static Routing

ENCS4130 - Computer Networks Laboratory

• What is Static Routing?

- Manually adding routes to each router's routing table.

• Benefits:

- No CPU overhead on the router (cheaper routers can be used).

- No bandwidth usage between routers (saves money on WAN links).

- Adds security by controlling which networks can be routed.

• Disadvantages:

- Requires a deep understanding of the network for correct configuration.

- Manually updating routes when changes occur.

- Not suitable for large networks due to maintenance difficulty.
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Dynamic Routing

ENCS4130 - Computer Networks Laboratory

• What is Dynamic Routing?

- Routers automatically communicate and update routing tables using protocols.

• Advantages:

- Automatically adjusts to network changes.

- Reduces the need for manual updates.

• Disadvantages:

- Uses more CPU and bandwidth than static routing.

- Can be more complex to configure.
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IP Address 

ENCS4130 - Computer Networks Laboratory

The IP address is: 192.30.10.0

Student ID is 1224530

The IP address as follows: 192.X.10.0

• The IP address as follows: 192.X.10.0 → where X is : for example, student ID is 1224530, 

X = 30, and so the network will be 192.30.10.0/S.M
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Topology

ENCS4130 - Computer Networks Laboratory

• The topology contains:

Name Quantity Symbol

Router-PT 2

Switch-PT 2

PC-PT 2

• Use Automatically use connection type: 
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Topology (Cont.)

ENCS4130 - Computer Networks Laboratory
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IP Address Distribution Network 0

ENCS4130 - Computer Networks Laboratory

Network Device/Interface IP address Subnet mask 

Network 0

192.X.0.0/24

Network Device/Interface IP address Subnet mask 

Network 0

192.X.0.0/24

PC0 192.X.0.2/24 255.255.255.0

Router0 Fa0/0 192.X.0.1/24 255.255.255.0
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IP Address Distribution Network 1

ENCS4130 - Computer Networks Laboratory

Network Device/Interface IP address Subnet mask 

Network 1

192.X.1.0/24

Network Device/Interface IP address Subnet mask 

Network 1

192.X.1.0/24

PC1 192.X.1.2/24 255.255.255.0

Router1 Fa0/0 192.X.1.1/24 255.255.255.0

Uploaded By: anonymousSTUDENTS-HUB.com



18

IP Address Distribution Network 2

ENCS4130 - Computer Networks Laboratory

Network Device/Interface IP address Subnet mask 

Network 2

192.X.2.0/24

Network Device/Interface IP address Subnet mask 

Network 2

192.X.2.0/24

Router0 Se2/0 192.X.2.1/24 255.255.255.0

Router1 Se2/0 192.X.2.2/24 255.255.255.0
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IP Address Distribution Networks

ENCS4130 - Computer Networks Laboratory

Network Device/Interface IP address Subnet mask 

Network 0

192.X.0.0/24

PC0 192.X.0.2/24 255.255.255.0

Router0 Fa0/0 192.X.0.1/24 255.255.255.0

Network 1

192.X.1.0/24

PC1 192.X.1.2/24 255.255.255.0

Router1 Fa0/0 192.X.1.1/24 255.255.255.0

Network 2

192.X.2.0/24

Router0 Se2/0 192.X.2.1/24 255.255.255.0

Router1 Se2/0 192.X.2.2/24 255.255.255.0
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Gateway IP

ENCS4130 - Computer Networks Laboratory

• Definition: 

- A Gateway IP is the IP address of a network device (like a router) that connects your 

local network to external networks, including the internet.

• Purpose: 

- It acts as an exit point for data leaving your local network and directs traffic to the 

correct destination.

• Example: 

- If your device is trying to access a website, the Gateway IP helps route the request from 

your home network to the internet.

• Common Gateway IP: Usually the first available IP address in the network.

• Note: It’s not the same as the Network IP.
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Gateway IP (Cont.)

ENCS4130 - Computer Networks Laboratory
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Show the port labels

ENCS4130 - Computer Networks Laboratory

1
2

3
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Configuring IPs for the PCs

ENCS4130 - Computer Networks Laboratory
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Configuring IPs for the Routers

ENCS4130 - Computer Networks Laboratory
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Router Modes

ENCS4130 - Computer Networks Laboratory

• User Mode: This is the most basic mode, where you have limited access to view basic information.

- Router>

• Privileged Mode: Provides access to more detailed information and some configuration capabilities. 

- Router#

• Global Configuration Mode: This is where you make global changes to the router’s configuration.

- Router(config)#

• Global Configuration Mode On Interface: A sub-mode of Global Configuration Mode used to configure 

specific interfaces like Ethernet, Serial, etc.

- Router(config-if)# 
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Router Modes (Cont.)

ENCS4130 - Computer Networks Laboratory

User Mode

Router>

Privileged Mode

Router#

Global Configuration Mode 

Router (config)# 

Global Configuration Mode On Interface

Router(config-if)# 

enable

config  t

Formula: interface <TYPE> <SLOT>/<PORT>

Example: interface fastethernet 0/0

exit

exit

exit
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Configuring IPs for the Routers

ENCS4130 - Computer Networks Laboratory
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Configuring IPs for the Routers (Cont.)

ENCS4130 - Computer Networks Laboratory
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Configuring IPs for the Routers (Cont.)

ENCS4130 - Computer Networks Laboratory

1- Enter User Mode
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Configuring IPs for the Routers (Cont.)

ENCS4130 - Computer Networks Laboratory

2- Go to Privileged Mode 
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Configuring IPs for the Routers (Cont.)

ENCS4130 - Computer Networks Laboratory

3- Go to Global Configuration Mode
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Configuring IPs for the Routers (Cont.)

ENCS4130 - Computer Networks Laboratory

4- Go to Global Configuration Mode On Interface
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Configuring IPs for the Routers (Cont.)

ENCS4130 - Computer Networks Laboratory

5- Bringing Up an Interface
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Configuring IPs for the Routers (Cont.)

ENCS4130 - Computer Networks Laboratory

6- Configuring the first IP Address on an interface

7- Assign the rest of the IP addresses to the rest of 

    the interfaces.
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Configuring Static Routing

ENCS4130 - Computer Networks Laboratory

• Configuring Static Routing for Router0

• Router0(config)# ip route 192.X.1.0 255.255.255.0 192.X.2.2

• Configuring Static Routing for Router1

• Router1(config)# ip route 192.X.0.0 255.255.255.0 192.X.2.1

• Configuring Static Routing formula

• Router(config)# ip route <destination_network> <mask> <next-hop_address>
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Configuring Static Routing (Cont.)

ENCS4130 - Computer Networks Laboratory
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Other Important Configurations

ENCS4130 - Computer Networks Laboratory

1. Showing all router configuration

• Router# show running-config

2. Showing the routing table

• Router# show ip route

3. Editing and Help Features

• Router# c?

4. Set the hostnames

• Router(config)# hostname RouterA

• RouterA(config)#

5. Set the time and date

• Router# clock set 10:30:10 28 January 2020

6. Set the clock rate

• Router(config-if)# clock rate 64000

7. Set the bandwidth

• Router(config-if)# bandwidth 64
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Passwords

ENCS4130 - Computer Networks Laboratory

1. Console 

• Router(config)# line con 0

• Router(config-line)# password 111

• Router(config-line)# login

2. Privileged

• Router(config)# enable password 222

• or

• Router(config)# enable secret 222

3. Telnet

• Router(config)# line vty 0 4

• Router(config-line)# password 333

• Router(config-line)# login
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Viewing and Saving Configurations 

ENCS4130 - Computer Networks Laboratory

• Don't forget to save the configurations on your router.

→ Router# write

→ Router# copy run start
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Video explaining the experiment

ENCS4130 - Computer Networks Laboratory

https://www.youtube.com/watch?v=A8hdPdOdUtM&ab_channel=TariqOdeh
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References
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• Manual for ENCS4130 Computer Networks Laboratory.

• Slides from Dr. Amr Slimi.
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