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Rind of passwords :

- Password : (94 )5 sia s S caal 558 ) e 4 5Sa g e 4aK)

this type of password contain A,a,1,@......
Example : 12@Moh.?

- Pin code :( 10 Lk ol& ) (10 45 5Sa 5 30 LK)
A string of numbers (0,1,2,3,4,5,6,7,8,9)

- Pass phrase : (4o e 48l sde ol Ge 43S0 ) g 0 44K

A sentence. | am studying cyber security in BZU
password : lamstyingcersecuinBU

- Associative and cognitive passwords

- Pass face, pass image


https://students-hub.com

Password space:

-Pin code :
(0,1,2,3,4,5,6,7,8,9) 10 number of digits
For example : 6-digit PIN codes 10°

- Password :

( number(10) , small letters(26) , capital letters(26) , special character(32)): 94 number of digits
For example : 6-digit password 94°¢

- Number of 6 letter combinations: 26°
- Including capitals: 52°
- Including numbers: 62°

- All keyboard symbols: 94°
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At least 1 number:
All - wrong

Total number of 6-character passwords: 945

Number of 6-character passwords without numbers: 846

Answer: 945 - 8465
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At least capital and 1 number ?

All - wrong one — wrong two + both wrong

- No restrictions: 946

- No capitals (94-26) = 68°

- No numbers(94-10) = 84°

- No capitals and no numbers (94-26-10)= 58°
Answer : 94 - 68° - 846 + 58°
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At least capital and 1 special
character?
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Have 4 different characters?

- First character: 94 possibilities

- Second character: (94-1) possibilities
- Third character: (94-2) possibilities

- Answer : 94 * 93 * 92 * 91
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6 different numbers for
password content consisting of
only upper and lower case letters?
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Exactly 1 number?(6 digits)

Choose position where the number will be:
6 possibilities

Number on that position: 10 possibilities
All other 3 positions: (94-10) possibilities
Answer: (6*10) * 84°

Trick: Place number first.
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Exactly 1 capital ?(6 digits)
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Exactly 1 number and exactly 1
capital?

Choose position for the number: 6 possibilities

Number on that position: 10 possibilities

Choose position for the capital: (6-1) possibilities
Capital on that position: 26 possibilities

All other 3 positions: (94-10 -26) possibilities
Answer: (6*10) * (5*26) * 584

Trick: Place number and capital first.
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Exactly 1 number and exactly 1
special character ?
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Exactly 2 numbers?
n!l/m!* (n-m)!

Choose 2 positions for the numbers : 6! / (2! * 4!) = 15 possibilities

Numbers on those position: 10 possibilities
All other 4 positions: (94-10) possibilities

Answer: 15 * 102 * 844
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Exactly 3 numbers?
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What is the probability that a random password
of 6 characters has no number in it?

- No restrictions: 94°

- Number of 6-character passwords without numbers: 84°

Answer: 84% /945 = 0,509
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- At least one number: . s
All - wrong. 'I” "IS_QJI
° L £ 4

- At least one number and one upper case:
All - wrong one - wrong two + wrong both

- 4 different characters : (J;us «l Gyl different dals Gg.25 Lo Jol)
if space =94
94 * 93 * 92 * 91 *90

- Exactly 1 number:
if space =94
(10*6) * 845

- Exactly 1 number and exactly 1 capital:
if space =94
(10%6) * (26*5) * 584

- Exactly 2 numbers:
15 * 102 * 844
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Password Attacks

- Dictionary attack

Not fooled by(— &b V)
- Capitals

- Change of letters into numbers

- Permutations (Y 5 <o a ) G Jaaaill)
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To not do list
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PW which match a word (or reversed
word) in a dictionary, regardless if some or
all of the letters are capitalized

uasu gy ri] J 6.39.>9AJ| dolSJl sl ‘a|.\.‘:u.w|
Cyols dgiSe gyl JS of Gamdl oS I3l e LI
b).uS
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PW based on user’s account name
g,:l.w.ﬁ." ‘o.v.ul i y950ll dalS sloicl

PW which do not use mixed upper and
lower case, or mixed letters and numbers,
or mixed letters and punctuation
93>3 ‘a@)ﬂ oo bds ég.’i:d’ﬂ .:,IJ|)9).AJ| l] PN L
dSlgdnsll
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PW based on user’s account name
g,:l.w.ﬁ." ‘o.v.ul i y950ll dalS sloicl

PW which match a dictionary word with
letters replaced by numbers (eg ‘3’ for ‘e’)
Jsas e gy ri] J 6.39.>9.o 390 dalS ‘:|.\.==uu|

N TS
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PW based on user’s account name
g,:l.w.ﬁ." ‘o.v.ul i y950ll dalS sloicl

PW which match a dictionary word with
letters replaced by numbers (eg ‘3’ for ‘e’)
Jsas e gy ri] J 6.39.>9.o 390 dalS ‘:|.\.==uu|

a5, Ll
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PW which are simple conjugations of a
dictionary word (i.e. plurals, adding “ing
or “ed” to end of word, etc.)

d9lol e gy ri] d 839>90 3930 dolS ‘:|.\.==uu|
(ing—ed......)

n
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A password based on personal information
such as name, phone number, and
apartment number
g‘c.wﬂJiQWOIAQMULCMISS’)Q)Aw
dacdl ‘05)9&.63'.3.” ‘o§)( ing —ed...... ),


https://students-hub.com

PW which are patterns from the keyboard
(eg. | " Ol" it ")

39Sl LSy Gubl d3giSo 950 dolS

Esc ][n () ][FB [ [ F6 F7 F8 F9 F10 || F11 J[F12 )| prtsc ][ oooooo e |[ nsert ][Saus§
rea
~ +

= ! = £ $ % % &
S | Y a4

—
—

Gaps A S D F € H J K L @

EPIPEFT T PP LT
P
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Password: The PROBLEM!

We have limited memory:

- Can only remember 7+2 totally random

symbols
Even more problems when:

- We have multiple passwords
- We need to change passwords regularly
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What can we do
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Pass phrase

Yesterday | watched a nice program on
television.

Password : Ylwanpot or Y1wanpOt
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Use events on news or personal
events when forced to change
regularly

Losiedpainddl Slasl ol LY G SlasYl alasiwl
Wil yeeedl I s
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Encryption

- Shift every character fixed
number of positions

- Shift every character by
increasing number of positions
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