Chapter 03 - Internal controls

Chapter 03 Internal Controls 
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1.  Reading review questions
a.  What is internal control?  Why is internal control important in organizations?  Internal control is a system of policies and procedures designed to help an organization run more efficiently and effectively.  Without strong internal control, an organization is much more susceptible to various forms of risk which can compromise its operations and its financial reporting.
b.  What are the four basic purposes of internal control?  Give an example of each one.  Internal control helps an organization safeguard its assets, such as by keeping inventory in a physically secure location.  It also ensures reliable financial reporting, such as through internal and independent audits.  A third purpose of internal control is to promote operating efficiency, which can be accomplished via strong separation of duties.  Finally, internal control should also encourage compliance with management directives, possibly through a well-written procedures manual.
c.  List and discuss four broad categories of organizational risk exposures. For each broad category, suggest two examples.  Brown’s risk taxonomy identifies four risk exposure categories:  financial risk (running out of money, decreases in stock price), operational risk (accountants making mistakes in recording journal entries, computer viruses), strategic risk (expanding into new markets without sufficient preparation, violating laws like the Foreign Corrupt Practices Act) and hazard risk (violating laws like the Sarbanes-Oxley Act or RICO statutes).

d.  What is COSO? Why is the work of COSO important in internal control?  COSO is an acronym for the Committee of Sponsoring Organizations of the Treadway Commission on Fraudulent Financial Reporting.  Comprising five accounting organizations, COSO has published several documents related to enterprise risk management and internal control.  Their internal control framework has been widely applied as organizations respond to the requirements of the Sarbanes-Oxley Act of 2002.
e.  Prepare a response to the questions for this chapter’s “AIS in the Business World.”  I was very fortunate to have three assistants available to prepare responses to the AIS in the Business World vignettes for the third edition; I’ve posted their responses on my AIS blog:  www.bobhurtais.blogspot.com.  
2.  Multiple choice review questions.  Answers to all of these questions appear at the end of the textbook itself.

3.  Reading review problem
a.  What is internal control?  According to COSO, internal control is “a process, effected by an entity’s board of directors, management and other personnel, designed to provide reasonable assurance regarding the achievement of objectives in the following categories: effectiveness and efficiency of operations, reliability of financial reporting and compliance with applicable laws and regulations.

b.  What type(s) of risk are indicated by this situation?  The identity theft ring in Las Vegas subjects its victims to several kinds of risk, including liquidity risk and systems risk.  The identity theft ring itself is subject to both legal and regulatory risk and directors’ and officers’ liability risk.

c.  What internal controls would you recommend to address the risks?  Internal controls appropriate to the situation include requiring customers to pay at the cash register and encrypting data.  Consumers should also check their credit card statements regularly to ensure all charges have been appropriately authorized.
4.  Making choices and exercising judgment
The point of these exercises, which appear in every chapter throughout the third edition, is to encourage students to think critically and “outside the box.”  Thus, I am not providing solutions to them, as doing so would likely discourage the purpose of these exercises.

5.  Field exercises
Answers to these exercises will vary significantly; thus, like the previous set, I am not preparing published solutions for them.

6.  Internal control has four basic purposes: safeguarding assets, ensuring financial statement reliability, promoting operational efficiency, and encouraging compliance with management’s directives. Consider each of the internal control procedures described below. For each procedure, indicate which purpose(s) of internal control it is designed to address.
a.  safeguarding assets

b.  promoting operating efficiency, encouraging compliance with management directives

c.  safeguarding assets, promoting operating efficiency

d.  safeguarding assets, encouraging compliance with management directives

e.  all four purposes

f.  ensuring financial statement reliability, promoting operating efficiency

g.  safeguarding assets

h.  safeguarding assets, promoting operating efficiency
i.  safeguarding assets, ensuring financial statement reliability

j.  safeguarding assets, promoting operating efficiency
7.  Visit the web site of the Wild Cat Zoo in southern California (www.cathouse-fcc.org).  Classify each of the following risks using Brown’s taxonomy.  Also suggest one or more internal controls to address each risk.  For each internal control you suggest, specify which broad purpose(s) of internal control it satisfies, as well as whether it is preventive / detective / corrective in nature.  Explain your responses.
	
	Brown
	Internal control
	Purpose

	a.  The zoo fails to attract a sufficient number of visitors.
	Liquidity risk
	Established policy on marketing and advertising
	Preventive

	b.  One or more animals get sick.
	Legal & regulatory risk
	Regular veterinary checkups
	Preventive, detective

	c.  The zoo’s web site becomes unavailable due to a computer virus.
	Systems risk
	Disaster recovery plan
	Corrective

	d.  Promotional and educational literature contain errors of fact about the animals and the zoo’s operating hours.
	Human error
	Independent review of promotional & educational literature
	Detective, corrective

	e.  One of the animals escapes because a keeper fails to lock its cage securely.
	Human error
	Audible alarm
	Detective

	f.  An employee falsifies his / her credentials to obtain a position as a veterinarian.
	Human error
	Background checks
	Preventive, detective

	g.  The zoo’s admission prices are prohibitively high for school groups.
	Liquidity risk
	Discounted pricing for school groups
	Preventive

	h.  The zoo loses its 501(c)(3) status with the Internal Revenue Service.
	Business strategy risk
	Internal audits of activity vis-a-vis IRS requirements
	Detective

	i.  The gift shop runs out of a popular souvenir item.
	Liquidity risk
	Ordering based on historic demand
	Preventive

	j.  A disgruntled former volunteer attempts to set a fire at the zoo.
	Liquidity risk
	Insurance
	Corrective


8.  Do a Google search for the Fortune 100 companies.  Choose two of the companies from the list and prepare a risk / control matrix similar to the one illustrated in the chapter.  Include five to seven risks for each company you choose.  Here is an example for Verizon Communications.
	Risk
	Risk category
	Internal control
	Internal control purpose
	Comments

	Falling stock prices
	Market risk
	Frequent stock price monitoring
	Detective
	Stock prices can be checked frequently with information technology.

	Communication network failure
	Systems risk
	Built-in network redundancy
	Preventive
	Building in redundancy can be costly, but may be worth the money.

	Losing customers to competing firms
	Strategic risk
	Periodic surveys of customers who switched
	Detective
	Surveys can be done electronically.

	Customers fail to pay amounts owed
	Credit risk
	Checking customer credit before creating an account
	Preventive
	Customers can be required to provide a form of payment before they establish an account.

	Fraud
	Legal & regulatory risk
	Regular fraud audits
	Preventive, detective
	These audits can sometimes be done by internal auditors.


9.  In each of the following independent situations, identify internal control deficiencies and make suggestions regarding their correction/improvement
a.  This company should take steps to make its inventory more secure, such as by keeping it in a locked storage area or implementing some form of video surveillance.  In addition, the company should have a clear policy on the consequences of theft.
b.  This company needs stronger separation of duties; the controller should not be able to order inventory and approve invoices for payment.  Further, the company should set up a stronger policy requiring authorization for setting up new offices.

c.  Terminated employees need to be removed from the information system immediately.  The company could also discontinue paper checks, opting instead for electronic payments and direct deposit.  Regular bank reconciliations would also be helpful.
10.  MailMed Inc.
	Risk
	Control

	The computer is installed on the ground floor behind plate glass windows.
	Relocate the computer to a more secure location.

	Documentation is developed only on a “time available” basis.
	Develop systems documentation as a regular part of systems development and implementation.

	The company backs up data “periodically.”
	Backups need to be regularly scheduled, preferably at least daily.

	The computer equipment can be damaged by flooding.
	Equipment needs to be insured and stored in a place that minimizes this risk.


11.  Richards Furniture Company
a. What risks does Richards face?  Sales staff could make errors or commit fraud by manipulating prices and discounts.  The cashier could approve credit for customers that are not creditworthy.  The manager could steal cash from the bank deposit.
b. If you were an unethical customer and/or employee of Richards, how could you defraud the company given their current procedures?  Customers and / or employees could collude with the sales staff and cashier to falsify records.
c. What internal control strengths does the company possess? What risks are those strengths designed to address?  Documents are sequentially numbered, thus addressing the risk that they will be misused.  Cash is deposited daily in the bank, addressing the risk of theft.  The bank account is reconciled monthly, also addressing the risk of embezzlement.
d. How could internal control be improved at Richards?  Richards should establish a separate department in charge of authorizing credit.  They should also have an independent party reconcile the bank statement more frequently.  They could consider employee bonding, and also need a separate department for processing returns.
12.  Price Right Electronics
a. Identify at least two internal control strengths of PEI’s system. Indicate why each is a strength.  The system is being developed and implemented gradually; doing so both enhances cash flow and helps ensure that software is matched to the organization’s needs.  Credit checking is done automatically; it is not in the hands of sales staff, who might be tempted to grant credit to customers who do not deserve it.  The company has a separate department that evaluates credit for new customers, thus promoting objectivity in the process.  
b. Identify at least three internal control weaknesses in PEI’s system. Explain the nature of each weakness and recommend a way to address it.  The system generates multiple copies of the sales order, but we have no idea how many copies, where they go or if they are sequentially numbered.  That lack of control could lead to fictitious sales orders and should be addressed simply by incorporating all the above information.

Credit manager issues credit memos based on customer requests, reflecting weak separation of duties.  Returned merchandise transactions should be handled independently.

We do not know what happens to returned merchandise.  The Warehouse should receive some documentation indicating what merchandise is being returned so as to keep inventory records up to date.

The Warehouse, which has physical custody of inventory, should not be handling the recordkeeping for inventory (i.e., updating the inventory database).  Such weak separation of duties could lead to inventory shrinkage.  The database should be updated by personnel outside the Warehouse function.

Shipping and Receiving should be separated.

The Billing department should not be pricing the sales orders; in addition, pricing should take place before shipment.  Sales orders should be priced automatically when the order is generated to improve internal control.

Billing prepares sales journals, but Accounts Receivable updates customer records directly from source documents.  Such duplication of effort may lead to errors.

13.  Terminology
1.  G
2.  A

3.  C

4.  H

5.  I

6.  J

7.  B

8.  D

9.  F

10.  E
14.  Multiple choice questions
1.  C

2.  A

3.  B

4.  A

5.  D
15.  Statement evaluation

a.  Sometimes true.  The cost and time of an audit depends on the type of audit and many factors other than internal controls.

b.  Always true.

c.  Sometimes true.  Having more than one person authorized to sign checks does not necessarily weaken internal control.

d.  Always true.

e.  Never true.

f.  Sometimes true.  Internal controls can also detect / correct fraud.  In addition, even organizations with strong internal controls can be the victims of fraud.

g.  Sometimes true.  The importance of a given risk vis-a-vis other risks depends on the nature of the business.

h.  Sometimes true.  The cost of controls is not exclusively associated with the purpose of a control.  For example, installing video surveillance equipment may be significantly less expensive than maintaining an internal audit staff.
i.  Never true.

j.  Sometimes true.  Many things impact stock prices; in addition, internal control breaches are not always made public.
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