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Preface

MESSAGE FROM THE AUTHOR

To the Instructor

Greetings, colleagues . . .

In the years since the publication of the third edition, I've had the pleasure of corre-
sponding with many of you on a variety of AlS-related topics. I value your input and have
incorporated much of it into this new fourth edition of the text.

As I promised in the third edition, the Table of Contents has not changed. But, you will
find a lot of new and updated content within the pages of the fourth edition. Here are a few
examples:

* COSO Internal Control Framework. The COSO framework was updated in 2013, and
those updates are now included in Chapter 3.

*  FASB Conceptual Framework. I've rewritten the material on the Conceptual Framework
in Chapter 2 in the light of its revision; I’ve also included more explanatory material
and end-of-chapter exercises on it.

* Discussion of business processes. Although business processes still comprise the fourth
part of the text, I introduce them much earlier so that students can become familiar with
them at a conceptual level.

* Excel applications. Each chapter now includes an Excel application. The problems
focus on a wide variety of skills, from statistical tools to time value of money functions
and many others.

*  Comprehensive problem. This new edition has a five-part comprehensive problem based
on Big Marker (www.bigmarker.com), a Chicago-based videoconferencing service.

My philosophy for teaching AIS continues to inform this edition and to differentiate it
from other AIS textbooks. My goal is to provide students some baseline concepts, ideas,
and examples, then provide opportunities for them to apply those concepts.

My thanks to you for using/considering the use of this book for your AIS course.
Don’t hesitate to share with me constructive criticism, comments, and suggestions for
improvement.

Bob Hurt
(robert.hurt@ gmail.com)
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Walkthrough

What’s New in This Edition!

Features

* Text organization. The fourth edition is once again organized in five parts. Each part includes new and revised
material in both the chapter text and end-of-chapter exercises.

* The text has been updated to reflect developments in the field, including the COSO Internal Control
Framework, FASB Conceptual Framework of Accounting, Audit Clarity Project, and CoBIT 5.

* Every chapter has a brand new “AlS in the Business World” focused on a company students are likely to
recognize. Companies include Starbucks, Amazon, Google, Barnes & Noble, and Netflix.

* Every chapter includes an Excel application. Topics covered include the use of common Excel formulas
(descriptive statistics, time value of money, depreciation methods), graphs and charts (including pivot tables),
and selection of random samples and data analysis tools (regression, ANOVA, and others). Many of the data
sets for the Excel applications are available on Bob’s AIS blog (bobhurtais.blogspot.com).

* The fourth edition’s Online Learning Center features a “progressive problem” for each chapter. Those
problems take one topic from the chapter and provide problems/questions/exercises at progressively more
challenging levels of Bloom’s taxonomy.

* The AICPA Core Competency Framework is mentioned throughout the text, demonstrating the importance and
relevance of AIS to students’ careers.

* Many of the end-of-chapter exercises and problems have been revised and updated.

* At the end of each part of the fourth edition, you’ll find an installment of a “comprehensive problem.”

All installments are based on Big Marker, a videoconferencing service.

* Ancillaries, including online quizzes, the test bank, and PowerPoint slides, have all been updated for the

new edition.
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Overall Features

Readability

The writing style has been highly praised.
Students easily comprehend chapter
concepts because of the conversational tone.
The author has made every effort to ensure
that the writing style remains engaging,
lively, and consistent.

Structure

The text puts the most important, fundamental
topics first, followed by applications in
transaction cycles. Nice-to-know topics are
included and can be covered or not at the
instructor’s discretion.

STUDENTS-HUB.com

Philosophy

The text emphasizes the art of AIS over its
“science.” It helps students begin to develop
their professional judgment as accountants,
rather than encouraging them to memorize
examples and solutions.

Content

The text incorporates modeling techniques
and information technology, but at a level
appropriate for accountants rather than CIS
majors/professionals. While remaining true
to its accounting roots, the text moves
beyond a strict accounting orientation; it
integrates information technology, behav-
ioral issues, management concerns, quantita-
tive reasoning, and ideas from business law
and ethics. Thus, students will have a clear
grasp of how AIS concepts impact business
practice, regardless of the organizational
contexts where they pursue their careers.
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Chapter Features

Real-World Examples

Each chapter’s “AlS in the Business World”
opening vignette has been rewritten. All of
them are based on real-world companies
students will recognize, such as Target and
Microsoft.

Y

Reflection and Self-Assessment

Consider the internal controls listed below. For each 3. Encouraging employees to attend annual seminars

Chapter Thirteen

Acquisition/Payment
Process

AlS in the Business World

Krispy Kreme Doughnuts

The acquisition/payment process can focus on virtually any asset, but most commonly
focuses on inventory. Since Krispy Kreme makes its own doughnuts (in the conversion
process, which we'll explore in the next chapter), “inventory” refers to the required
raw materials—items like flour, yeast, and sugar.

o order raw materials, KD would issue a purchase order to a vendor. The purchase
order includes information like the vendor's identification data (name, address, and so
on), the items KD wants to purchase, the quantities of each item and the expected
cost of each item. The purchase order can be electronic or paper-based.

In its relational database, KKD would include an “issue purchase order” table like
the one shown below:

- NN
Fied Name.

9 |purchase order number AutoNumber
Purchose order date Date/Time
Text
Text
Vendor 1D Text

Allowing only employees in the purchasing department to issue purchase orders is
a form of internal control—specifically, separation of duties.

Discussion Questions

1. What steps, other than “issue purchase order,” are included in the acquisition/
payment process?

2. How is the acquisition/payment process related to Porter's value chain?

3. List and discuss, within the context of the acquisition/payment process, examples
of each generic element of the AIS.

Reflection and
Critical Thinking

A

one, explain: (i) the risk it addresses, (ii) the risk cate- on ethical behavior in the workplace and related

gory from Brown'’s taxonomy, (i) the broad purpose of topics.

internal control it achieves, and (iv) the nature of the 4. Tearing ticket stubs in half at a movie theater when

control (preventive, detective, corrective). a patron enters.

5. Collecting cash at one window and delivering
the order in a different window at a fast food
establishment.

1. Reconciling a bank statement.
2. Requiring that all purchase requisitions are coordi-
nated through a central purchasing department.

STUDENTS-HUB.com

Each chapter presents basic ideas and then
encourages students to reflect on those ideas.
“Reflection and Self-Assessment” activities
throughout each chapter will help students
think critically about the material. In addition,
each chapter continues to include a “critical
thinking” application that gets students started
down that path; most of those sections have
been rewritten for the new edition.
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End-of-Chapter
Activities

The homework material remains a
strength of the text. The sheer number
of questions, problems, and Internet
assignments will test and therefore
expand the students’ knowledge of
chapter concepts. Further, many chapters
include questions and problems that
refer back to earlier material in the
text and earlier courses in the account-
ing curriculum to discourage students
from doing a “memory wipe” once
they’ve studied a particular topic.

Comprehensive
Problem

Y

The fourth edition includes this
comprehensive problem as a new
feature; you’ll find one part of the
problem at the end of each part of

the text—that is, after Chapters 5, 8,
11, 14, and 17. Each installment of the
comprehensive problem will ask you
to refer back to the narrative below;
each installment will have application
questions based on the material in the
associated part of the text. As with all
aspects of the book, I'm eager to hear
your feedback via email or comment
in my AIS blog.

STUDENTS-HUB.com
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End-of-Chapter
Activities

1. Reading review questions.

3

‘What activities are accounted for in the sales/collection process?
‘What are the steps in the sales/collection process?
How are the five generic elements of the AIS exemplified in the sales/collection process?

What recordable transactions are commonly associated with the sales/collection process?
How are they recorded in the AIS?

o =

What internal controls do organizations use in the sales/collection process? What risks do
they address?
. Respond to the questions for this chapter’s “AlS in the Business World.”

2. Reading review problem. Krispy Kreme Doughnuts offers several ways community
groups can use its products for fundraising; one such way is via fundraising certifi-
cates. Charitable groups fill out a fundraising application on KKD’s Web site; the
application is evaluated by a store manager, who verifies that the group’s purpose is
appropriate. The charitable group purchases the desired quantity of fundraising cer-
tificates from a local KKD store, then sells them at a higher price. For example, the
charitable group might buy the certificates for $2 each and sell them for S5 each.
More information about fundraising is available on the company’s Web site (www
krispykreme.com) under the “fundraising” tab.

a. What forms and documents would KKD use in the process described? Which generic step(s)
in the sales/collection process would use each form?

b. In a manner specified by your instructor (e.g., systems flowchart), document the process
described from KKD's perspective.

. What risks do fundraising groups bear in the process? What internal controls would you
recommend to a fundraising group to address those risks?

d. Consider the following tables KKD might maintain for the process: fundraising group table,
sell fundraising certificates table, redeem fundraising certificates table, redeem fundraising
certificates/inventory table. What fields would you include in each table? Indicate primary
keys by underlining and foreign keys with brackets.

e. Based on the tables you laid out in (d), suggest one simple query and one complex query
KKD might use. For each query, explain its purpose and indicate the fields you would
incorporate.

3. Multiple choice review

1. Ina well-designed sales/collection process, the customer's credit should be evaluated:
a. As the first step.
b, Immediately after taking the customer's order.
c. Immediately before billing the customer.
d. By the salesperson taking the order.

2. Aremitiance advice:
a. s the source document used to record cash receipts from a customer.
b, Is the same as a sales invoice.
c. Is not needed if payments are accepted only with checks.
d.Is deposited in the bank.

Comprehensive  Each part of the comprehensive problem is based on Big Marker (wwiwbigmarker.com).

Problem

Part 3 of 5

Consider the narrative in Part 1 as you respond to the following questions on XBRL,
e-business and ERP systems, and computer crime and IT security.
Part Three Questions
1. Consider the following list of transactions Big Marker might record in its AIS. Indi-
cate the journal entry required for each transaction, then use XBRL’s Global Ledger
taxonomy to find the correct tags for any five of the indicated accounts.

Transaction Date Transaction

9Feb 20x4 Purchased a new computer server. List price, $7,700. Paid 30% down and
financed the remainder with a 29%, 6-month note payable

14 March 20x4 Paid employees, $18,000

18 March 20x4. Paid in advanced for six months” advertising that willstart in April 20x4, $3,000

24 July 20x4 Billed monthly communities for the 30 days ended 15 July 20x4, $25,000

23 Nov 204 Received required portion of community dues, $8,000. (Community dues total

was $80,000)

2. Most observers would agree that Big Marker is engaged in e-business.
a. Which e-business categories apply to Big Marker? (e.g., B2B)
b. Which benefits of e-business does Big Marker provide to its customers? Which costs apply?
3. Could Big Marker be considered an application service provider? Justify your
response. If Big Marker is an ASP, which category (e.g.. enterprise, specialist) best
describes it?

S

. Consider the material in Chapter 11 on computer crime and information technology
security.
a. Which business risks/threats impact Big Marker? Explain your response.
b. How does the at the end of Part Or
processes and enablers?

more of CoBIT's

Uploaded By: anonymous


https://students-hub.com

Supplements

For the Instructor

Instructor’s Online Learning Center (www.mhhe.com/hurt4e) includes:

Instructor’s Resource and Solutions Manual includes the solutions to all the discussion
questions, end-of-chapter questions and problems, and reflection and self-assessment
questions.

Test Bank includes a substantial number of questions in each chapter offering a large
pool of material to choose from when creating a test.

EZTest Computerized Test Bank can be used to create different versions of the same
test, change the answer order, edit and add questions, and conduct online testing.

PowerPoint Presentations deliver a complete set of slides covering many of the key con-
cepts presented in each chapter. The instructor’s versions of the slides include classroom
assessment and feedback exercises.

For the Student

PowerPoint Presentations (www.mhhe.com/hurt4e) are available on the Student Center of
the text’s Online Learning Center. These presentations accompany each chapter of the text.

xii
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Technology

Online Learning Center

www.mhhe.com/hurtde

For instructors, the book’s Web site contains, the Instructor’s Solutions Manual, Power-
Point slides, Test Bank, EZTest software, Text and Supplement Updates, and links to pro-
fessional resources.

The student section of the site features online chapter quizzing activities, including a
multiple-choice quiz to accompany each chapter of text. PowerPoint presentations are
also available to download. The author has listed several important links relating to text
and professional material. The student section also includes a progressive problem for
each chapter, designed primarily as a study aid. Progressive problem solutions appear
on the blog.

Accounting

( y Information Systems ~ RebertL Hurt
\ ) G Concapts a0 Cureet Hnues

Information Center

Filp] Feadback

T Accounting Information Systems: Basic Concepts & Current Issues, 4/e

Accounting
Robert L. Hurt, California State Polytechnic University — Pomona Information Systems
1SBN: 0078025885 = :
Copyright year: 2016

Blackboard McGraw-Hill Higher Education and Blackboard®
Do More have teamed up!
What does this mean for you?

Now, you can do more. From within your Blackboard course, you can access McGraw-Hill Create™,
select any or all content you want, and seamlessly integrate it into your Blackboard course materials.
Contact your sales representative for more information.

To obtain an instructor login for this Online Learning Center, ask your local sales representative. If you're an instructor thinking about
adopting this textbook, request a free copy for review.

xiii
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Message from the Author

To the Student

Many students are attracted to accounting as a major because they believe at least some
of the following:

* Accounting is fundamentally about numbers.

* Accounting problems always have a right answer.

* Success in accounting is achieved by memorizing rules and procedures.
* Accounting is the most important function in a business.

As you’ll see in your AIS course, most of those beliefs are (at best) skewed—in some
cases, they are patently untrue. Therefore, you’re likely to find your AIS course challeng-
ing, and very different from other accounting courses—particularly different from intro-
ductory accounting.

In my view, success in an AIS course (and in the broader field of accounting) is a
matter of:

*  Mastering a few fundamental principles and ideas, such as the purposes of internal con-
trol, database design, and the accounting cycle, and applying them in diverse contexts.

* Relating new material to previously learned material, both within and between
courses. You'll often note, for example, that this book discusses relationships between
accounting, finance, information systems, quantitative methods, management con-
cepts, and many other areas.

* Evaluating information and thinking critically in responding to textbook problems,
course assignments and exam questions. Pay particular attention, therefore, to the
material in Chapter 1 on AIS Information Sources and Information Literacy Concepts,
as well as to each chapter’s “critical thinking” section.

I appreciate the comments, questions, and observations I’ve received from student users
of previous editions, and have done my best to address them in this revision. If you’d like
to share your thoughts on the book, please drop me an e-mail any time (robert.hurt @
gmail.com). You’re also most welcome to leave comments on my AIS blog (www
.bobhurtais.blogspot.com).

Dr. Bob Hurt, C.FE.

Xiv
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Chapter One

Role and Purpose
of Accounting
Information Systems

AIS in the Business World
Starbucks

If you're like the students in my accounting information systems courses, you've
probably purchased coffee and snacks at a local Starbucks. Starbucks is a vast
worldwide operation; according to the corporate Web site (www.starbucks.com), it
has more than 18,000 stores in 62 countries. Its stock is publicly traded under the
symbol SBUX.

Through the Web site, prospective owners can apply to open a licensed Starbucks
store. Menus include everything from traditional coffee to more exotic offerings like
iced cinnamon dolce latte; various holidays have their own special offerings, too.

To create value for its stakeholders, a typical Starbucks retail store would engage in
activities like:

. Purchasing capital equipment.

. Buying inventory.

. Making beverages on demand.

. Selling those beverages to customers.

. Paying employees.

. Reporting financial results to the corporate office.

O Ul WN—

To accomplish those activities, Starbucks needs an accounting information system.

The purpose of this text is to help you understand how companies like Starbucks
account for their various transactions—not just the debits and credits, but the
documents, tools, and controls they use that ultimately produce general-purpose
financial statements and other reports. Each chapter opens with a short vignette like
this one, followed by some discussion questions to stimulate your thinking.

Discussion Questions

1. What are the essential elements of an accounting information system?
2. How do examples of those elements change for different businesses?

3. Does the presence or absence of computers and other forms of information technology
determine whether or not a business has an accounting information system?
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We’ll explore various
kinds of audits and their
relationship to the AIS
in Chapter 17.

You’ll often hear the
phrase “single, correct,
deterministic responses”
throughout this text—
that’s another way of
saying there is “one
right answer.”

You’ll find a paragraph
like this one at the
beginning of every
chapter in the book. The
enumerated items are
often referred to as
“learning objectives” or
“expected student
outcomes.”
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Welcome to the study of accounting information systems (AIS)! AIS is a critically impor-
tant area of study for future accountants. It ties together what accounting students often see
as separate, unrelated areas of accounting: financial, managerial, tax, and governmental.
Additionally, AIS brings in considerations from management, finance, and information
systems. Finally, a deep, fundamental comprehension of accounting information systems
is a great help in the study of auditing.

Many accounting students are drawn to the discipline because of its perceived objectiv-
ity; they like solving problems that have “right answers.” And your prior study of account-
ing may have focused on such problems. But, in practice, such problems are few and far
between. And even when they exist, you won’t be able to look up the right answer in a
textbook or solutions manual. Problems and issues in accounting information systems sel-
dom have single, correct, deterministic responses. So, to get you ready to confront and
respond to those kinds of problems in practice, I’'m including many of them in this text-
book. One of this book’s main purposes is to help you develop professional judgment and
confidence in your ability to analyze unstructured problems.

Examples of structured questions with deterministic responses include the following:
How much cash is in the bank at a given point in time? What are the three parts of a bal-
ance sheet? Unstructured, nondeterministic questions, on the other hand, require critical
thinking. They include questions like this: What documentation tool should I use to design
an AIS and/or to describe a business process? What internal controls should be imple-
mented for a business process?

When you’ve finished studying this chapter, and completing the activities at its conclu-
sion, you should be able to:

. Define “accounting information systems.”
. Discuss why AIS is an important area of study for future accountants.
. Compare and contrast AIS with other areas of study in accounting.

1

2

3

4. Explain the structure of most accounting information systems.

5. Locate and evaluate information sources on accounting information systems.
6

. Describe the structure and content of the remainder of this text.

Different university accounting curricula place the AIS course differently. In some
schools, AIS is the first course accounting majors take after the introductory sequence. In
other programs, AIS is near the end of the required sequence. And you’ll find some
schools allow students discretion in the timing of AIS study. In my university, students
study AIS early in their accounting education—within one or two terms of completing
their introductory sequence. But this book can be used in any of the three frameworks
mentioned above.

As you can probably tell already, I tend to write in a conversational tone—as if I'm talk-
ing to you. I’ve found students appreciate such an approach, and that it motivates them to
read the text more systematically and regularly. If something in the text seems unclear, or
could be stated differently to enhance your understanding, I encourage you to contact me
with your thoughts. My e-mail is RLHurt@csupomona.edu. While I can’t promise a res-
ponse to every e-mail I receive, I can promise each one will receive serious consideration
in any future edition of the text. You’re also welcome to leave comments about the text on
my AIS blog (www.bobhurtais.blogspot.com).
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DEFINITION AND IMPORTANCE OF AIS

You’ve probably heard
of the FASB by this time
in your accounting edu-
cation. It develops the
rules we use to prepare
financial statements.
You can learn more
about them at their Web
site (www.fasb.org).

The test bank for this
book includes some
questions on the concep-
tual framework. If some
of the terms in it are
unfamiliar to you, you’ll
want to research them as
part of studying the
chapter. My AIS blog is
a good place to start.

An accounting information system is a set of interrelated activities, documents, and
technologies designed to collect data, process it, and report information to a diverse group
of internal and external decision makers in organizations. AIS is an important area of study
for future accountants for at least three reasons:

Developing a strong accounting information system helps achieve some of the compo-
nents of the FASB conceptual framework of accounting.

Studying AIS helps students develop many of the core competencies suggested by the
American Institute of Certified Public Accountants (AICPA).

Acquiring knowledge about AIS helps students learn more about common business
processes.

Let’s take a closer look at each of the three reasons.

The Financial Accounting Standards Board (FASB) developed the conceptual

framework in the late 1970s as a guide for the development of future accounting princi-
ples; the conceptual framework was revised and updated in 2010.

Detailed study of the conceptual framework often comprises the first part of intermedi-

ate accounting, so we won’t go into great detail on it here. But, you can see a summary of
it in Figure 1.1.

Reflection and Self-Assessment

Which terms in the conceptual framework do you rec-
ognize from your previous accounting courses? Which

STUDENTS-HUB.com

ones are unfamiliar? Do some research and define or
give examples of at least three of the latter.

A well-designed accounting information system relates to the conceptual framework by

Capturing data on the elements of financial statements. No matter what form they take
or information technologies they use, accounting information systems document changes
in the 10 elements of financial statements identified in the conceptual framework. Those
elements are organized into four general-purpose financial statements: income state-
ment, statement of shareholders’ equity, balance sheet, and statement of cash flows.

Transforming those data into relevant and reliable information. Well-designed account-
ing information systems can also gather data beyond the elements of financial statements.
Items like sales by geographic area, customer characteristics and transaction histories,
demand for inventory items, and vendor quality ratings can improve decision making by
enhancing the elements of relevance: predictive value, feedback value, and timeliness.
Additionally, internal controls in the accounting information system promote reliability
(verifiability, neutrality, and representational faithfulness), as you’ll see in later chapters.
Recognizing and adapting to the cost—benefit constraint. Accounting information sys-
tems are all about choices and trade-offs: What data should I capture? What information
technologies should I use to process them? What information should I report? Looking at
the conceptual framework diagram in Figure 1.1, you’ll see “cost-effectiveness” as one
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FIGURE 1.1 . ' : i )
FASB Conceptual Objective of financial reporting: to provide

p information needed for decisions
Framework

Assets, liabilities, equity
Investments by owners
Distributions to owners
Revenues, expenses
Gains, losses
Comprehensive income

Elements of financial statements: the
information provided by accounting

Understandability

Assumptions, principles
& constraints: concepts
that provide a foundation

of the constraints on accounting information. Cost-effectiveness reminds us that we can’t
design the world’s perfect accounting information system. Even in the best organizations
with the most effective systems, you’ll find managers who want more data or different
data, who question the system’s integrity, and/or who want business processes to be
structured differently. As a designer, implementer, and interpreter of accounting informa-
tion systems, always keep in mind that the benefit of having data, processes, and infor-
mation must outweigh the costs of obtaining or implementing them. Those costs and
benefits might be economic, behavioral, psychological, or financial, but they should
always be considered.

Qualitative Relevance
characteristics: Reliability
attributes that make
information useful Comparability
Consistency

Assumptions: economic entity, going concern,
periodicity, monetary unit

Principles: historical cost, realization,
matching, full disclosure

Constraints: cost effectiveness, materiality,
conservatism

The AICPA (www.aicpa.org) has suggested a very comprehensive list of competencies
most accounting professionals will need—whether those professionals are practicing in
public accounting or some other area. The AICPA core competencies are divided into
three broad groups; here are some that are particularly related to accounting information
systems (AICPA, 2013):

* Broad business perspective competencies

 Strategic/critical thinking. “Critical thinking encompasses the ability to link data,
knowledge and insight together from various disciplines to provide information for
decision making. Being in tune with the ‘big picture’ perspective is a necessary com-
ponent for success.”

* Resource management. “Individuals entering the accounting profession should be
able to apply management and human resources development theories to human
resource issues and organizational problems.”
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* Functional competencies

* Risk analysis. “The understanding of business risk . . . affects how business strategy
is created and implemented.”

* Research. “The individual preparing to enter the accounting profession needs to have
strong research skills to access relevant guidance or other information, understand it,
and apply it.”

* Personal competencies

*  Problem solving and decision making. “Accounting professionals are often asked to
discern the true nature of a situation and then determine the principles and tech-
niques needed to solve problems or make judgments. Thus, individuals entering the
accounting profession should display effective problem solving and decision-making
skills, good insight, and judgment, as well as innovative and creative thinking.”

e Communication. “Accounting professionals are called upon to communicate finan-
cial and non-financial information so that it is understood by individuals with diverse
capabilities and interests. Individuals entering the accounting profession should have
the skills necessary to give and exchange information within a meaningful context
and with appropriate delivery. They should have the ability to listen, deliver powerful
presentations and produce examples of effective business writing.”

Finally, AIS study will also help you understand business processes from an accounting
point of view; business processes are a very common way of organizing AIS courses. We’ll
take an in-depth look at various business processes in Part Four of the text; for now, though,
here’s a brief overview of a few:

* Sales/collection process. This process comprises activities from taking a customer’s
order to collecting payment from the customer. It involves documents such as a remit-
tance advice and customer invoice; common transactions include sales on account and
collecting cash on account.

* Acquisition/payment process. This process can apply to just about any resource an
organization needs, but is most commonly discussed in the context of inventory. In our
later discussions of the acquisition/payment process, you’ll learn about documents like
purchase orders and receiving reports. Common transactions include purchasing inven-
tory on account and paying vendor invoices.

* Conversion process. When an organization manufactures a product, it has a conversion
process. You may recall from previous study that product costs come in three groups:
direct material, direct labor, and overhead. In the conversion process, organizations
combine these three resources to create a finished product; they then sell that product
through their sales/collection process.

* Financing process. Virtually no organization can obtain all the cash it needs to operate
simply by selling goods and services; most periodically need to acquire external financ-
ing in the form of debt (such as bonds payable) and equity (such as capital stock). The
financing process deals with that aspect of the company.

*  Human resources process. The human resource process encompasses activities such as
hiring new employees, evaluating employee performance, paying employees, and man-
aging their separation from the company. This process is heavily regulated by federal
and state law.

I hope this section has demonstrated to you that AIS is an important area of study, worthy
of your best attention and effort. Next, let’s think about the structure of a “typical” account-
ing information system.
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AIS STRUCTURE

I often refer to “organi-
zations” rather than
“companies” or “busi-
nesses.” That’s because
every organization
needs an AIS, but not all
organizations are
“businesses.”

FIGURE 1.2
Generic AIS
Structure
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An accounting information system is a set of interrelated activities, documents, and tech-
nologies designed to collect data, process them, and report information to a diverse group
of internal and external decision makers in organizations. Most accounting information
systems comprise five parts, as shown in Figure 1.2.

Each part of the AIS structure plays a vital role in its overall efficiency and effective-
ness. And each part is filled with the kinds of design choices and cost-benefit trade-offs
mentioned earlier. Consider the questions below to illustrate them:

1. Inputs. Inputs to an AIS might include documents such as sales invoices and purchase
orders. Accountants would also need to ask questions like these to design and/or audit
the system:

a. What kinds of source documents will system users need?

b. Should the source documents be paper-based, electronic, or both?
¢. How many copies of each source document will be required?

d. What information should the documents contain?

2. Processes. Processing tools can include computers and satellites; however, please keep
in mind that an AIS does not necessarily have to use information technology (IT).
In smaller organizations, accounting tasks may still be completed with paper and pen.
Here are some questions you might ask about processing tools:

a. Which processing tools should the AIS use?

b. Should the tools be manual, computer-based, or both?

c¢. If computer-based tools are used in the AIS, which software and hardware packages
should be implemented?

3. Outputs. System outputs for most organizations would include the general-purpose financial
statements as well as internal reports such as variance analyses. Other considerations include:
a. Beyond the general-purpose financial statements, what other reports will managers

and system users need?
b. How should the AIS be designed to facilitate their production?

4. Storage. Data in an accounting information system could be stored in paper form, elec-
tronically, or a mix of both. If the data are stored electronically, they are often broken
down into three broad file types. Master files typically contain data about “things,” such
as inventory, customers, and vendors. Transaction files usually focus on “activities,”
such as earning revenue and incurring expenses. Junction files link other files together,
as you’ll see later in the text. Relevant questions about storage include:

a. How should data be stored? On paper? Electronically? Both?
b. Where should data be stored? Locally? Remotely? Both?

c. How long should data be stored?

d. Under what conditions can/should data be destroyed?

Internal controls

Inputs Processes Outputs Storage
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5. Internal controls. We’ll explore internal controls in much greater depth later in the text.
Most organizations employ internal controls such as daily backup of data and separation
of duties (custody, authority, and recordkeeping) to maintain control over specific
assets. Other questions might be:

a. What controls are necessary to promote information integrity in the AIS?
b. What behavioral effects are the controls likely to have?
c. Atre the controls cost-effective?

The preceding questions don’t have clear-cut, easy, simplistic answers. They do have “com-
mon” or “usual” answers, and that’s part of what you’ll learn throughout this course. But the rest
of what you’ll learn may be even more important. You’ll learn how to make choices and judg-
ments within the context of accounting information systems—choices and judgments that may
not be perfect but that you’ll be able to explain, along with their costs and benefits. Addition-
ally, you’ll be able to critique and evaluate the choices made by others. At first blush, that kind
of thinking may seem daunting. Try to set aside your anxiety so you can think critically. Recog-
nize that even seasoned professionals have to discuss and debate ideas to solve problems.

Reflection and Self-Assessment

How do you feel about starting a course that doesn’t
have clear-cut, easy, simplistic answers? What study

tools and techniques could you use to develop your
ability to respond to open-ended questions?

So, to move you forward toward that goal, let’s examine places (other than this book)
where you can find information about AIS, as well as some guidelines for evaluating that
information.

AIS INFORMATION SOURCES AND INFORMATION
LITERACY CONCEPTS

According to Dictionary
.com, “validity” refers
to something that is well
grounded or something
that is binding.
Although validity
doesn’t appear formally
in the conceptual frame-
work, it is definitely
implied—particularly
by the qualitative char-
acteristics of accounting
information.
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If you’re like some of my students, you may have heard about information literacy in a
philosophy or English class. So, you may be wondering why we’re talking about it in AIS.
Here’s the connection: Accounting information systems is a rapidly changing field; with
the possible exception of forensic accounting and fraud examination, it may be the newest
field of study for accounting students. And, to a greater degree than with other areas of
accounting, practitioners and professors alike take different approaches to it. So, through-
out the course, you’ll often be called upon to do research as part of answering questions/
responding to problems/preparing projects.

When your professor assigns a research or current article project, where is the first
place you look? If you’re like most accounting students, you answered, “the Internet.”
And, since AIS is such a “hot topic” in today’s business world, you’re bound to find tons of
information on it there. But you’re probably not surprised to learn that not all information
on the Internet is valid, trustworthy, or reliable. In other words, you can’t necessarily
believe everything you read on the Internet. You should evaluate information critically for
yourself, rather than believe everything you read on the Internet.
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Reflection and Self-Assessment

Society is full of urban legends that may or may not be
true. For example, some people believe the Earth is flat.
Others believe that the first U.S. landing on the moon

urban legends or some other you prefer. Find an infor-
mation source that attempts to assess its validity, and
comment on the believability of the source.

was nothing more than a hoax. Choose one of those

Depending on the kinds
of assignments your
instructor gives you this
term, you may find
yourself doing a lot of
research for this class.
The point of this section
of the chapter is to give
you tools to evaluate the
information you find
during your research—
to think about it criti-
cally, rather than
assuming it’s all “true”
on its face.

If you’d like to learn
more about information
competence in general
and assess the degree to
which you have it, I
encourage you to visit
the American Associa-
tion of School Librari-
ans’ Web site on the
topic: www.ala.org/ala/
aasl/aaslproftools/
informationpower/
informationliteracy.htm.

Your university library
probably has numerous
materials on information
literacy as well; most
librarians are well
versed in the topic and
eager to share their
knowledge with
students.

You’ll also find a lot of
resources about this
important topic at www
.calstate.edu/LS/
Tutorials.shtml.
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Evaluating information reliability, whether on the Internet or from other sources,
comes under the broad heading of “information literacy” or “information competence.”
For ease of discussion, I'll use the term information competence (IC) here, but
you're likely to hear both terms in conversation about this topic. IC is much, much
broader than the evaluation of information reliability, but we’ll limit our discussion here
to that aspect of it. According to the California State University’s Work Group on Infor-
mation Competence (Curzon, 1995), it is “the ability to find, evaluate, use, and commu-
nicate information in all of its various formats.”

Why is information competence important in the study of accounting information sys-
tems? AIS is full of emerging concepts, ideas, and issues. Answers to the problems you’ll
confront in this class are not always found in textbooks but may require significant
research. Evaluating the validity of sources you encounter in that research is a critical skill
for reaching reliable conclusions and finding genuinely valuable information.

Many sources can assist you in evaluating information, but I’'ve found the checklist
developed by the University of Maryland’s University College (UMUC) to be especially
helpful. You can find the checklist at http://umuc.edu/library/guides/evaluate.html. The
UMUC site presents five evaluation criteria, each with several specific questions you can
use in your research. The five criteria are:

1. Authority. Can you tell who created the information? The purpose of its creation? Can
you contact the author or creating organization, or otherwise establish their credentials?
For example, authors published in Strategic Finance (the monthly publication of the
Institute of Management Accountants) are required to provide background and contact
information as part of their articles. Reading that information carefully can help you
make decisions about authority as you evaluate information for AIS course projects.

2. Accuracy. Does the site/article/source tell you where the information came from? Does it
contain any obvious errors of fact or misleading graphs, charts, or statistics? Consider, for
instance, information presented in a graph. Differences can be exaggerated simply by
changing the graph’s scaling. Consider Figure 1.3 as an illustration of this point. Notice
how the differences appear more pronounced in graph (a) than in graph (b), although
the only difference between the two graphs is the scaling on the vertical axis.

3. Objectivity. Does the information contain advertising? Is it available freely? By this
time in your accounting education, you have probably heard of the Sarbanes-Oxley Act
of 2002. We’ll explore the details of SOX later in the text, but consider www.soxlaw.com
in terms of this information criterion. Figure 1.4 gives you a partial screen shot of the
Web site. Although I've found the information there to be objective and valuable in
learning about SOX, notice the “Contact Us” link on the left side. Clicking that link
reveals the name of the consulting firm that compiled the information, offering its ser-
vices to help companies comply with SOX.

4. Currency. Can you tell when the source was created/written? When was the last time it
was updated? Does the page contain any “dead links”? Earlier in this chapter, I intro-
duced you to the AICPA core competency framework. In researching this chapter, I came

9
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FIGURE 1.3
Data Displays

FIGURE 1.4
Sarbanes-Oxley
Information Web
Site, www.soxlaw.com
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The Sarbanes-Oxley Act of 2002 is mandatory, ALL organizations, large
and small, MUST comply.

Introduction

g;?:ngﬁl—l;ncgn This website is intended to assist and guide. It provides information,
Section 302 and identifies resources, to help ensure successful audit, and
Section 401 management. Whether you are entirely new to the Sarbanes-Ouxley
Section 404 legislation, or whether you have an established strategy, this portal
Section 409 should hopefully prove to be of substantial value

Section 802

m‘sriilll’aneaus Introduction

The legislation came into force in 2002 and introduced major changes to
the regulation of financial practice and corporate governance. Name:
after Senator Paul Sarbanes and Representative Michael Oxley, who
were its main architects, it also set a number of deadlines for
compliance,

Contact Us

The Sarbanes-Oxley Act is arranged into elaven titles, As far as
compliance is concerned, the most important sections within these are
aften cansidered ta he 302 4N1 4Nd NG 8ND and ONA

EXTERNAL

Large companies

across a Journal of Accountancy article written by Paula Thomas in October 2000 that
discussed the framework. Is that article current enough to be valuable as an information
source? Probably so, as the competencies identified there are still as important today as
they were when they were first developed. On the other hand, a discussion of the FASB
conceptual framework dated that same month is likely not current enough; the frame-

work was revised in 2010.

5. Coverage. Is the source still under construction? Does it cover the subject with sufficient
depth? In some sense, all Web sites are always “under construction.” In most cases, they
have to be updated periodically to stay current and relevant. But if a page is perpetually
“under construction,” you should consider whether it would be a valuable, trusted source

for research and problem solving.
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I encourage you to point your Web browser to the University of Maryland Web site and
see the full list of questions and other guidelines there; as a reminder, you’ll find it at http://
umuc.edu/library/guides/evaluate.html.

Reflection and Self-Assessment

Use your university’s library to find an article reason- on the five criteria listed previously, or some other set
ably related to accounting. Evaluate the article based your instructor prefers.

Again: how is the information you just read related to your study of accounting infor-
mation systems? It’s related in at least two important ways: (a) it gives you some guid-
ance about the kinds of information you may need to consult in doing research and
responding to problems throughout the text and (b) it gives you a set of criteria you can
use to evaluate that information, rather than treating all information you find as the full
and absolute “truth.”

CRITICAL THINKING

By this time in your university education, you’ve probably heard at least one professor talk
about the need to “think critically.” But what exactly does that mean? Dictionary.com
defines critical thinking as “the mental process of actively and skillfully conceptualizing,
applying, analyzing, synthesizing, and evaluating information to reach an answer or con-
clusion.” And the Critical Thinking Community (www.criticalthinking.org) says that
someone who thinks critically does five things:

* Raises vital questions and problems, formulating them clearly and precisely.

* Gathers and assesses relevant information, using abstract ideas to interpret it effectively.

* Comes to well-reasoned conclusions and solutions, testing them against relevant criteria
and standards.

* Thinks open-mindedly [sic] within alternative systems of thought, recognizing and assess-
ing, as needs be, their assumptions, implications, and practical consequences.

* Communicates effectively with others in figuring out solutions to complex problems.

Every area of accounting requires critical thinking; every day, accountants make judg-
ments and respond to questions that may have more than one acceptable answer. Through-
out this book, I’ll often ask you to think critically so you can develop the skills you’ll need
to succeed in our profession; recall that critical thinking is one of the broad business per-
spective competencies identified in the AICPA core competency framework. To help you
toward that goal, each chapter in the text will contain a section like this one. I hope that
studying them will help you develop your critical-thinking skills.

For this chapter, I'd like to focus on the “statement evaluation” exercises you’ll find
throughout the text. In each of them, I’ll give you 10 statements; your job will be to deter-
mine if each one is (a) always true, (b) sometimes true, or (c) never true. For those that are
“sometimes true,” you’ll need to provide an explanation; your instructor may include simi-
lar exercises on quizzes and exams.
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Consider the following statements, which talk about the role of computers in account-
ing information systems:

1. Computers can be an important processing tool in the AIS.
2. Computers are always an important processing tool in the AIS.
3. Computers are important processing tools in the AIS.

At first blush, without thinking critically, all three statements may seem alike to you—but
they’re not. Each statement has a unique phrase that differentiates it from the others: “can
be,” “are always,” and “are.”

The first statement (Computers can be an important processing tool in the AIS) is
always true. When you see the phrase “can be,” think of it as meaning “have the potential
to be.” It’s always true that computers have the potential to be an important processing
tool—even though they are not used in every AIS.

The second statement (Computers are always an important processing tool in the AILS)
is never true. The phrase “are always” means that there are no exceptions. Here’s a paral-
lel example: People with blonde hair always have blue eyes. While it’s true that people
with blonde hair often have blue eyes, the two don’t always go together; some people
with blonde hair, for example, have green eyes. Similarly, some accounting information
systems employ computers as processing tools—but some don’t. So it is never true that
computers are always an important processing tool in the AIS.

The third statement (Computers are important processing tools in the AIS) is sometimes
true. In other words, in some accounting information systems, computers are important
processing tools; but in other systems, they are not.

Take a look at the statement evaluation exercise at the end of this chapter. Statement
(a) (Data in an accounting information system are stored electronically, such as on a disk)
is sometimes true. Statement (b) (“Truth” is one of the qualitative characteristics identified
by the FASB conceptual framework) is never true.

I often tell my students that accounting really isn’t about numbers at all; it’s really about
the use of language. And becoming a critical thinker means, in part, that you’re able to use
language accurately and precisely. The statement evaluation exercise at the end of each
chapter will be challenging for you at first, 'm sure. But, as you practice thinking criti-
cally, the exercise will make more sense. If you ever find yourself “stumped” by one of
those statements, don’t hesitate to drop me an e-mail (RLHurt@csupomona.edu) and let
me know; I’ll do my best to clarify and point you in the right direction.

TEXT STRUCTURE AND CONTENT

This book is structured into five parts:

AIS fundamentals. In this section, we’ll look at topics that form the foundation of
most AIS courses. Here in Chapter 1, we examined the basic nature of accounting
information systems; we also looked at information literacy and critical thinking.
Chapter 2 reviews the accounting cycle and talks about how human judgment and
information technology are involved in its activities. Chapter 3 introduces you to
internal control. The last two chapters in Part One emphasize the multidisciplinary
nature of AIS. Chapter 4 looks at three important management-related topics and
their relationship to AIS: enterprise risk management, business process management,
and behavioral issues. Chapter 5 introduces you to a similar set of ideas related to
information systems: the systems development life cycle, the capability maturity
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model, and software selection. The topics from all five chapters reappear later in the
text, where they are applied in various contexts.

Documentation techniques. Whether you’re designing a completely new accounting
information system, making changes to an existing system, or auditing a system,
documentation techniques are important. In these three chapters, we’ll look at three
common ways accountants create models of accounting information systems:
flowcharts (Chapter 6), data flow diagrams (Chapter 7), and REA models (Chapter 8).
In Chapters 7 and 8, we’ll also explore database design. Later chapters on business
processes will give you the chance to apply the skills you acquire in systems
documentation in more specific contexts.

Information technology in the AIS. The three chapters in the third part of the book
look at ways various forms of information technology are used in accounting.
Chapter 9 discusses the eXtensible Business Reporting Language (XBRL). XBRL is
used to tag accounting-related data so it can be interpreted by a wide variety of
software and hardware combinations. In Chapter 10, we’ll take a look at e-business
and enterprise resource planning systems. Chapter 11 provides an overview of an
area my students find especially interesting: computer crime and IT security.

Business processes. The chapters in this part of the book take a look at various
business processes that cut across organizations: sales/collection (Chapter 12), acquisition/
payment (Chapter 13), and other business processes (Chapter 14). We’ll take many of
the ideas from previous sections and apply them within the context of those business
processes: internal control, systems documentation, the SDLC, risk management,
business process management, behavioral issues, and information technology.

Other topics in AIS. T've included three chapters in the last part of the text: decision-making
models and knowledge management (Chapter 15), professionalism, ethics, and career
planning (Chapter 16), and auditing and evaluating the AIS (Chapter 17). I've included
these topics, which are not often part of other AIS texts, for several reasons: (a) they
are areas my own students have been interested in, (b) they provide an opportunity to
apply some fundamental topics (internal control, database design, and information
technology) in new areas, (c) they connect accounting with other areas of business (such as
management), and (d) they connect AIS with other areas of accounting (such as auditing).

Earlier in this chapter, I referenced my accounting information systems blog. You’ll find
it at bobhurtais.blogspot.com. In addition to providing another way for us to communicate,
you’ll also find more detailed discussion of the topics from the text (such as critical thinking),
comprehensive case studies, and a host of other materials. As always, I encourage you to
communicate with me, either on your own or through your professor, about aspects of the
book that are working well for you and those that could use some improvement.

Summary

STUDENTS-HUB.com

Each chapter in the text ends with a brief summary of its major points, structured in terms
of the learning objectives at the beginning of the chapter.

1. Define “accounting information systems.” An accounting information system (AIS) is a
collection of interrelated parts, some of which may incorporate information technology.
Its purpose is to collect data, process it into information, and report the information so
it can be used by internal and external decision makers.

2. Discuss why AlS is an important area of study for future accountants. AlS is important
for at least three reasons: (a) a well-designed AIS helps fulfill many of the ideas advanced
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by the FASB conceptual framework of accounting, (b) studying AIS helps you develop
some of the competencies identified in the AICPA core competency framework, and
(c) AIS provides important insights into common business processes, including their
steps, documents, transactions, and internal controls. In summary, AIS is important
because it cuts across traditional functional lines in accounting. It provides the “big pic-
ture” and allows students to develop their critical-thinking and problem-solving skills.

3. Compare and contrast AIS with other areas of study in accounting. AlS is like other areas
of accounting in that it includes consideration of financial statements and internal reports.
It is different, though, from other parts of accounting. AIS typically includes more open-
ended problems that do not have deterministic responses. It also cuts across traditional
accounting subdivisions (financial, managerial, and the like) and incorporates material
from disciplines outside accounting (such as management and information systems).

4. Explain the structure of most accounting information systems. Most AIS incorporate
five main parts. Inputs are used to collect data and get them into the system; they
include source documents such as checks and invoices. Processing tools transform
the data into information; processing tools can be manual or automated. Outputs
provide some of the information decision makers need in organizations. Typical out-
puts of an AIS include the general-purpose financial statements. Internal controls are
the policies and procedures established in an AIS to promote information integ-
rity and safeguard assets. And storage refers to the methods for keeping data secure
and available.

5. Locate and evaluate information sources on accounting information systems. Infor-
mation on AIS can be found in both traditional and online sources. All information,
regardless of source, should be evaluated for validity. One useful checklist for infor-
mation evaluation is provided by the University of Maryland: authority, accuracy,
objectivity, currency, and coverage. The ability to find, evaluate, and use information
appropriately is often referred to as information competence.

6. Describe the structure and content of the remainder of this text. The text is structured into
five main parts: (a) AIS fundamentals, (b) systems documentation techniques, (c) informa-
tion technology in the AIS, (d) business processes, and (e) other topics in AIS.

So, as you can see, you're in for a fascinating, highly relevant, diverse study this term in
your AIS course. I hope you’ll approach your study with enthusiasm and commitment,
knowing that what you learn this term will serve you very well in your career as a profes-
sional accountant.

Key Terms These terms are defined in the glossary at the end of the text, as well as in the chapter.
accounting information AIS structure, 7 information competence, 9
system, 4 business processes, 6 unstructured problems, 3
AICPA core competency FASB conceptual
framework, 5 framework, 4

Chapter AICPA. 2013. Core Competency Framework and Educational Competency Assessment. http://

www.aicpa.org/interestareas/accountingeducation/resources/pages/corecompetency.aspx
(December 7, 2013).

Curzon, S. 1995. Information Competence in the CSU. www.calstate.edu/LS/Archive/info_comp_
report.shtml (May 25, 2005).
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1. Reading review questions. These questions will help you assess your understanding of
the text readings. If you’ve studied the chapter thoroughly, you should be able to
answer them without reference to the text itself. Although these questions appear first,
you may find them easier to answer after completing the rest of the end-of-chapter
assignments. [ urge you to answer them in your own words, rather than with quota-
tions from the text itself.

a. What is an accounting information system?
b. Explain three reasons AIS is an important area of study for future accountants.
c. List and discuss the five parts of a generic accounting information system.

d. Identify five broad criteria you can use to evaluate information on the Internet and in other
sources.

e. In a manner specified by your instructor (e.g., individually or with a group, as a written
paper or as an oral presentation), prepare an original response to one or more of the ques-
tions for this chapter’s “AlS in the Business World.”

2. Multiple choice review questions. You’ll find five questions like these in every chapter.
They’re “low-context” multiple choice questions, which means you should be able to
answer them based on a careful reading of the text. You’ll find the answers to these
questions at the end of the book.

1. Which of the following is not essential to the definition of an accounting information
system?
a. Software
b. Documents
c. Decision makers
d. Financial data

2. The FASB conceptual framework links accounting information systems with what other
area of accounting?

a. Taxation
b. Auditing
c. Cost accounting
d. Financial accounting
3. Most accounting information systems comprise ______ parts.
a. Two
b. Four
c. Five
d. Some other number

4. Terms like “master file” and “transaction file” are most commonly associated with which
generic element of the AIS?

a. Inputs
b. Storage
c. Outputs
d. Internal controls
5. All of the following are assumptions in the FASB Conceptual Framework except:

full disclosure

&

b. monetary unit
c. periodicity
d

. going concern
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3. Reading review problem. Richie’s Diner is a 1950s style restaurant chain with locations
throughout southern California; you can learn more about them at www.richiesdiner
.com/. Richie’s has a fairly standard process for serving food that goes something like this:
1. Seat customers.

. Give each customer a menu.

. Take the customer’s drink order.

. Take the customer’s food order.

. Prepare the food.

. Deliver the food to the table.

. Present the bill at the end of the meal.
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. Collect payment.

Servers record drink and food orders on paper; the kitchen uses those orders to prepare the
food. Servers use copies of the orders to prepare the bill. Customers are supposed to pay
at the cash register, but many give their credit card or cash to the server for processing.

a. Consider the five business processes described in the chapter. Which one best applies to the
activities described? Why?

b. Does Richie’s need an accounting information system? Why or why not?

c. If you were an accountant for Richie’s, how might you demonstrate the AICPA core compe-
tencies discussed in the chapter in your interaction with management?

d. Suggest one example of each generic AIS element within the context of Richie’s. The
generic elements are input, process, output, storage, and internal control.

e. Do a Google search on “operating a successful restaurant.” Pick one of the articles it pro-
duces and evaluate it using the UMUC criteria.

4. Making choices and exercising judgment. As you read in the chapter, AIS is all about
making choices and evaluating their costs and benefits. These questions and exercises are
designed to help you develop those skills. When I give exercises like these to my own
students, they frequently say, “So does this mean there’s no right or wrong answer?” You
may be thinking the same thing, so I'll tell you what I tell them: The point isn’t whether
your answer is “right” or “wrong,” or even if such answers exist. The point here is for
you to make choices and create answers you can defend in the face of other alternatives.

a. RKH Company is a small consulting service based just outside Los Angeles. It has two partners,
Sebastian and Viola, and average monthly sales revenue of $25,000. At any one time, Sebastian
and Viola have up to three consulting engagements running simultaneously. Monthly expenses
include office rent, supplies, utilities, professional magazine subscriptions, and automobile
expenses. What form(s) of information technology, if any, should Sebastian and Viola use in
their accounting information system? Explain the costs and benefits of your recommendation.

b. Do a Google search for characteristics of good information. Compare and contrast one of the
sources you find to the UMUC criteria discussed in the chapter. “Compare” means identify and
describe similarities, while “contrast” means identify and describe differences.

5. Field exercises. These exercises will require you to go out “into the field” to interview
an accountant, observe a business process, do library research, or collect other kinds

of data. Your instructor may ask you to complete one or more field exercises with a

group of students; they also could be used as the basis for a major course writing

assignment or presentation.

a. Interview an accountant or other financial professionals in an organization of your choice. Ask
what information technologies (if any) are used in the accounting information system and
about the costs and benefits of their use. If time permits, also ask for examples of internal con-
trols in the organization. Don’t forget to write a thank-you note or e-mail after your interview.
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b. Visit a movie theater, retail store, fast-food outlet, or other business organizations near your
home or campus. Carefully observe the process of making sales and collecting payments.
What processes and tools does the organization use to keep its cash safe?

c. Point your Web browser to the site for the AICPA core competency framework. In addition to
the six core competencies discussed in the chapter, what other competencies does it identify?

d. Talk to one of your university’s librarians about information competence/information liter-
acy. Find out, from a librarian’s perspective, why it’s important. Identify two resources avail-
able on your campus to help you learn more about information competence.

6. Information competence. Look up the following references online or in your school’s
library. Using the criteria and specific questions from the UMUC Web site referenced in
the chapter, evaluate and discuss the quality of each reference. (Nofe: To do a thorough
evaluation of these references, you must get the list of questions from the UMUC
Web site. You won’t be able to rely on my summary in the chapter to do your best work.)

“Xelltec Reports Laptop Security Microchip.” Wireless News, 25 February 2011.
Bollinger, M. “Implementing Internal Controls.” Strategic Finance, January 2011.
Cascone, J., et al. “Equipped to Sustain.” Internal Auditor, December 2010.

Johansmeyer, T. “Top 4 Small Business Accounting Software for 2008.” CPA Magazine,
November 2008.

Weisman, A., and M. Brodsky. “Fighting Fraud with Both Fists.” The CPA Journal, January 2011.

7. Terminology. Each chapter in the book includes a problem like this one; beyond help-
ing you master each chapter’s vocabulary, you may encounter similar problems on
your class exams and on accounting professional exams (like the CPA exam). Please
match each item on the left with the most appropriate item on the right; each item on
the right will be used only once, and each item on the left has only one best answer.

1. Activities, documents, a. The generic AIS element associated with master/
and technologies transaction/junction files

2. AICPA core competency b. The ability to find, evaluate, use, and communicate
framework information

3. Balance sheet c. One way to organize the study of AIS

4. Business processes d. One of the four general-purpose financial statements

5. Comprehensive income e. Interrelated parts of an accounting information system

6. Criteria for evaluating f. Authority, accuracy, objectivity, currency, and coverage
information g. An element of financial statements in the FASB

7. Critical thinking conceptual framework

8. Information literacy h. A structure that explains skills needed by accounting

9. Internal control professionals

10. Storage i. A generic AIS element that helps an organization

control its assets
j- A broad business perspective competency

8. Multiple choice questions (high context). The multiple choice questions presented in
Question 2 are “low context.” You should be able to answer them simply by a careful
reading of the chapter. These questions, on the other hand, are “high context.” They
will require critical thinking and reasoning on your part.

1. Which of the following is an example of an internal control in the accounting information
system?
a. Bank reconciliation
b. Sales order
c. Balance sheet
d. Steps in the accounting cycle
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2. Which of the following provides the best example of “materiality” as the term is used in the
FASB conceptual framework?

a. Preparing an operating budget
b. Expensing the cost of a wastebasket
c. Reporting investments at their fair market value
d. Providing information for decisions
3. All of the following are facts about accounting information systems except:
a. They should all involve some form of internal control.
b. They always incorporate information technology.
c. They usually provide general-purpose financial statements as outputs.
d. They can involve three types of storage files.
4. Which of the following best pairs a generic element of the AIS with a specific example of
that element?
a. Input, balance sheet
b. Internal control, general ledger software
c. Internal control, balance sheet
d. Input, general ledger software
5. Which of the following statements shows the strongest level of information competence?
a. Never using Wikipedia to do research
b. Consulting the AICPA Web site for information on fraud examination
c. Investigating an author’s professional background
d. Using only scholarly information as the basis for a paper

9. Statement evaluation. As you learned in the chapter, designing and implementing
accounting information systems requires judgment and critical thinking. Each chapter
will include an exercise like this one to help you develop those skills. Several state-
ments related to the material in the chapter are listed below; your job is to explain
whether each statement is (i) always true, (ii) sometimes true, or (iii) never true. If you
answer (ii), explain when the statement is true.

a. Data in an accounting information system are stored electronically, such as on a disk.

=2

. “Truth” is one of the qualitative characteristics identified by the FASB conceptual framework.
. The FASB conceptual framework identifies ten elements of financial statements.

. Information you find on the Internet is reliable.

. Cost-effectiveness is an important criterion in the design of accounting information systems.

- 0 Qo 0

A Web site that is “under construction” may have a problem with adequate coverage accord-
ing to the UMUC information criteria.

g. Both internal and external parties can use information provided by the accounting informa-
tion system.

h. Most companies have two different accounting information systems: one for internal use and
one for external use.

i. In an AIS, source documents are paper-based.

j. Problems and questions in accounting information systems are open-ended; they do not have
“right” or “wrong” answers.

10. Excel application. Every chapter in this edition has an Excel application problem; I’ve
included them based on feedback from other AIS faculty and my own approach to
teaching AIS. As you complete each problem, ensure that your spreadsheet is logically
laid out and that the information it presents is clear and understandable.
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The accounting information system of RRP Corporation revealed the following

account balances at the end of December 2013; each account has a normal balance.

Accounts payable $ 5,300
Accounts receivable 6,100
Accumulated depreciation—equipment 5,800
Additional paid-in capital 6,300
Cash 7,700
Common stock 6,600
Cost of goods sold 4,600
Deferred service revenue 800
Depreciation expense 700
Equipment 9,100
Inventory 8,000
Land 9,300
Notes payable 6,400
Retained earnings 15,860
Sales 6,810
Sales discounts 470
Supplies 200
Treasury stock 1,700
\Wages expense 6,000

Use Excel to prepare a trial balance in good form based on the balances provided. (Check
figure: $53,870.)

Use appropriate Excel formulas to determine:
i. The average balance of all accounts with a debit balance
ii. The average balance of all accounts with a credit balance
iii. The largest and smallest balances of all accounts with a debit balance
iv. The largest and smallest balances of all accounts with a credit balance

Conceptual framework of accounting. A well-designed accounting information sys-
tem can help an organization’s financial reporting fulfill many parts of the conceptual
framework of accounting. Please complete each statement below with an appropriate
word/phrase from the conceptual framework.

a.

All changes in equity during a period other than investments by and distributions to owners
are called ___.

Although a wastebasket is expected to last for three years, it is treated as an expense in the
AIS because of the ___ constraint.

An , such as cash, is something that has probable future economic value to an
organization.
. Because of the assumption, the accounting records of a business are kept separate from

the accounting records of its owners.

Certain short-term investments in securities are reported at their fair market value, thus dem-
onstrating the qualitative characteristic of ___.

Collectively, qualities that make information helpful in decision making are called .

. Outflows or uses of assets during a period from delivering goods, such as cost of goods sold,

are

. Regardless of changes in market value, land is reported at its historical cost, an application

of the qualitative characteristic of ___.
The of financial reporting is to provide information needed for decisions.

The principle is the main justification for depreciating assets like equipment.
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Chapter Two

Transaction Processing
in the AIS

AIS in the Business World

Amazon

According to its Web site (www.amazon.com), Amazon seeks “to be Earth’s most
customer-centric company for four primary customer sets: consumers, sellers, enterprises,
and content creators.” And, if its stock price is any indication, Amazon is doing a pretty
good job of achieving that goal. As of the end of 2013, Amazon’s market capitalization
was over $180 billion, and its stock price was just under $400/share.

Amazon is involved in many different lines of business: merchandise sales, cloud
computing, publishing, and others. So, its accounting information system processes a
huge number of transactions every day. As a publicly traded company, Amazon must
periodically file reports with the Securities and Exchange Commission (www.sec.gov),
such as 10-Qs, 10-Ks, and 8-Ks. Amazon’s capital stock trades under the symbol AMZN.

Discussion Questions

1. What steps does Amazon complete to process its transactions?
2. What internal controls does Amazon have in place?

3. How might Amazon structure its chart of accounts to facilitate transaction
processing?

20
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As I mentioned in Chapter 1, you may be studying accounting information systems near
the start or near the finish of your formal accounting education. If you’re taking this course
before intermediate accounting, you’ll likely want to devote significant attention to this
chapter, which talks about the steps in the accounting cycle. If you’re studying AIS after
completing one or more courses in intermediate accounting, your instructor may use this
chapter as a review, or skip it altogether.

When you’ve finished studying this chapter, and completing the activities at its conclu-
sion, you should be able to:

. Differentiate accounting and bookkeeping.

. List, discuss, and complete, in order, the steps in the accounting cycle.

. Identify common internal controls associated with the accounting cycle.
. Describe common coding systems and how they are used in the AIS.
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. Explain how human judgment and information technology affect the accounting cycle.

Understanding the steps in the accounting cycle is important in the study of AIS; the AICPA
core competency framework lists “measurement” and “reporting” as functional competencies.
Both of those are related to transaction processing. Without grasping the “big picture” of trans-
action processing, you’ll be at a significant disadvantage when we begin talking in later
chapters about documentation, internal controls, business processes, and current trends in AIS.

ACCOUNTING AND BOOKKEEPING

Many students and business professionals confuse bookkeeping with accounting. Before
the advent of information technology, most accountants spent considerable time on book-
keeping tasks. Thankfully, we have tools available to us today that allow us to focus on
more interesting and important areas, such as using accounting information for competi-
tive advantage and management decision making.
You can find more The American Accounting Association (AAA) is a group of accounting educators with
information about AAA" members all over the world. A committee of the AAA developed the following definition
on its Web site: http:/ s
aaahq.org/index.cfm. of accounting;
Accounting is the process of identifying, measuring, and communicating economic
information to permit informed judgments and decisions by users of the information.
Note that the definition Implied within the AAA’s definition is the bookkeeping process: that part of account-
has three principal ing devoted to identifying and measuring the economic information. So you may be able
clements: iden(;ifying’ to see why bookkeeping is often confused with accounting. A solid understanding of
::ii:;?l%az?l 0. bookkeeping is essential for any practicing accountant, but knowing the rules and proce-
dures of bookkeeping is by no means sufficient to guarantee success in the accounting
profession! Several years ago, a student told me that, upon graduation, she wanted a job
where she could “sit in a room and make journal entries all day.” I said: “First, you’ll need
to visit the Physics Department and ask them to invent a time machine. Jobs like that
haven’t existed in accounting for at least the last two decades.”
As an undergraduate accounting student at Southeast Missouri State University (www
.semo.edu), I had a friend named Gary. Gary, like me, started his higher education as an
accounting major. But, after only one semester (and before taking his first accounting course),
Gary changed his major to computer science. When I asked him why, his reply was simple: by
the time we graduate, all accountants are going to be replaced by computers. That was in 1977
and the accounting profession is still alive and well. Gary was clearly confusing accounting
with bookkeeping. Most bookkeeping today is handled via information technology; accoun-
tants can then take the summarized information and complete the remaining tasks in the AAA
definition: communicating, facilitating informed judgments, and making decisions.
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Reflection and Self-Assessment

Write your own definition of accounting based on your
prior study of the field. What attracted you to the

accounting profession? How have your impressions of
accounting changed since you were first exposed to it?

Next, we’ll look at the steps in the accounting cycle—the process of identifying and
measuring economic events that leads to communication and decision making.

ACCOUNTING CYCLE

Some descriptions of
the accounting cycle
include an 11th step:
prepare reversing
entries. But the cycle
isn’t our primary focus
here, so we’ll omit it.
You’ll learn about
reversing entries in
intermediate
accounting.

22
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The accounting cycle comprises 10 steps (Spiceland, Sepe, and Tomassini, 2001, p. 60):

. Obtain information about external transactions from source documents.
. Analyze transactions.

. Record the transactions in a journal.

. Post from the journal to the general ledger accounts.

Prepare an unadjusted trial balance.

. Record adjusting entries and post to the general ledger accounts.

. Prepare an adjusted trial balance.

. Prepare financial statements.
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. Close the temporary accounts to retained earnings (at year-end only).

—_
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. Prepare a post-closing trial balance (at year-end only).

Notice how the 10 steps relate to the five elements of the AIS we talked about in
Chapter 1. Obtaining information from source documents is an input. Steps 2 through 7
of the accounting cycle relate to processes, as well as Steps 9 and 10. Step 8 focuses on
one type of output from the AIS: the general-purpose financial statements.

Transactions come in two basic types in most accounting information systems: external
and internal. External transactions, appropriately enough, are those that involve exchan-
ges of goods and services with other individuals and business entities—suppliers, share-
holders, government agencies, employees, and the like. Internal transactions include
adjusting entries, closing entries, and reversing entries. Accountants become aware of exter-
nal transactions, in most cases, through the use of source documents, which can be
paper-based, electronic, or both. They can include purchase orders, remittance advices, and
invoices, for example. Common internal controls associated with source documents include:

o Sequential numbering. For example, the checks in your checkbook are numbered
sequentially. Thus, you would know if a check had been used out of sequence, which
may indicate an internal control breach. Other source documents may also be sequen-
tially numbered, including purchase orders and receiving reports.

*  Physical security. Keeping important source documents physically secure is also impor-
tant. For example, a company should not keep its blank checks in an easily accessible
location; rather, they should be secured (such as in a locked filing cabinet) to prevent
unauthorized use.

* Transaction limits. A new purchasing agent, for example, might not be authorized to
issue purchase orders over a certain amount. Requiring a second signature or supervi-
sory approval can cut down on errors and potential misuse of assets.
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Reflection and Self-Assessment

Identify two additional examples of source documents mation would each document need to capture for
commonly used in organizations. What essential infor- input into the accounting information system?

Source documents themselves would be a cumbersome way to capture transaction
information, so accountants distill the essential information from them and use the princi-
ples of transaction analysis to enter them into the accounting information system. Transac-
tion analysis involves five steps:

 Identify the accounts affected by the transaction.
 Identify the effect of the transaction on each account (i.e., increase or decrease).

* Determine the element of financial statements represented by each account. The FASB
conceptual framework identifies 10 elements of financial statements. We’ll confine our
discussion here to the five most common: assets, liabilities, equity, revenues, and
expenses. The five elements are related through the expanded accounting equation:

Assets = Liabilities + Equity + Revenue — Expense

¢ Based on the principles of debit and credit, determine which kind of entry is
required for each account. Debit is accounting shorthand for the left side of an account;
credit is accounting shorthand for the right side. Because the terms debit and credit have
other meanings in general usage, many students have difficulty remembering the princi-
ples of debit and credit in an accounting context. But the rules are actually quite straight-
forward if you relate them back to the equation. On the left side of the equation, the
“plus” is on the left, so assets increase with debits and decrease with credits. On the
right side of the equation, the “plus” is on the right. Liabilities, equity, and revenue,
then, increase with credits and decrease with debits. Because expenses have a minus
sign in front of them, the rules are reversed again: expenses increase with debits and
decrease with credits.

* Verify that, for each transaction, the total debits equal the total credits. The equality of
debits and credits is at the heart of a double-entry accounting system; you may recall
from prior study that double-entry accounting was developed in the late 15th century by
Luca Pacioli. Without it, we revert to a single-entry system similar to your checkbook.
Single-entry systems have no internal checks and balances; they also fail to provide all
the meaningful information of double-entry systems. Ensuring that debits and credits
are equal is a form of internal control; even if a bookkeeper makes errors in account
names and/or amounts, the errors can be corrected if the entries balance.

After they’ve been analyzed, transactions are recorded in a journal. The journal may be
paper-based or computerized; it is often referred to as the “book of original entry,” since it

Reflection and Self-Assessment

Besides debit and credit, what other terminology do examples of each element of financial statements dis-
you know that refers to “left” and “right”? Based on cussed earlier.
your prior study of accounting, identify two specific

23
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FIGURE 2.1 General Journal Illustration

GENERAL JOURNAL PAGE
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You may have heard of ~is the first place a transaction is formally recorded in the accounting information system.
“special journals” in The most common form of journal is the general journal, illustrated in Figure 2.1. Recall
your previous study of g5 our discussion of the five elements of an AIS in Chapter 1 that journal entries are
accounting. Sales jour- . .

nals, for example, have commonly storefi in transact.lon files. . . .

a special structure that In a general journal, debits are recorded first. Credits are indented slightly, as shown

facilitates the recording ~ below:
of sales on account only.
Very few organizations

still use special journals, 8/18/14 Equipment $80,000

however, so they are not Cash $ 8,000
a major topic of discus- Notes payable 72,000
sion here.

In the preceding transaction, the company purchased equipment with a 10 percent down
payment and notes payable for the rest. If a transaction is particularly complex, accoun-
tants often will write a short description of it in the journal for clarification.

Reflection and Self-Assessment

Think of two events that would be important to a busi- 2. Purchased inventory on account, $30,000.
ness organization that would not be recorded in the 3. Sold inventory with a cost of $6,000 on account for
accounting information system. Explain why they $9,000.

would not be recorded; .refe.r to the FASB conceptual 4. Paid current period’s salaries, $12,000.
framework as needed to justify your responses.

Then, record each of the following transactions in Paid .credltors on acco.unt, ST,
general journal format: 6. Received cash from clients on account, $6,000.

o

1. DMN Corporation issued 10,000 shares of $1 par cap-
ital stock for $15 per share.
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In most computerized
AIS, a transaction that
has been posted to the
general ledger cannot be
changed or deleted. To
promote good internal
control, posted transac-
tions can only be cor-
rected with an additional
journal entry.
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The journal, then, is a chronological listing of all the organization’s recordable transac-
tions. But, to produce financial statements and other reports, data in the AIS need to be orga-
nized according to the account(s) they affect. The process of posting from the journal to the
ledger reorganizes the transactions in that way. Posting by hand takes a lot of time and opens
up the AIS to all sorts of errors: transposing numbers, recording in the wrong account, record-
ing on the wrong side, and/or omitting part of a transaction are only a few. In most modern
accounting information systems, posting is handled via information technology. While IT
doesn’t eliminate the possibility of incorrect transaction recording, it does cut down on the
time and types of errors noted above. As a form of internal control, most I'T-based accounting
information systems do not allow users to delete transactions once they have been posted to
the ledger; rather, errors must be corrected with a journal entry, thus preserving the audit trail.

Preparing a trial balance is the next step in the accounting cycle. A trial balance is a listing
of all the accounts in an organization’s general ledger, with their balances, that demonstrates
the equality of debits and credits in the ledger. Note that the trial balance does not warrant
that the AIS is error-free. If, for example, a transaction is posted to the wrong account, but on
the correct side, the trial balance will still be in balance. Table 2.1 shows a trial balance.

Reflection and Self-Assessment

Use the trial balance in Table 2.1 and the journal entries you prepared in Reflection and Self-Assessment 2.4 to
prepare a new trial balance for DMN Corporation.

TABLE 2.1
Trial Balance

STUDENTS-HUB.com

DMN CORPORATION
Trial Balance
September 30, 2013

Debit Credit
Cash $15,800
Accounts receivable 5,200
Inventory 4,800
Equipment 5,000
Accumulated depreciation $ 1,400
Accounts payable 2,000
Notes payable 800
Bonds payable 6,000
Capital stock 12,000
Additional paid-in capital 7,400
Retained earnings 2,500
Sales 13,800
Cost of goods sold 6,300
Advertising expense 5,000
Depreciation expense 2,800
Supplies expense 1,000
Totals $45,900 $45,900
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TABLE 2.2 Adjusting Entries

General Format
Type Description Example of Adjustment
Accrued revenues | An organization provides service to its | Unbilled client fees Debit an asset
customers before collecting cash Credit a revenue
Accrued expenses | An organization receives service before | Unpaid employee wages | Debit an expense
paying cash Credit a liability
Deferred revenues | An organization receives cash before Insurance premiums Debit a liability
providing services to clients Credit a revenue
Prepaid expenses An organization uses up assets that Supplies Debit an expense
have previously been paid for Credit an asset
Uncollectible Estimates of amounts clients will be Bad debts Debit an expense
accounts unable or unwilling to pay Credit a contra-asset
Depreciation Periodic allocation of an asset’s cost to | Equipment Debit an expense
the periods that benefit from its use Credit a contra-asset
The basic idea behind Once again, information technology is used in most accounting information systems to

the matching concept is
simple: it costs money
to make money. But,
although simple, the
matching concept is
profoundly important in
accounting. It gives us
the theoretical basis for
things like depreciation
and pension accounting.

prepare a trial balance. And a trial balance can serve as an additional form of internal con-
trol, ensuring that the ledger accounts balance before preparing the financial statements.

The sixth step in the accounting cycle requires accountants to record adjusting
entries and post them to the general ledger accounts. In this context, adjusting entries
refer to internal journal entries made to account for timing differences in the flow of
cash and the recognition of accrual-basis revenues and expenses. Adjusting entries are
required by the matching concept in the FASB conceptual framework. Six types of
adjusting entries are common in most accounting information systems as shown in
Table 2.2. When I discuss adjusting entries with my students, I frequently group the six
types into three parts: accruals, deferrals, and estimates.

Notice that each adjusting entry requires one account for the income statement and one
account for the balance sheet. “Cash” is not involved in any of the preceding types of
adjustments. The specific account titles will change depending upon the exact item being
adjusted.

Reflection and Self-Assessment

Describe a specific transaction for each adjustment type would be recorded in the accounting information sys-
noted above. For example, an accrued revenue descrip- tem. For example, debit Accounts Receivable and credit
tion might say: “DMN Corporation had unbilled client Sales.

fees of $2,000.” Then, explain how the adjustment

STUDENTS-HUB.com

After adjusting entries are journalized and posted, it’s a good idea to prepare an adjusted
trial balance. The purpose and nature of an adjusted trial balance are the same as for an
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ordinary trial balance; the only difference is the timing of its preparation. An adjusted trial
balance reflects the status of the ledger accounts after the adjusting entries have been
posted.

The accounting cycle continues with the preparation of the general-purpose financial
statements. They are four in number and include:

* The income statement, which summarizes the results of business operations on the
accrual basis for a specified period of time. The income statement reports revenues,
expenses, gains, and losses from the accounting information system.

* The statement of changes in shareholders’ equity reports changes in capital stock and
retained earnings accounts for the same period of time as the income statement. Net
income increases retained earnings; net losses and declaration of dividends decrease
retained earnings. Capital stock can increase or decrease for a variety of reasons, the
most common of which is issuance of new shares.

* The balance sheet shows the financial position of an organization at a specific point in time.
It contains assets (listed in order of their liquidity), liabilities (listed with the most current
due dates first), and equity (which comes from the statement of changes in shareholders’
equity). Naturally, the assets must equal the liabilities plus equity on the balance sheet.

* The statement of cash flows is the relative newcomer to the general-purpose financial
statements. Developed in the late 1980s by the Financial Accounting Standards Board,
the statement of cash flows reports inflows and outflows of cash for a specified period
of time. Cash flows on the statement fall into three categories: operating, investing, and

You can access the financing. Accountants can choose between the direct and the indirect methods of cal-
financial statements of culating operating cash flows.

publicly traded compa-

nies online via EDGAR. You’ll probably have an entire course in auditing as part of your accounting program;

EDGAR is a_‘mi“iSter"'d we’ll also discuss auditing in the last chapter of this text. Audits are important forms of
by the Securities and . 1 11 1 audi hel . 1 effici d

Exchange Commission; internal control. Internal audits can help promote organizational efficiency and encourage
its URL is www.sec compliance with management directives; external audits ensure that financial statements

.gov/edgar.shtml. are prepared in accordance with generally accepted accounting principles.

Reflection and Self-Assessment

Use EDGAR or some other source to access the financial corporation’s financial position and performance based
statements of Amazon. What is your assessment of the on the statements?

After preparing financial statements, the accounting information system must be read-
ied for the next fiscal period’s entries. That objective is accomplished via closing entries.
Balances from temporary (nominal) accounts on the income statement are transferred
into retained earnings (a real, permanent account in the equity section of the balance
sheet). Finally, then, the accounting information system produces a post-closing trial bal-
ance. Similar in form to the other trial balances discussed above, the post-closing trial
balance differs in content. Because all the nominal accounts have been closed, the post-
closing trial balance contains only balance sheet accounts. See the illustration in Table 2.3
for an example.
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TABLE 2.3
Post-closing Trial

DMN CORPORATION

Balance

Post-closing Trial Balance
September 30, 2013

Debit Credit

Cash $15,800
Accounts receivable 5,200
Inventory 4,800
Equipment 5,000
Accumulated depreciation $ 1,400
Accounts payable 2,000
Notes payable 800
Bonds payable 6,000
Capital stock 12,000
Additional paid-in capital 7,400
Retained earnings 1,200

Totals $30,800 $30,800

Broadly speaking, accounting information systems fall into one of two types: view-
driven systems or event-driven systems. View-driven systems are the more traditional;
they are focused on providing a particular “view” of the data and information—the view
provided by the general-purpose financial statements. The steps in the accounting cycle
are primarily focused on collecting data and reporting information in view-driven
systems.

We’ll talk about event-driven systems later in the text. Event-driven systems focus on
capturing more comprehensive information about business events. A view-driven system
would be concerned about which accounts and amounts to debit and credit; an event-
driven system would capture those data and other details, such as sizes and colors of
merchandise ordered. Event-driven systems use relational database technology to provide
various ways of viewing the data—it’s possible to get the general-purpose financial state-
ments from an event-driven system, but it’s also possible to get a much greater variety of
reports as well.

You may be able to imagine how much time accountants spent simply completing the
steps in the cycle before the advent of information technology. Later in the chapter, we’ll
take a look at how IT has facilitated the accounting cycle, as well as ways in which human
judgment is still paramount in its 10 steps.

CODING SYSTEMS
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In both manual and automated accounting information systems, each account typically has
both a name and a number; account numbers facilitate transaction recording and posting,
particularly when the AIS relies heavily on information technology. In most cases, you’ll
walk into an organization with an established chart of accounts; however, at some point in
your career, you may need to create a chart from scratch. At a minimum, you’ll need to be
able to understand your company’s and/or clients’ charts of accounts. In this section, we’ll
look at some of the systems used in practice to establish and modify charts of accounts and
other items.
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Williamson (2006) lists five important reasons for maintaining a clear, logical chart of

accounts:

 efficiency of data capture, entry, and analysis . . .

* frequency of use and familiarity . . .

* consistency and understanding of use within the organization . . .

° saving on computer processing time and storage . . .

* similar items can be related by means of a coding system, whereas a verbal description

could be very inefficient . . .

In addition, Williamson identified several common coding systems often used in orga-
nizations; while they are not exhaustive, they do provide a comprehensive overview. So,

let’s look at four of them briefly.

* Sequential coding, as the name implies, simply numbers items in sequence. Think of

the checks in your checkbook when you think of sequential coding. In automated
accounting information systems, transactions might be assigned sequential numbers by
a computer as a method of internal control.

* Block coding is quite common in a chart of accounts. Numbers are assigned in blocks;

each block is reserved for a particular kind of account. For example, all current asset
accounts might start with “1,” while equity accounts might start with “5.” Thus, you can
tell what kind of account you’re dealing with simply by looking at its first digit.

* Hierarchical codes are a more sophisticated form of block coding. In hierarchical coding,

each digit/block of digits conveys important information to people who know the code.
Many enterprise resource planning systems, such as PeopleSoft, use hierarchical coding.
Hierarchical coding is also very common in government AIS. They use a system called
“fund accounting.”

°  Mnemonic codes, by their nature, help people remember the meaning of the code. At my

university, as at most universities, course prefixes are mnemonic. ACC is the code for
courses in the accounting department, while CIS stands for computer information sys-
tems. In an accounting information system, product and customer codes might be mne-
monic in nature. Keep in mind that data about products and customers are commonly
stored in master files, as noted in Chapter 1’s discussion of the elements of the AIS.

See Table 2.4 for examples of coding systems.

TABLE 2.4  Chart of Accounts Coding

Coding System Example Format
Sequential Purchase order numbers 101, 102, 103
Block Quickbooks standard chart of accounts | Current assets: 101, 105, 109
for retail companies Plant assets: 202, 206, 208
Current liabilities: 301, 303, 305
Hierarchical State university 101-11-08-81
101: Big City campus
11: academic affairs division
08: college of business
81: accounting department
Mnemonic Inventory items DVR: digital video recorder

FSTV: flat-screen television
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HUMAN JUDGMENT AND INFORMATION TECHNOLOGY

Susan Wolcott, of
Wolcott Lynch
Associates, has devel-
oped a methodology for
enhancing critical
thinking and judgment
skills. Called the
“Steps for Better
Thinking,” you can find
more information about
it at www
.wolcottlynch.com.
We’ll be exploring

SBT in more depth in
the chapter on
decision-making mod-
els and knowledge
management.

Using information technology tools to assist in the collection, processing, and dissemination of

accounting information is the norm in most modern organizations. And, while IT has had a pro-

found impact, it has only increased the need for and opportunity to exercise human judgment.
Human judgment comes into play in the AIS in at least the following ways:

* Designing source documents. Source documents should be clear and easy to read, omit
unnecessary information, and provide plenty of space for filling in required data. Sequen-
tial numbering, such as in your checkbook, is also important for strong internal control.

*  Recognizing recordable transactions. Not every document in an AIS indicates a record-
able transaction; further, not every recordable transaction is represented by a source
document. Therefore, accountants must exercise professional judgment in recognizing
recordable transactions. For example, the market value of land may increase signifi-
cantly over time; however, such increases are not recordable transactions.

* Estimating amounts and interpreting accounting rules. Many journal entries, particu-
larly adjusting entries, require the use of estimates. For example, accountants must esti-
mate the useful economic life and salvage value of fixed assets to calculate depreciation.
Further, FASB pronouncements and other authoritative accounting documents require
significant interpretation. As principles-based accounting standards, such as Interna-
tional Financial Reporting Standards (IFRS), become the norm, interpretation will
become even more important.

At the same time, information technology has cut down on the tedium associated
with many steps in the accounting cycle. Transactions can be posted automatically or with
the touch of a button; the same applies to closing the accounts at the end of the period.
Reports, including the general-purpose financial statements, can easily be generated with
the “touch of a button” as well.

CRITICAL THINKING
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I’d like to explore two topics with you in this chapter’s critical thinking section: recogniz-
ing transactions that should be recorded in the AIS and creating a coding system for a chart
of accounts.

As you read earlier in the chapter, human judgment is important in several areas of the
accounting cycle—one of which is recognizing transactions that should (and should not)
be recorded. Consider the three items that follow, along with their explanations:

1. FNF Corporation sold merchandise with a cost of $800 to customers on account for
$1,000. This transaction should be recorded in the AIS; goods were exchanged between
two willing parties, and the evidence of it (source documents) is clear and objective.
Assuming the use of a perpetual inventory system, this transaction would be recorded as
follows: debit Accounts Receivable, $1,000; debit Cost of Goods Sold, $800; credit Sales,
$1,000; credit Inventory, $800.

2. During 20x3, FNF Corporation purchased temporary investments with a cost of
$10,000. The market value of those investments at the end of 20x3 was $12,000; FNF
classified them as trading securities. Of course, the initial purchase of the investments
should be recorded in the AIS. But the increase in market value also should be recorded.
According to FASB No. 115, trading securities should be reported at their fair value. At
first, this idea may seem to violate the objectivity principle of the FASB conceptual
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framework. The key here, though, is that the market value of the investments is readily
determinable by looking at the financial press. An accountant couldn’t simply decide to
increase the market value based on his/her own judgment; but, if the market value of the
investments can be looked up, then the investments must be increased. The $2,000 dif-
ference would be referred to as an unrealized gain, which means that it hasn’t been
“economically experienced” by FNF. To experience (realize) the gain, FNF would have
to sell the investments. In your intermediate accounting courses, you’ll learn a lot more
about which elements of financial statements are reported at their market value. Other
valuation bases include historical cost, net realizable value, and present value.

3. FNF purchased the land for its headquarters 10 years ago at a cost of $65,000. In 20x3,
a real estate investor offered to purchase the land for $165,000. In this case, the
$100,000 would not be recorded in the AIS unless FNF actually sold the land. The fact
that they’ve had an offer to buy it isn’t objective enough; in addition, the land is not held
as an investment—it’s used for their headquarters. So, unlike item 2, the increase in
market value would not result in an “unrealized gain” for FNF.

So, as you can tell, recognizing which transactions to record in an AIS requires critical
thinking and a solid understanding of accounting principles.

When it comes to designing a chart of accounts, critical thinking is important. Whatever
coding system an organization uses (sequential, block, hierarchical, or mnemonic), it must
be easily understood and rational. Consider the example below, which used a random num-
ber generator to assign account numbers in an AIS:

Poorly Designed Chart of Accounts

252 Cash

256 Accounts receivable
311 Accounts payable
698 Wages payable

461 Capital stock

507 Retained earnings
824 Sales

617 Interest earned

633 Cost of goods sold
924 Depreciation expense

There’s no “rhyme or reason” to that chart of accounts; you would practically have to
memorize each number and account name individually. On the other hand, the chart of
accounts could be made much more understandable with a block-coding system:

Block Coded Chart of Accounts

101 Cash

103 Accounts receivable
301 Accounts payable
305 Wages payable

402 Capital stock

406 Retained earnings
501 Sales

633 Cost of goods sold
635 Depreciation expense
701 Interest earned
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In the block-coded chart, current assets begin with “1,” while current liabilities begin
with “3.” Equity accounts start with “4.” Operating revenue (such as sales) is differenti-
ated from nonoperating revenue (such as interest earned) easily with block coding.

Consider these additional account titles and suggested numbers that would conform to
the block-coding system:

105 Inventory

201 Land

203 Equipment

213 Accumulated depreciation—equipment
405 Treasury stock

801 Interest expense

Inventory, as a current asset, has a number starting with “1.” Because current assets start
with “1” and current liabilities with “3,” what kinds of accounts should start with “2”?
Long-term assets, such as land and equipment. Notice the numbering similarity between
equipment (203) and its related accumulated depreciation account (213). As an equity
account, treasury stock has a number that starts with “4.” Interest expense starts with an
“8” because it would normally be considered a nonoperating expense.

Is block coding the only way to organize a chart of accounts? Definitely not. Is it the
best way? In some cases, sure—but not every time. And you could come up with com-
pletely different numbers even using a block-coding system. The important idea is being
able to explain the coding system to others so that they can use it effectively.

Summary This chapter has presented a review of the steps in the accounting cycle. Here is the usual
summary based on the chapter’s learning objectives:

1. Differentiate accounting and bookkeeping. Bookkeeping is the part of accounting con-
cerned with recording transactions in the AIS. Accounting goes far beyond that,
concerning itself with identifying those transactions and communicating information
for decision making.

2. List, discuss, and complete, in order, the steps in the accounting cycle. The chapter
examined 10 steps in the accounting cycle:

Obtain information about external transactions from source documents.

IS

Analyze transactions.

Record the transactions in a journal.

e o

. Post from the journal to the general ledger accounts.
Prepare an unadjusted trial balance.
Record adjusting entries and post to the general ledger accounts.

. Prepare an adjusted trial balance.

5 oga o0

. Prepare financial statements.

[

Close the temporary accounts to retained earnings (at year-end only).

Prepare a post-closing trial balance (at year-end only).

—.
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3. Identify common internal controls associated with the accounting cycle. Internal con-
trols include sequentially numbered documents, physical security, transaction limits,
equality of debits and credits, trial balances, and audits.

4. Describe common coding systems and how they are used in the AIS. The chapter dis-
cusses four common systems: sequential, block, hierarchical, and mnemonic. Most
charts of accounts use block or hierarchical coding. Source documents, such as checks,
should be sequentially coded; inventory items may use mnemonic coding.

5. Explain how human judgment and information technology affect the accounting cycle.
Accountants exercise their judgment in deciding which transactions are recordable in
the accounting information system. Information technology can be used for a variety of
tasks in the cycle: recording transactions, posting them to the ledger, preparing trial bal-
ances and financial statements, and closing the accounts.

Accounting education has typically emphasized transaction processing throughout the
undergraduate curriculum; understanding this topic is important in your education as an
accountant. We’ll use it as a foundational topic, exploring more advanced issues through-
out the rest of the text.
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1. Reading review questions.

a.

=3

- 0o Ao o

g.
h.

In your own words, explain the similarities and differences between accounting and book-
keeping.

What systems do accountants use to create and modify a chart of accounts?

What internal controls are common in the accounting cycle?

How is human judgment involved in the accounting cycle?

How has information technology been employed in the accounting cycle?

List and discuss the six common types of adjusting entries found in most accounting infor-
mation systems.

Explain the purpose and structure of each general-purpose financial statement.

Respond to the questions for the chapter’s “AlS in the Business World.”

2. Multiple choice review questions. Please indicate the best answer for each question.

1. Which of the following best explains the relationship between bookkeeping and accounting?

a. Bookkeeping is one activity involved in accounting.
b. Accounting is one activity involved in bookkeeping.
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c. Bookkeeping and accounting are two terms for the same thing.
d. Bookkeeping never involves human judgment, while accounting always does.

2. How many trial balances are commonly prepared as part of the 10 steps in the accounting cycle?
a. One

b. Two

c. Three

d. More than three

3. Which of the following is the best example of an accrued revenue?
a. Interest earned but not received on a note receivable
b. Interest received but not earned on a note receivable
c. Sales on account
d. Purchases on account

4. All of the following chart of accounts coding systems typically use numbers except:
a. Block
b. Hierarchical
¢. Mnemonic

d

. Sequential

5. Human judgment can be involved in the AIS via:
a. Designing source documents
b. Recognizing recordable transactions
c. Estimating amounts
d. All of the above

3. Reading review problem. According to the investor relations section of its Web site
(www.regmovies.com), Regal Entertainment Group “operates the largest and most
geographically diverse theatre circuit in the United States, consisting of 7,342 screens
in 576 theatres in 42 states.” Common transactions in Regal’s accounting information
system include selling tickets, paying employees, purchasing snack foods, advertising
new films, and declaring dividends on its capital stock. Regal’s stock trades under the
symbol “RGC.”

a. How should Regal code its chart of accounts to facilitate financial reporting? Create account
numbers for cash, capital stock, and advertising expense for the following Regal theatres:
Regal O’Fallon Stadium 14 (O’Fallon, Missouri), Regal Windward Stadium 10 (Kaneohe,
Hawaii), and Regal Goldstream Stadium 16 (Fairbanks, Alaska).

b. Suggest three source documents that Regal would use to complete the steps in the account-
ing cycle.

c. What journal entries would Regal make to record the transactions indicated above?

d. What roles would human judgment and information technology play in Regal’s transaction
processing activities?

4. Making choices and exercising judgment.

a. Which of the following would be recordable transactions in an accounting information sys-
tem? For each item that would not be a recordable transaction, explain why not.

i. Purchasing land with a down payment and a note payable.
ii. Verifying an increase in the market value of land.
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iii. Establishing an exclusive relationship with a raw material supplier.
iv. Estimating the amount of warranty expense for the next accounting period.
v. Negotiating with an employee union for wage increases.
b. How will principles-based accounting influence the design of accounting information sys-
tems and the steps in the accounting cycle?

c. Use EDGAR to obtain the 10-K reports for Barnes & Noble dated 29 July 2013 and
27 June 2012. Compare their financial statements and comment on which company is
stronger. Barnes & Noble’s stock ticker symbol is BKS.

5. Field exercises.

a. Point your Web browser to www.download.com. Investigate BS1 Accounting and
NolaPro Free Accounting—two general ledger packages that can help companies with the
steps in the accounting cycle. Compare and contrast the two software packages.

b. Point your Web browser to my AIS blog (www.bobhurtais.blogspot.com). Check out the
entry dated 6 January 2014 titled “chart of accounts coding systems.” What system does
Harvard Law School use?

c. Contact an accounting professional at a local organization such as your university, a bank, or
a retail store. Find out how he/she employs human judgment and information technology in
completing the steps of the accounting cycle.
6. Journal entries. Record each of the following transactions in general journal format.
a. Issued 50,000 shares of $1 par capital stock for $35 each.

=

Billed customers for services provided, $10,000.
Purchased supplies on account, $3,000.

Paid monthly utility bill, $1,500.

Verified 20 percent increase in market price of stock.

Paid wages for the current month, $6,000.

@ ™o e o

Purchased equipment with a list price of $50,000 by making a 20 percent down payment and
financing the remainder with a six-month, 12 percent note payable.

h. Collected cash from customers, $5,000.
i. Paid vendors, $1,400.

j- Recorded one month’s accrued interest on note payable.

7. Adjusting entries. The unadjusted trial balance for GLP Corporation appears on the
next page.
End-of-period analysis revealed the following:

a. The market value of equipment had decreased by 30 percent of its original cost. Deprecia-
tion for the quarter totaled $1,000.

b. The note payable was signed on 1 August 20x4. Its interest rate was 10 percent, and no inter-
est had been recorded since the signing.

c. Unpaid employee wages at 30 September totaled $1,000.

d. Deferred fees represented a consulting contract signed at the beginning of September. The con-
tract’s duration is three months, and the work is spread evenly throughout the contract period.

e. Supplies on hand totaled $150.
f. The market value of capital stock had increased by 15 percent.

g. Actual bad debt write-offs during September were $300; 1 percent of sales will likely become
uncollectible in the coming period.
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GLP CORPORATION
Trial Balance
30 September 20x4

Cash

Accounts receivable
Allowance for bad debts
Inventory

Supplies

Equipment

Accumulated depreciation—
equipment

Accounts payable
Notes payable
Deferred fees

Capital stock
Additional paid-in capital
Retained earnings
Sales

Cost of goods sold
Advertising expense
Wages expense
Miscellaneous expense

Totals

Debit Credit
$ 6,000
2,500

$ 200
4,500
800
15,000

10,000

1,200

6,000

900

7,000

8,000

11,000

16,000
13,500
5,000
12,000
1,000

$60,300 $60,300
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Prepare the required adjusting entries based on the preceding information. Then, pre-

pare an adjusted trial balance.

8. Financial statements. Use the adjusted trial balance from Problem 7 to prepare an
income statement for the quarter ended 30 September 20x4 and a balance sheet as of
30 September 20x4 for GLP Corporation.

9. Coding systems. Which type of coding system is indicated in each of the following
independent situations? Be prepared to explain your reasoning.

a. Airport codes (LAX, OGG)

Automatically assigned transaction numbers in a cash register

Invoice numbers

Fw o a0 o

Telephone numbers

—

Consecutively numbered purchase orders (101, 102, 103, and so on)
State of Kentucky (consult the blog post referenced in Problem 5b above)

National Association of Home Builders chart of accounts (consult the blog post again)
Standard chart of accounts included with QuickBooks

Universal Product Codes (UPCs)
j- ZIP codes (91768, 63135)
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10. Terminology. Please match each item on the right with the most appropriate item on

the left.
1. Accrued revenue a. Book of original entry
2. Credit b. Cash is received before service is provided
3. Debit c. Decreases to revenue
4. Deferred revenue d. Increases to liabilities
5. Human judgment e. Purchase orders, invoices, and receipts
6. Information technology f. Service is provided before cash is received
7. Journal g. Simplifies the bookkeeping process
8. Posting h. Transferring information from the journal to the ledger
9. Source document i. Used to recognize recordable transactions
10. Trial balance j- Verifies the equality of debits and credits in the ledger

11. Multiple choice questions.

1. BRN Corporation has two divisions: California and Nevada. Both divisions have the same
basic chart of accounts, which numbers current assets in the 100s, plant assets in the
200s, and so on. BRN differentiates them with an appended “C” or “N” after the account
number. From BRN’s point of view, the chart of accounts coding system would best be
described as:

a. Block
b. Hierarchical
¢. Mnemonic
d. Sequential
2. Consider the data from Question 1. From the divisions’ point of view, the chart of accounts
coding system would best be described as:
a. Block
b. Hierarchical
¢. Mnemonic
d

. Sequential
3. Which of the following is a characteristic of all adjusting entries?
a. They are written in the journal, but not posted to the ledger.
b. They always involve an entry to Cash or Retained Earnings.
c. They always include one nominal account and one permanent account.
d. They always involve estimates.
4. Consider the trial balance of DMN Corporation shown in Table 2.1. Based on that trial bal-
ance alone, which of the following income statement items would total $7,500?
. Revenue

a
b. Gross profit
c. Net income
d

. Net loss
5. Consider the trial balance of DMN Corporation shown in Table 2.1. Based on that trial bal-
ance alone, DMN’s income statement would report:
a. Net income of $7,500
b. Net loss of $7,500
c. Net income of $1,300
d. Net loss of $1,300
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12. Statement evaluation. Determine whether each of the following statements is (i) always
true, (ii) sometimes true, or (iii) never true. For those that are (ii) sometimes true, explain
when the statement is true.

Bookkeeping and accounting are two ways of referring to the same thing.

If a transaction increases a liability, it will also increase an expense.

The accounting cycle involves human judgment.

A company’s chart of accounts should use block coding.

Information technology has eliminated the need for human judgment in the accounting cycle.

An “accrual” refers to a situation where a company provides service before receiving cash.

An adjusting entry for depreciation recognizes an asset’s loss in market value over time.

S@ moe a0 o P

Adjusting entries involve one balance sheet account and one income statement account, but
never cash.

i. In automated accounting information systems, block coding facilitates closing entries.

j- The complete accounting cycle incorporates three different forms of a trial balance.

13. Excel application. On 10 January 20x4, TPL Corporation purchased equipment for use
in its operations. TPL made a down payment on the equipment of $25,000 and financed
the remainder of its $65,000 total cost with a 6 percent, one-year note payable.
TPL expects to use the equipment for five years and plans to sell it for $3,000 at the
end of that time. Use appropriate Excel formulas to create depreciation schedules for
the equipment using both straight-line and sum-of-the-years’ digits depreciation.
(Check figures: Year 3 book value using straight-line = $27,800. Year 4 depreciation
expense using SYD = $8,267.)
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Chapter Three

Internal Controls

AIS in the Business World

Bank of America

According to its 2012 annual report, Bank of America (BofA)

is headquartered in Charlotte, N.C. As of December 31, 2012, we operated in all

50 states, the District of Columbia and more than 40 countries. Through our banking
and various nonbanking subsidiaries throughout the United States and in international
markets, we provide a diversified range of banking and nonbanking financial services
and products through five business segments: Consumer and Business Banking,
Consumer Real Estate Services, Global Banking, Global Markets and Global Wealth,
and Investment Management.

Like all banks, BofA must maintain strong internal control over its cash. In this
chapter, we'll consider the role and purpose of internal control in all types of
organizations. We'll look at how to create a strong internal control plan, and recognize
strengths and weaknesses in those plans.

Discussion Questions
1. What is internal control? What are its fundamental purposes?
2. How are internal controls related to an organization’s risk exposures?

3. How would BofA (and other organizations) use COSO’s Internal Control—
Integrated Framework to develop and maintain strong internal control?

39
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Internal controls have been at the heart of accounting information systems practically since

AIS emerged as a separate field of study for accounting students. A lack of sound internal

controls can have serious consequences for a company—particularly with the advent of

Sarbanes-Oxley and the Public Companies Accounting Oversight Board. In this chapter,

we’ll lay a foundation in the study of internal control; later chapters will apply the basic ideas

you learn here to specific contexts within your study of accounting information systems.
When you complete your study of this chapter, you should be able to:

. Define internal control and explain its importance in the accounting information system.
. Explain the basic purposes of internal control and its relationship to risk.

. Describe and give examples of various kinds of risk exposures.

. Prepare a simple risk/control matrix.

N AW N =

. Summarize and explain the importance of COSO’s 2013 “Internal Control—Integrated
Framework.”

6. Critique existing internal control systems and design effective internal controls.

A solid understanding of internal controls is important in any area of accounting.
Risk analysis, which should precede the development and implementation of an internal
control plan, is one of the functional competencies listed in the AICPA core competency
framework. In addition, most accounting professional exams (such as the CPA exam) have
questions about internal control.

INTERNAL CONTROL DEFINITION AND IMPORTANCE

So what is internal control? In Internal Control—Integrated Framework (2013), the

You can find COSO’s Committee of Sponsoring Organizations of the Treadway Commission (COSO) defined
Web site at www.coso internal control as “a process, effected by an entity’s board of directors, management and
t(l)(jﬁﬁclllll’(i]li g:f efgcblﬂlcje other personnel, designed to provide reasonable assurance regarding the achievement of
] objectives relating to operations, reporting, and compliance.” Notice these important

summaries of the o
reports discussed here. elements of the COSO definition:

» Internal control is a process. Because internal control is a process, it is subject to pro-
cess improvement; single correct answers to control problems seldom exist. Account-
ants must use judgment and experience in designing and implementing internal controls;
the controls must be periodically reviewed to ensure their continued effectiveness.

e Internal control necessarily involves people throughout the organization. The COSO
definition positions internal control firmly and broadly within the organization. Thus,
internal control is not the sole responsibility of accounting professionals, information
technology professionals, or financial statement auditors. Internal controls, therefore,
require discussion during design, implementation, and evaluation. They impact human
behavior, and control systems designers, as far as possible, must anticipate their behav-
ioral effects. In addition, internal controls are subject to a cost/benefit constraint, simi-
lar to the constraint identified in the FASB Conceptual Framework of Accounting.

* Internal controls are designed to provide reasonable assurance. Dictionary.com defines
reasonable as “governed by or being in accordance with reason or sound thinking; being
within the bounds of common sense; not excessive or extreme.” So, internal controls
should not, and probably cannot, be designed to provide absolute assurance of anything.
Almost any internal control can be circumvented/thwarted/foiled through collaboration
or collusion. For example, if a warehouse employee works with a receiving clerk, it may
be possible to steal inventory in spite of strong separation of duties.
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You can find out more
about the FCPA on its
Web site: www.usdoj
.gov/criminal/fraud/
fepa.html. Another great
source I’ve often used
for FCPA information is
Mike Koehler’s FCPA
Professor blog. You’ll
find it at www
.fcpaprofessor.com.

Details of SOX are
available all over the
Internet. One site I've
found useful is www
.soxlaw.com. It is a pro-
prietary site, but the
information is accurate
and easy to read.
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Why are internal controls important? One answer certainly lies with the purposes of inter-
nal control (as shown in Table 3.1). Most managers, stockholders, employees, and other
organizational stakeholders want a company to operate as effectively and efficiently as
possible, to have financial statements that are reliable, and to make sure their assets are
safe. Apart from those issues, though, internal control is also legally mandated by several
important pieces of legislation.

The Foreign Corrupt Practices Act (FCPA) was passed by the U.S. Congress in
1977. U.S. businesses had begun expanding internationally in the mid-1970s. And, in
some foreign countries, bribery is an acceptable way of doing business. In fact, an SEC
investigation in the 1970s showed that over 400 U.S. companies had paid bribes to for-
eign officials for a variety of reasons. Although bribery is an acceptable business practice
in some countries, it is not in the United States. So, the FCPA was enacted to stop those
practices by U.S. businesses and to restore some confidence in U.S. business practices
around the world. The FCPA requires corporations covered by its provisions to maintain
an adequate system of internal accounting controls. The act also states, “no person shall
knowingly circumvent or knowingly fail to implement a system of internal accounting
controls or knowingly falsify any book, record, or account.” The legislation also men-
tions the concept of reasonable assurance, defining it as “such level of detail and degree
of assurance as would satisfy prudent officials in the conduct of their own affairs.” Com-
panies failing to comply with the Foreign Corrupt Practices Act can be subject to both
fines and imprisonment. You may be familiar with the 2012 scandal involving Walmart
de Mexico’s alleged violations of the FCPA.

In response to the corporate scandals of the late 20th century, Congress passed
the Sarbanes-Oxley Act of 2002 (SOX). SOX is the most sweeping accounting-
related legislation business professionals have seen since the FCPA. It is a broad-reaching
act that significantly changed the way U.S. companies do business, as well as impacting
the roles of top management, the board of directors, independent auditors, and audit com-
mittees. Provisions of SOX related to internal controls include:

* Management and the external auditors must assess the company’s internal controls on
an annual basis.

* Management has certain required disclosures when reporting to the SEC. They include
acknowledgment that management is personally and organizationally responsible for
the design and implementation of internal controls, particularly as they relate to reason-
able assurance of reliable financial statements. Management also must disclose any
internal control changes since the last reporting cycle, if those changes are likely to
have a noticeable effect on internal controls over financial reporting. Finally, manage-
ment must certify that they have informed the auditors and the board of directors’ audit
committee of any significant problems or weaknesses in internal control.

*  Management must personally sign the required certifications and reports related to the
preceding items. The signature cannot be delegated, even via a power of attorney.

TABLE 3.1 Purposes (and Examples) of Internal Control

Safeguarding assets (daily deposits of cash in a bank)
Ensuring financial statement reliability (supervisory review of complex transactions)
Promoting operational efficiency (maintaining a centralized purchasing department)

Encouraging compliance with management’s directives (distributing a company
procedures manual)
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Many of the SOX requirements related to internal control are found in section 404 of the
act. In practice, people often refer to conducting/having a “404 audit.”

So, internal controls are very important for organizations of all types. As an accounting
professional, you may be involved in the design, implementation, or evaluation of internal
controls as an external (independent) auditor, internal auditor, controller, or consultant.

Reflection and Self-Assessment

Compare the content and purpose of the FCPA and financial statements are fair and reliable, what would
SOX. What similarities and differences do you notice? you say?
If a non-accountant asked you how you know that

To design effective internal controls, accountants and managers should consider the
risks associated with doing business. By identifying risks, we can develop controls to miti-
gate them successfully.

RISKS

Risk is a part of everyday life—both personally and professionally. The question is, are
businesses taking risks unnecessarily, to the point that they cannot operate effectively or
rely on their accounting systems to produce reliable information? Inappropriate risk-taking
behavior is at the heart of many fraud cases, such as Enron and Bernie Madoff.

Most business professionals, including accountants, find it easier to think about risk if
they have some organizational structure for doing so. An organizational structure for
knowledge, like types of risk, is sometimes referred to as a taxonomy.

Brown (2001) takes a very practical view toward the management of risk. He identified
four categories of risk and suggested eight specific risks within the four categories, as
shown in Figure 3.1. Here are some definitions and examples of the elements of Brown'’s
taxonomy of risk:

1. Financial risks are related to monetary activities. Let’s look at some examples that Bank
of America might face.

a. Market risk refers to changes in a company’s stock prices, investment values, and inter-
est rates. For the year ended 3 January 2014, BofA’s stock price ranged from a low of
$10.98 to a high of $16.50. Any publicly traded organization is subject to market risk.

b. Credit risk is associated with customers’ unwillingness or inability to pay amounts
owed to the organization. As you may recall from your earlier study of accounting, a
bank’s assets are actually its loans to customers. If BofA fails to evaluate loan appli-
cations carefully and/or establish appropriate qualifying criteria, it will experience
the negative impact of credit risk.

c. Liquidity risk involves the possibility that a company will not have sufficient cash and
near-cash assets available to meet its short-term obligations. According to the 10-K it
filed with the SEC dated 28 February 2013, BofA’s cash balance as of 31 December
2012 was $110,752 million. Whether that exposes BofA to significant liquidity risk is
a matter of judgment.
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Reflection and Self-Assessment

Think about risks you have taken today. For example, house, residence hall, or apartment later than usual.
you risked that your car wouldn't start when you came List six additional risks you’ve taken today and organize
to school. You may have taken a risk in leaving your them in some way that makes sense to you.

FIGURE 3.1 - ok Statonio riek
Brown’s Risk anciatis rategic ris
T <> Market risk <> Legal and
axonomy .
<> Credit risk regulatory risk
<> Liquidity <> Business
risk strategy risk
Operational risk Hazard risk
<~ Systems risk <> Directors’ and
<> Human officers’ liability
error risk risk

2. Operational risks concern the people, assets, and technologies used to create value for
the organization’s customers.

a. Systems risk relates directly to information technology (IT). Like all major banks,
BofA relies heavily on information technology in its operations. Systems risks
include malware, data theft, and server crashes.

b. Human error risk recognizes the possibility that people in the organization
will make mistakes. If a BofA teller cashes a check without an authorized signature,
BofA experiences the serious consequences of human error risk.

3. Strategic risks, according to Brown (2001, p. 44), “relate to the entity’s decision-making
process at the senior management and board of directors level.”

a. Legal and regulatory risk is concerned with the chance that those parties might break
laws that result in financial, legal, or operational sanctions. In addition to being sub-
ject to the provisions of the FCPA and SOX, banks are also subject to the Bank
Secrecy Act and the USA Patriot Act. If BofA violates the provisions of those laws
(or others), it will be exposed to legal and regulatory risk.

b. Business strategy risk comprises poor decision making related to a company’s basis
for competing in its markets. As noted in this chapter’s AIS in the Business World,
BofA operates in all 50 states, the District of Columbia and more than 40 countries.
In making strategic decisions about where to operate, BofA must consider many
factors, such as economic stability, workforce availability, and the presence of
other banks.

4. Hazard risk, in Brown’s taxonomy, has a single category: directors’ and officers’ liabil-
ity. Organizations in which directors and officers are accused of mismanagement by
shareholders, government agencies, employees, or other stakeholders bear this risk in a
very direct way. We talked about SOX in relation to legal and regulatory risk, but it is
also related to hazard risk. The legislation provides both organizational AND personal
penalties for violation.
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Brown’s taxonomy of risk is not the only one available for risk assessment. In the 2013
framework, COSO discusses risk in terms of the three categories of objectives it identifies:
operations, reporting, and compliance. Using an established taxonomy to identify risks
helps organizations ensure that they’ve “covered all the bases” as they begin to develop
internal control plans.

Reflection and Self-Assessment

The Institute of Internal Auditors (www.theiia.org) titled “The Lessons that Lie Beneath.” List three ways
publishes a monthly newsletter called “Tone at the the information in the article relates to the material
Top."” Look up an article from the February 2002 edition you just read on risk assessment and internal control.

Many students ask me about the risk of fraud. The Association of Certified Fraud Exam-
iners (www.acfe.com) provides outstanding tools for assessing the risk of fraud in organi-
zations. In terms of the Brown taxonomy, fraud can manifest itself as liquidity risk, systems
risk, legal and regulatory risk, and/or hazard risk.

COSO'S INTERNAL CONTROL INTEGRATED FRAMEWORK

COSO comprises five professional accounting organizations: the American Accounting
Association, the American Institute of Certified Public Accountants, the Financial Executives
Institute, the Institute of Internal Auditors, and the Institute of Management Accountants.
Originally published in 1992, COSO’s Internal Control Integrated Framework was updated
in 2013.

COSO laid out the similarities and differences between the original and updated frame-
works as follows:

* Similarities
* Internal control definition
* Objective categories: operations, reporting, and compliance
* Components of a strong internal control plan
* Necessity for all plan components to work together
* Importance of judgment in establishing sound internal control
* Differences
* Environmental changes, such as economic conditions and legal considerations
* Expanded objectives for operations and reporting
* Creation of fundamental concepts that support the components

* Additional examples and approaches

Figure 3.2 specifies the five components of the COSO Internal Control Integrated
Framework.
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FIGURE 3.2
Components of the Control environment:
COSO Internal establishing the “tone at the

3

Control Framework top

Monitoring: creating a Risk assessment:
process for keeping the clarifying an organization’s
plan update and relevant risk exposures

Information and Control activities:
communication: ensuring developing specific controls
stakeholders know about to address the risk
the internal control plan exposures

To create a strong, viable internal control plan, organizations must establish an
appropriate control environment. Often referred to as the “tone at the top,” the control
environment ensures that internal control is seen as a serious, important, worthy topic
throughout the organization. Top management can start creating a good control environ-
ment by mentioning internal control in organizational communications, providing training
and development opportunities, and maintaining open lines of communication regarding
internal control effectiveness (or lack thereof).

Well-developed internal control plans are predicated on a sound risk assessment. Earlier
in this chapter, we looked at Brown’s risk taxonomy as a way of categorizing and discuss-
ing risk. Whether that or some other taxonomy, it’s critical to identify an organization’s
risk exposures as a precursor to creating internal controls. Risk exposures should be based
on an organization’s goals and objectives. For example, if a company’s goals include
increasing the percentage of sales from new customers, it must consider things that could
interfere with that goal, such as insufficient advertising.

After identifying its risks, the organization is in a good position to establish control
activities—policies, processes, and procedures that will address the risks in a cost-effective
way and provide reasonable assurance that the goals will be achieved. Organizations can
“address” risks in at least three ways: prevention, detection, and correction. To address the
risk of insufficient advertising, an organization might allocate more money to the advertising
budget and/or conduct a survey to assess the effectiveness of current advertising methods.

Reflection and Self-Assessment

Consider the internal controls listed below. For each 3. Encouraging employees to attend annual seminars
one, explain: (i) the risk it addresses, (ii) the risk cate- on ethical behavior in the workplace and related
gory from Brown'’s taxonomy, (iii) the broad purpose of topics.
internal control it achieves, and (iv) the nature of the 4. Tearing ticket stubs in half at a movie theater when
control (preventive, detective, corrective). a patron enters.

1. Reconciling a bank statement. 5. Collecting cash at one window and delivering

the order in a different window at a fast food

2. Requiring that all purchase requisitions are coordi- .
establishment.

nated through a central purchasing department.
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ISACA (Information
Systems Audit and
Control Association,
www.isaca.org)
developed another con-
trol framework, often
referred to as COBIT
(Control Objectives for
Information and Related
Technology). We’ll
explore COBIT in more
depth in our discussion
of computer crime later
in the text.
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Even the best internal control plans will be less than effective if no one knows about
them. In the information and communication section of the COSO framework, organiza-
tions consider how to make stakeholders aware of the plan. For example, a company might
post some components of the internal control plan on its Web site; it might also require
employees to participate in training sessions to familiarize them with the plan. Please keep
in mind that information and communication refers to the plan in its totality—not to each
individual risk and related control activities.

Finally, establishing a monitoring process is critical to maintain strong internal control.
An organization’s risk exposures change over time, so its internal control plan must change
as well. Unless the organization establishes an effective monitoring plan, its internal con-
trols will quickly become outdated. Establishing a monitoring plan should, at minimum,
involve a timeline (such as quarterly or annually), assignment of responsibility (such as
with the internal audit department or a company-wide committee), and suggested activities
(such as surveys or employee focus groups).

In the 2013 revision, COSO elucidated 17 principles to provide more detail about the
five components. Here are some examples (COSO, 2013):

* Control environment. “The board of directors demonstrates independence from man-
agement and exercises oversight of the development and performance of internal
control.”

* Risk assessment. “The organization specifies objectives with sufficient clarity to enable
the identification and assessment of risks relating to objectives.”

* Control activities. “The organization deploys control activities through policies that
establish what is expected and procedures that put policies into action.”

* Information and communication. “The organization communicates with external parties
regarding matters affecting the functioning of internal control.”

*  Monitoring. “The organization selects, develops and performs ongoing and/or separate
evaluations to ascertain whether the components of internal control are present and
functioning.”

You can see the other principles in the Executive Summary on COSO’s Web site (www
.coso.org). In summary, COSO offered the following explanation of effective internal
control:

Each of the five components and relevant principles is present and functioning.
“Present” refers to the determination that the components and relevant principles exist
in the design and implementation of the system of internal control to achieve specified
objectives. “Functioning” refers to the determination that the components and relevant
principles continue to exist in the operations and conduct of the system of internal
control to achieve specified objectives.

The five components operate together in an integrated manner. “Operating
together” refers to the determination that all five components collectively reduce,
to an acceptable level, the risk of not achieving an objective. Components should
not be considered discretely; instead, they operate together as an integrated
system. Components are interdependent with a multitude of interrelationships and
linkages among them, particularly the manner in which principles interact within
and across components.

Next, we’ll turn our attention to a discussion of some common internal control
procedures.
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Reflection and Self-Assessment

Explain why COSO'’s Internal Control Integrated Frame- What additional internal control publications has COSO
work is important to you as an accounting professional. issued?
Also check out the COSO Web site (www.coso.org).

INTERNAL CONTROL EXAMPLES

Internal control systems are as unique and different as the organizations and managers that
utilize them. But some internal controls are so common that they merit a closer look. While
the list below does not represent the “universe” of internal controls, it does give you an
introduction to some you’re likely to encounter in practice. (The items are listed in alpha-
betical order so you can refer to them easily later.)

1. Adequate documentation. Understanding how things are supposed to happen in an
accounting information system is an important first step in designing and assessing
internal controls. Process documentation, often in the form of flowcharts (Chapter 6)
and/or data flow diagrams (Chapter 7), can help you critique internal controls and
determine if they are functioning effectively. Employee manuals frequently include
descriptions of internal controls as well.

2. Background checks. People are the heart of most organizations today. Particularly for
employees in sensitive positions, such as those who deal with large amounts of money,
background checks are essential. For example, they may reveal financial difficulties or
criminal convictions that may create pressure to breach internal controls. Increasingly,
employers look at prospective employees’ uses of social media (e.g., Facebook and
Twitter) as part of a background check.

3. Backup of computer files. If done regularly, backing up computer files takes only a
few minutes—a smaller inconvenience compared to the alternative of recreating
files from scratch. Daily backups ensure that no more than one day’s work is lost
in an event of a systems failure. To be most effective, backup copies should be
stored in a different electronic/physical location; for example, if a company keeps
its data files on a local network, it might consider backing them up to a cloud-
based server.

4. Backup of power supplies. A few years ago, California was subject to power blackouts
when the state’s electrical grid was overloaded. During that time, backup power sup-
plies were commonly employed as an internal control. While a computer cannot run
indefinitely on a backup power supply, the backup supply can give the user time to
save any open files, ensuring they are not lost.

5. Bank reconciliation. You probably learned how to reconcile a bank statement in your
introductory accounting course. The basic purpose of a bank reconciliation is to
account for timing differences between the account holder’s records and the bank’s
records of a cash account. Reconciling the bank statement at least monthly can be help-
ful in spotting out-of-sequence checks, fraudulent signatures, and errors in the infor-
mation system. Now that organizations can access their banking records electronically,
those reconciliations can (and should) be performed much more frequently—such as
once a week or even daily.
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6. Batch control totals. When an accounting information system is processing a group
(batch) of documents, users can calculate various control totals to promote data
integrity. For example, you could add up the invoice numbers for a group of sales
invoices. Would the total have any meaning in the AIS? Probably not. But, as the
invoices move through the AIS, the total should remain the same.

7. Data encryption. In today’s world of wireless networks, data encryption is criti-
cally important. Without it, hackers and other computer criminals can easily access,
change, and/or steal data, compromising data integrity and privacy throughout the
accounting information system. Data can be encrypted with software and / or with
hardware.

8. Document matching. Whether electronic or paper-based, document matching helps
ensure that vendor invoices are only paid when merchandise has been properly ordered
and invoiced. The purchasing department would send a copy of all purchase orders to
the accounting department; the receiving department would likewise send a copy of
the receiving report. Then, when the vendor mails the invoice, an accountant will
match the three documents before initiating payment. In practice, we often use the
term “‘three-way match” to describe such an arrangement.

9. Echo checks. You’ve seen echo checks in operation if you’ve ever purchased books or
airline tickets online. The information system “echoes” the data you’ve entered back to
you before it completes final processing. That process allows you to edit the data for
any errors or other changes.

10. Firewalls. Along with data encryption, a firewall is an important element of AIS
security—particularly in a wireless environment. Firewalls are also useful in wired
environments. They can prevent unauthorized intrusions into an accounting informa-
tion system and warn users when such intrusions are detected.

11. Insurance and bonding. While insurance and bonding cannot prevent internal con-
trol breaches, they can help organizations correct any financial losses they experi-
ence as a result. If you’ve ever hired contractors to work in your home, they were
probably bonded. Companies often bond key employees to address human error and
other forms of risk.

12. Internal audits. We’ll look more closely at audits, including internal audits, in the last
chapter of the text; your university may even offer a course in internal auditing. Inter-
nal audits can reveal indications of fraud, waste, and inefficiency, thus strengthening
internal control. You can also learn more about internal auditing from the Web site of
the Institute of Internal Auditors (www.theiia.org).

13. Limit checks. An accounting information system can incorporate various kinds of limit
checks; for example, if a manager is authorized for purchases less than $1,000, a limit
check can ensure that the manager doesn’t violate the limit for a specific transaction.
Most general ledger packages limit transaction dates to the current year; they don’t
allow users to pre- or post-date transactions.

14. Lockbox systems. Lockbox systems help promote strong internal control over cash.
Rather than remitting payment directly to an organization, customers send their
payment to a lockbox. An independent company, for a fee, monitors the lockbox and
deposits cash receipts daily in the bank. (See Figure 3.3 for an illustration of how a
lockbox system works.)

15. Physical security. Internal control doesn’t have to be extraordinarily sophisticated.
Simple actions such as locking doors and securing computers and related equipment
can go a long way in safeguarding assets.
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16. Preformatted data entry screens. Remember that one of the purposes of internal
control is promoting operating efficiency. Using preformatted data entry screens
for things like customer orders and cash disbursement processing greatly improves
data entry efficiency. Check out Figure 3.4 for an illustration of a preformatted data
entry screen. If your AIS instructor incorporates material on relational databases
in your course, you may learn how to design such a screen—usually referred to
as a “form.”

17. Prenumbered documents. Checks, purchase orders, sales invoices, and other docu-
ments should be prenumbered to promote strong internal control. If an accounting
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information system is automated, the numbers may be assigned using an “auto num-
bering” function. A seriously out-of-sequence document (such as a check numbered in
the 400s when others are in the 100s) can be a warning sign for internal control
breaches and/or fraud.

18. Restrictive endorsement and daily deposits of checks received. You endorse checks
when you deposit them in your bank account; you may use a “blank endorsement,”
which means your signature alone. Here’s the problem: blank endorsements weaken
internal control. An unethical person with a fake ID can easily cash such a check at the
bank. Restrictive endorsements give the bank more specific instructions that limit the
uses of the endorsed check; the most common is “for deposit only,” often with an
account number included. In addition, all cash receipts (coin, currency, and checks)
should be deposited daily in the bank to keep them secure.

19. Segregation of duties. Although all of the controls in this list are important, segregation
of duties may be the most important of all. Basically, segregation of duties means that,
to the extent possible, three different people should each take on one responsibility
with respect to a specific asset: authorization for use, physical custody, and
recordkeeping. Consider cash, for example: physical custody rests with the bank, while
authorization for use is vested with signatories on the account. Recordkeeping refers to
both journal entries and bank reconciliations. So, for example, someone authorized to
sign checks should not reconcile the bank statement. The same duties (authorization,
custody, and recordkeeping) should be separated for other assets, such as inventory,
plant assets, and supplies.

20. User training. Finally, let’s consider user training. All the internal control processes in
the world are virtually worthless if people don’t know how to apply them. Thus,
employees should receive periodic training/reminders about appropriate internal con-
trol procedures, their rationales, and the reasons they exist.

Remember: the controls we’ve just considered are not the sum total of available choices.
They are a good beginning, but you should think creatively when designing and critiquing
internal control systems—both in class and in practice. Let’s conclude this chapter by
looking at some ways to apply the ideas of risk management and internal control in various
organizational settings.

INTERNAL CONTROL APPLICATIONS

This section of the chapter presents four vignettes illustrating various internal con-
trol strengths and weaknesses. Although the names of the individuals and companies
involved have been disguised, they represent actual internal control issues in actual
organizations.

Vignette #1: Internal Control over Cash

Alphabet Soup Consulting employs a staff of 50 consultants and is managed by a three-
person board of directors: Robbie (president), Vicki (vice president), and Richard
(treasurer). The company’s bylaws specify that checks over $500 require the signatures of
two directors to be valid. However, if an invoice over $500 is due and Robbie or Vicki
cannot be reached, Richard frequently writes two (or more) smaller checks to cover the
total amount. For example, if an invoice totals $900, Richard might write three checks for
$300 each or two checks for $450 each. Richard feels justified in his actions because of
increased efficiency.
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Clearly, Richard’s actions constitute a breach of internal controls. Recall the four basic
purposes of internal control, and you’ll realize that Richard is not fulfilling two of them:
safeguarding assets and ensuring compliance with management directives. By implica-
tion, he also is interfering with financial statement reliability. To keep Richard from cir-
cumventing controls, Alphabet Soup Consulting could take a number of actions, including
(1) restricting Richard’s access to checks; (ii) asking an independent third party, such as
the firm’s CPA, to handle check writing and bill paying; or (iii) removing Richard as a
signatory on the account. Each of those controls has a cost, as shown in the table below:

Control Type Cost

Restricting Richard’s access to checks Preventive Decreased efficiency
Asking an independent third party to handle  Corrective Increased monetary cost;
check writing and bill paying time delays in paying bills
Removing Richard as a signatory on the Preventive Extra burden on Robbie
account and Vicki

So what really happened in this situation? Vicki and Robbie continued to allow Richard
to circumvent the company’s controls. Richard had no external controls over his spending
of the company’s money, and Alphabet Soup Consulting eventually went out of business
due to poor liquidity.

Vignette #2: Embezzling

Gary and Dan were psychologists in private practice. They employed Christina as a
receptionist, and a local CPA firm to handle many (but not all) financial matters. Christina
opened the mail, collected cash payments from clients, and wrote checks for Gary’s or Dan’s
signature each month. Each month, the practice would get a bank statement in the mail;
Christina was supposed to pass on the bank statement to the CPA firm for reconciliation.
Unfortunately, Christina got into a personal financial dilemma. Having access to the
company’s checks and knowing what Gary’s and Dan’s signatures looked like, she began
forging checks written to her husband. The checks were stored in boxes in an unlocked filing
cabinet; Christina would take checks to forge from the bottom of the box so they would not
be missed until much later. Additionally, although she had regularly been forwarding the
bank statements to the CPA firm, the CPAs had not reconciled them for at least six months.
One Saturday, Gary came into the office and noticed the bank statement sitting on Christina’s
desk. Thinking to save himself and his partner some money, he decided to reconcile the bank
statement on his own rather than sending it to the CPA firm. He noticed the out-of-sequence
checks with signatures that resembled his and Dan’s but were not exactly “right.” Christina
had embezzled a total of $250,000 before Gary and Dan caught onto her scheme.

The preceding vignette illustrates several important internal controls for cash: sequen-
tial numbering of checks (preventive), separation of duties (check writing, check signing,
and reconciliation—both preventive and detective), and sequentially numbered documents
(preventive). But the system broke down when the CPAs did not do their job by balancing
the checkbook monthly (a detective control). In addition, the checks were kept in an
unlocked filing cabinet; the company would have achieved stronger internal control by
locking up the blank checks more securely (a preventive control).

So what happened? Gary and Dan confronted Christina about her embezzlement. At
first, she denied it, but later she confessed when confronted with the evidence. Gary and
Dan fired her and she was prosecuted for embezzlement; the bank restored the embezzled
funds into Gary and Dan’s account, and they hired a new CPA firm.
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Vignette #3: Information Technology

The College of Business at Southern State University has over 200 faculty and four
information technology staff members. The college’s e-mail is maintained on a central server;
each administrator, staff member, and professor can check his/her e-mail from any computer
in the world that has Internet access. When a new hire comes to work for the college, his/her
e-mail password is the same as the e-mail user name. For example, if Dr. J. M. Ortiz is hired
as a professor, both his user name and initial e-mail password are jmortiz. A small group of
students figured out that connection and started hacking into faculty members’ e-mail
accounts for illicit purposes. David, the lead information technology staff member, therefore
introduced several new policies related to e-mail security:

* Random creation of initial passwords. Rather than establishing the initial password as the
user name, David’s staff now uses a password generator to create new passwords for
new hires.

*  Mandatory password changes every six months. New passwords must contain at least six
characters. The six characters must contain at least two of the following: capital letters,
lowercase letters, or numbers. The passwords cannot be recycled for a period of two
years. So, for example, if someone establishes a password of PhdCma1977 for six months,
that password cannot be used again for two years after the six-month period ends.

*  Daily file backup. David and his staff back up the files from the e-mail server every day.

o Virus, spyware, and spam protection. The e-mail server, as well as other information
technology assets, is equipped with extensive software to prevent, detect, and correct those
problems.

The college has experienced no significant internal control problems with information
technology since those policies were instituted.

Vignette #4: Inventory

John is the purchasing manager for The Village Bookstore in Claremont, California. He
monitors inventory, prepares purchase orders to send to book publishers, and receives the books
when they arrive at the store. The bookstore uses a perpetual inventory system, in which
inventory records in the accounting information system are updated with every purchase and
sale. For example, when books are purchased, the accountant debits inventory and credits
accounts payable; when books are sold, the accountant debits cost of goods sold and credits
inventory. John also handles merchandise returns when books arrive in unacceptable condition.
Since Village uses a perpetual inventory system, John sees no need for periodic counts of
inventory—he views them as a waste of time, since the accounting information system is
always up-to-date.

Possibly the biggest internal control problem for The Village Bookstore is the separa-
tion of duties. To safeguard assets and ensure financial statement reliability, three impor-
tant duties should be borne by different people in most organizations: (i) physical custody
of an asset, (ii) recordkeeping for the asset, and (iii) authorization to use the asset. In this
example, John has both physical custody of inventory and authorization for its use. By
vesting both those important responsibilities in a single person, it becomes far too easy for
John to steal books and tell the accountant they were returned to, or never received from,
the publisher. In addition, although the company uses a perpetual inventory system, they
still need an annual inventory to promote financial statement reliability.

Thankfully, John was a trustworthy employee. Although he had multiple opportunities
to defraud The Village Bookstore, he never did so. An external consultant from a local
accounting firm pointed out the bookstore’s internal control weaknesses and the company
corrected them before they experienced significant financial losses.
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CRITICAL THINKING

In Chapter 1, I suggested three reasons why AIS is an important area of study for future
accountants; one of those reasons was that AIS provides an important introduction to an
organization’s business processes. Here’s a brief review of the processes I laid out there:

* Acquisition/payment process. In this process, organizations acquire and pay for assets
such as inventory and equipment. Associated documents include purchase requisitions,
purchase orders, and receiving reports.

* Conversion process. For organizations that manufacture a product, the conversion pro-
cess encompasses activities related to the manufacturing operation. Direct material,
direct labor, and overhead are combined to create finished goods that are sold to
customers. Documents associated with the conversion process include materials requi-
sitions and labor time tickets.

* Financing process. In the financing process, organizations issue debt and equity secur-
ities to meet some of their cash needs. If an organization is issuing its stock for the very
first time, they must use a prospectus as part of their initial public offering.

*  Human resources process. All employee-related activities are part of the human
resources process: interviewing, hiring, paying, evaluating, and managing separation
from the company. In the payroll function, we use documents like Form W-2 and the
payroll register.

* Sales/collection process. An organization wouldn’t survive long if it didn’t sell goods
and services to its customers. The sales/collection process encompasses those activities,
as well as related cash collections. Associated documents include customer invoices,
remittance advices, and bank deposit slips.

Each process has its own set of risks that should be addressed with various internal con-
trols. And, many organizations use a risk/control matrix like the one in Table 3.2 to lay
them out. Table 3.2 is just one good way to organize a risk/control matrix; in other words,
it is illustrative, not definitive.

TABLE 3.2 Risk/Control Matrix

Risk Category Internal Control
Risk (Brown) Internal Control Purpose Comments*
Theft of inventory Liquidity risk Separation of duties Preventive Acquisition/payment
process
Spoiled raw materials  Liquidity risk Establish proper Preventive Conversion process
storage conditions
Dividends paid to the ~ Human error risk  Internal audit of Detective Financing process
wrong shareholders shareholder database
Disclosure of the Systems risk Data encryption and Preventive Human resource process
database of firewalls
employees’ Social
Security numbers
Granting credit Credit risk Established procedures  Preventive Sales/collection process

inappropriately for granting credit,
including a separate
credit department

*The “Comments” column can include virtually any text you’d like; it doesn’t have to be limited to the name of the associated business process.
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Identifying risks and establishing internal controls require strong critical thinking skills
and some experience in organizations. I encourage you, as you go about your normal tasks,
to think about how both you and the organizations with which you interact are exposed to
risk, and consider the internal controls needed to address them.

Summary Here is the usual chapter summary, structured according to the learning objectives:

1. Define internal control and explain its importance in the accounting information sys-
tem. Internal control refers to the ways an organization keeps its assets safe and ensures
that everyone follows established organizational procedures. Without solid internal con-
trol in the AIS, an organization can open itself up to fraud. Weak internal controls also
necessitate more extensive auditing procedures.

2. Explain the basic purposes of internal control. Internal control has four basic purposes:
(i) to safeguard assets, (i7) to ensure financial statement reliability, (iii) to promote oper-
ational efficiency, and (iv) to encourage compliance with management’s general and
specific directives.

3. Describe and give examples of various kinds of risk exposures. Taxonomies for classify-
ing and describing organizational risks are numerous in the literature and in practice.
Brown advanced a four-part structure: financial risk, operational risk, strategic risk, and
hazard risk. Financial risks include not having sufficient cash on hand to meet short-
term obligations. Operational risks concern (among other things) the possibility that
people will make mistakes. Strategic risks include entering a market not aligned with
organizational strategy. Hazard risks relate to fraud and errors committed by the board
of directors and/or company management.

4. Prepare a simple risk/control matrix. Table 3.2 in this chapter’s “Critical Thinking” sec-
tion illustrates a simple risk/control matrix.

5. Summarize and explain the importance of COSO’s 2013 Internal Control—Integrated
Framework. The framework has five parts: control environment, risk assessment, con-
trol activities, monitoring, and information and communication. It gives managers com-
prehensive guidance on internal control by defining internal control, explaining the five
parts and laying out principles to follow for each part. The COSO framework is widely
used in all types of organizations.

6. Critique existing internal control systems and design effective internal controls. This
process starts with a comprehensive risk assessment. Managers must then consider vari-
ous responses to risk, as well as the cost—benefit relationship of various internal controls.
As with most issues we study in accounting information systems, the design, imple-
mentation, and evaluation of internal controls is at least as much “art” as “science.” The
question most managers face in most organizations is not Which internal controls are
the “right” ones? but Which internal controls can [ implement in a cost- effective way to
provide reasonable assurance of information integrity, asset safety, and procedural
compliance?

As you consider the end-of-chapter materials that follow, try not to “second guess” me or
your AIS instructor; try, instead, to put yourself in each situation and come up with the
most original solutions you can.
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End-of-Chapter 1. Reading review questions.
Activities a. What is internal control? Why is internal control important in organizations?

b. What are the four basic purposes of internal control? Give an example of each one.

c. List and discuss four broad categories of organizational risk exposures. For each broad
category, suggest two examples.

d. What is COSO? Why is the work of COSO important in internal control?

e. Prepare a response to the questions for this chapter’s “AlS in the Business World.”

2. Multiple choice review questions. Please select the best answer for each question.

1. Which of the following legally requires management to assess a company’s internal controls
annually?

a. Foreign Corrupt Practices Act
b. Brown’s risk taxonomy
c. COSO Internal Control framework
d. Sarbanes-Oxley Act
2. Which of the following is a type of financial risk according to Brown’s taxonomy?
a. Credit risk
b. Systems risk
c. Legal and regulatory risk
d. Business strategy risk
3. In the COSO Internal Control framework, the “tone at the top” is most closely related to:
a. Monitoring.
b. Control environment.
c. Control activities.
d. Information and communication.
4. To develop and sustain a strong control environment, managers and others should:
a. Be committed to integrity and ethical behavior.
b. Demonstrate a commitment to competence in carrying out their duties and responsibilities.
c. Maintain a consistent, appropriate management philosophy.
d. All of the above.
5. All of the following are basic purposes of internal control except:
. Eliminating fraud.

a
b. Ensuring reliable financial statements.
c. Promoting operating efficiency.

d

. Safeguarding assets.
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3. Reading review problem. Enron was one of the most publicized fraud cases of the late
20th century; it was so serious that it not only led to its own demise, but to the dissolution
of Arthur Andersen, one of the (then) “Big Five”” CPA firms. Enron and related cases led
to the most sweeping legislation impacting the accounting profession since the 1930s:
the Sarbanes-Oxley Act of 2002. In “Trials and Tribulations of Enron and S-Ox” (Forbes,
23 January 2006), Pitt stated: “The principal deficiencies that led to Enron’s demise are
easy enough to catalog. They include . . . a serious lack of meaningful internal controls.”
a. What is internal control?

b. Explain the importance of COSO’s 2013 Internal Control—Integrated Framework in estab-
lishing strong internal control.

c. Consider the following risk exposures at Enron: insufficient cash for operations, fraudulent
accounting, too close a relationship with auditors, declines in stock price. For each risk
exposure, indicate the relevant category of the Brown taxonomy; suggest at least one internal
control to address the risk.

4. Making choices and exercising judgment.

a. Consider the four vignettes presented in the last section of the chapter. For each one, sug-
gest one additional internal control procedure. Discuss whether the procedure you suggest
is preventive, detective, or corrective; also identify the type of risk it is designed to control
based on the risk categories discussed in the chapter.

b. Hassan and Ashok are employed by one of the Big Four CPA firms. Both have recently
earned their CPA licenses, however, and are considering starting their own practice. Using
Brown’s risk taxonomy, identify and describe at least five risks Hassan and Ashok must be
aware of if they start their own business. For each risk you identify, suggest one or more
internal controls that could ameliorate it.

5. Field exercises.

a. Through observation and/or interview, collect information about internal control over
inventory from a local retail establishment such as a bookstore, coffee shop, or discount
store. How does the information you collected about processes, procedures, and documents
align with the information presented in the chapter?

b. Read the articles listed below about actual internal control breaches. In each case, suggest at
least two internal controls the company needs to institute.

i. “Big Banks Face Fines on Role of Servicers,” The Wall Street Journal Online,

16 February 2011.

ii. G. Heslop and L. Kapp, “An Institutional Response to Fraud, Scandal and
Embarrassment—The Dallas Independent School District Procurement Card Case,”
Journal of Leadership, Accountability and Ethics, December 2010.

iii. B. Leonard, “When HR Goes Bad,” HR Magazine, January 2011.

c. Consider one or more of the following cases. Identify the internal control weaknesses and
suggest internal controls to address them. (The dates in parentheses are for posts on my AIS
blog where you might start your research.)

i. Bernie Madoff (28 June 2012)

ii. First Priority Credit Union (9 November 2012)
iii. Graduate Assistance and Consolidation (6 November 2012)
iv. Olympus Camera (26 September 2013)

d. Access the executive summary of the COSO internal control framework on the COSO Web
site (www.coso.org). For each section of the framework, summarize the associated princi-
ples of internal control.

6. Internal control has four basic purposes: safeguarding assets, ensuring financial statement
reliability, promoting operational efficiency, and encouraging compliance with management’s
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directives. Consider each of the internal control procedures described below. For each pro-
cedure, indicate which purpose(s) of internal control it is designed to address.

Conducting surprise cash counts.

Creating a policy manual.

Creating separate departments for purchasing inventory and receiving inventory.

Deleting an employee’s computer account when the employee retires or is fired.
Employing internal auditors.

Installing virus cleaning software on all computers.

Locking filing cabinets with sensitive documents.

S@moe ae op

Performing background checks on employees.

-

Reconciling the bank statement monthly.

j- Requiring all management employees to take annual vacations.

7. Visit the Web site of the Wild Cat Zoo in southern California (www.cathouse-fcc.org).
Classify each of the following risks using Brown’s taxonomy. Also suggest one or
more internal controls to address each risk. For each internal control you suggest,
specify which broad purpose(s) of internal control it satisfies, as well as whether it is
preventive/detective/corrective in nature. Explain your responses.

a. The zoo fails to attract a sufficient number of visitors.
b. One or more animals get sick.
c. The zoo’s Web site becomes unavailable due to a computer virus.

d. Promotional and educational literature contain errors of fact about the animals and the zoo’s
operating hours.

One of the animals escapes because a keeper fails to lock its cage securely.
An employee falsifies his/her credentials to obtain a position as a veterinarian.

The zoo’s admission prices are prohibitively high for school groups.

506 om0

The zoo loses its 501(c)(3) status with the Internal Revenue Service.

—-

The gift shop runs out of a popular souvenir item.
j- A disgruntled former volunteer attempts to set a fire at the zoo.

8. Do a Google search for the Fortune 100 companies. Choose two of the companies
from the list and prepare a risk/control matrix similar to the one illustrated in the
chapter. Include five to seven risks for each company you choose. (You’ll find an
example for Walmart Stores in the 25 September 2011 post on my blog.)

9. (CMA adapted, December 1992) In each of the following independent situations, identify
internal control deficiencies and make suggestions regarding their correction/improvement.
a. Many employees of a firm that manufactures small tools pocket some of these tools for their

personal use. Since the quantities taken by any one employee were immaterial, the individual
employees did not consider the act as fraudulent or detrimental to the company. As the com-
pany grew larger, an internal auditor was hired. The auditor charted the gross profit percent-
ages for particular tools and discovered higher gross profit rates for tools related to industrial
use than for personal use. Subsequent investigation uncovered the fraudulent acts.

b. A company controller set up a fictitious subsidiary office to which he shipped inventories and
then approved the invoice for payment. The inventories were sold and the proceeds deposited
to the controller’s personal bank account. Internal auditors suspected fraud when auditing the
plant’s real estate assets. They traced plant real estate descriptions to the assets owned and
leased and could not find a title or lease for the location of this particular subsidiary.

c. The manager of a large department was able to embezzle funds from his employer by car-
rying employees on the payroll beyond actual termination dates. The manager carried each
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terminated employee for only one pay period beyond the termination date so the employee
would not easily detect the additional amount included on the W-2 reporting of wages to
the Internal Revenue Service. The paymaster regularly delivered all checks to the depart-
ment manager, who then deposited the fraudulent checks to a personal checking account. An
internal auditor discovered the fraud from a routine tracing of sample entries in the payroll
register to the employees’ files in the personnel office. The sample included one employee’s
pay record whose personnel file showed the termination date prior to the pay period audited.
The auditor investigated further and discovered other such fraudulent checks.

10. (CMA adapted, June 1994) MailMed Inc. (MMI), a pharmaceutical firm, provides
discounted prescription drugs through direct mail. MMI has a small systems staff that
designs and writes MMI’s customized software. Until recently, MMI’s transaction
data were transmitted to a third party for processing on their hardware.

MMI has experienced significant sales growth as the cost of prescription drugs has
increased and medical insurance companies have been tightening reimbursements in
order to restrain premium cost increases. As a result of these increased sales, MMI has
purchased its own computer hardware. The computer center is installed on the ground
floor of its two-story headquarters building. It is behind large plate-glass windows so
that the state-of-the-art computer center can be displayed as a measure of the compa-
ny’s success, attracting customer and investor attention. The computer area is equipped
with high-tech fire suppression equipment and backup power supplies.

MMI has hired a small computer operations staff to operate the computer center.
To handle the current level of business, the operations staff is on a two-shift schedule,
five days per week. MMI’s systems and programming staff, now located in the same
building, have access to the computer center and can test new programs and program
changes when the operations staff are not available. As the systems and programming
staff are small and the work demands have increased, systems and programming
documentation are developed only when time is available. Periodically, MMI backs
up its programs and data files, storing them at an off-site location.

Unfortunately, due to several days of heavy rains, MMI’s building recently experi-
enced serious flooding, which reached several feet into the first floor level and affected
the on-site hardware, data, and programs.

Based on the preceding narrative, describe at least two specific computer weak-
nesses for MMI. For each weakness you identity, suggest a way to compensate for it.

11. (CMA adapted, June 1994) Richards Furniture Company is a 15-store chain, concen-
trated in the southwest, that sells living room and bedroom furniture. Each store has a
full-time manager and an assistant manager, who are paid on a salary basis. The cash-
iers and sales personnel typically work part-time and are paid an hourly wage plus a
commission based on sales volume. The company uses cash registers with four-part
sales invoices to record each transaction; the invoices are used regardless of the pay-
ment type (cash, check, credit card).

On the sales floor, the salesperson manually records his/her employee number and
the transaction, totals the sales invoice, calculates any appropriate discount and the
sales tax, and calculates the grand total. The salesperson then gives the sales invoice to
the cashier, retaining one copy in the sales book.

The cashier reviews the invoice and inputs the sale into the cash register. The cash
register automatically assigns a consecutive number to each transaction. The cashier
is also responsible for obtaining credit authorization approval on credit card sales and
approving sales paid by check. The cashier gives one copy of the invoice to the
customer and retains the second copy as the store copy. Returns are handled in exactly
the reverse manner with the cashier issuing a return slip when necessary.
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At the end of each day, the cashier sequentially orders the sales invoices and pro-
vides cash register totals for cash, credit card, and check sales, as well as cash and credit
card returns. These totals are reconciled by the assistant manager to the cash register
tapes, the total of the consecutively numbered sales invoices, and the return slips. The
assistant manager prepares a daily reconciled report for the store manager’s review.

Cash sales, check sales, and credit card sales are reviewed by the manager, who
then prepares the daily bank deposit. The manager physically deposits these at the
bank and files the validated deposit slip. At the end of the month, the manager per-
forms the bank reconciliation. The cash register tapes, sales invoices, return slips, and
reconciled report are then forwarded daily to the central Data Entry Department at
corporate headquarters for processing. The Data Entry Department returns a weekly
Sales and Commission Activity Report to the manager for review.

Please respond to the following questions about Richards Furniture Company’s
operations based on the preceding narrative:

a. What risks does Richards face?

b. If you were an unethical customer and/or employee of Richards, how could you defraud the
company given their current procedures?

c. What internal control strengths does the company possess? What risks are those strengths
designed to address?

d. How could internal control be improved at Richards?

12. (CMA adapted, June 1993) PriceRight Electronics Inc. (PEI) is a wholesale discount
supplier of a wide variety of electronic instruments and parts to regional retailers. PEI
commenced operations a year ago, and its records processing has been on a manual
basis except for stand-alone automated inventory and accounts receivable systems.
The driving force of PEI’s business is its deep-discount, short-term delivery reputa-
tion that allows retailers to order materials several times during the month to minimize
in-store inventories. PEI’s management has decided to continue automating its opera-
tions, but, because of cash flow considerations, this needs to be accomplished on a
step-by-step basis.

It was decided that the next function to be automated should be sales order process-
ing to enhance quick response to customer needs. PEI’s systems consultants suggested
and implemented an off-the-shelf software package that was modified to fit PEI’s cur-
rent mode of operations. At the same time, the consultants recommended and installed
a computerized database of customer credit standings to permit automatic credit limit
checks as the lingering recessionary climate has resulted in an increase in slow paying
or delinquent accounts. The new systems modules are described below:

Marketing. Sales orders are received by telephone, fax, mail, or e-mail and entered
into the sales order system by marketing personnel. The orders are automatically com-
pared to the customer database for determination of credit limits. If credit limits are
met, the system generates multiple copies of the sales order.

Credit. On a daily basis, the credit manager reviews new customer applications for
creditworthiness, establishes credit limits, and enters them into the customer database.
The credit manager also reviews the calendar month-end accounts receivable aging
report to identify slow-paying or delinquent accounts for potential revisions to or dis-
continuance of credit. In addition, the credit manager issues credit memos for mer-
chandise returns based on requests from customers and forwards copies of credit
memos to Accounting for appropriate accounts receivable handling.

Warehousing. Warehouse personnel update the inventory master file for purchases
and disbursements, confirm availability of materials to fill sales orders, and establish
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back-orders for sales orders that cannot be completed from stock on hand. Warehouse
personnel assemble and forward materials with corresponding sales orders to Ship-
ping and Receiving. They also update the inventory master file for merchandise
returns that are received by Shipping and Receiving.

Shipping and Receiving. Shipping and Receiving accepts materials and sales
orders from Warehousing, packs and ships the order with a copy of the sales order
as a packing slip, and forwards a copy of the sales order to Billing. Merchandise
returns received from customers are unpacked, sorted, inspected, and sent to
Warehousing.

Accounting. The Accounting Department comprises three functions relevant to this
narrative: Billing, Accounts Receivable, and General Accounting. Billing prices all
sales orders received, which takes approximately five days after order shipment. To
spread the work effort throughout the month, customers are segregated and placed in
30-day billing cycles. There are six billing cycles for which invoices are rendered dur-
ing the month. Monthly statements, prepared by Billing, are sent to customers during
the cycle billing period. Outstanding carry-forward balances reported by Accounts
Receivable and credit memos prepared based on credit requests received from the
credit manager are included on the monthly statement. Billing also prepares sales and
credit memo journals for each cycle.

Copies of invoices and credit memos are forwarded to Accounts Receivable for
entry into the accounts receivable system by customer account. An aging report is
prepared at the end of each billing cycle and forwarded to the credit manager.

The accounts receivable journal reflecting total charges and credits processed
through the accounts receivable system for each cycle is forwarded to General
Accounting. General Accounting compares this information to the sales and credit
memo journals and posts the changes to the general ledger.

Based on the preceding narrative:

a. Identify at least two internal control strengths of PEI’s system. Indicate why each is a
strength.

b. Identify at least three internal control weaknesses in PEI’s system. Explain the nature of
each weakness and recommend a way to address it.

13. Terminology. Please match each item on the right with the best item on the left.

1. Business strategy risk a. 1977 legislation
2. Foreign Corrupt Practices Act b. 2002 legislation
3. Information and communication c. A section of the COSO framework
4. Legal and regulatory d. Internal control example
5. Liquidity e. A group that offers advice about internal
6. Reasonable assurance control
7. Sarbanes-Oxley Act f. Organizational risk example
8. Separation of duties g. Poor decision making related to market
9. Systems competition
10. COSO h. Strategic risk category

i. Type of financial risk
j- What internal controls provide

14. Multiple choice questions.

1. Which of the following best explains the relationship between “monitoring” and “informa-
tion and communication” as the terms are used in the COSO [Internal Control framework?

a. Monitoring must be done by an individual, while information and communication must
be done by a group.
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b. Information and communication must be done by an individual, while monitoring must
be done by a group.

c. Monitoring involves ongoing changes to an organization’s internal control plan; infor-
mation and communication focuses on letting stakeholders know about current internal
controls.

d. Information and communication involves ongoing changes to an organization’s internal
control plan; monitoring focuses on letting stakeholders know about current internal
controls.

2. Which of the following best pairs a specific risk exposure with a category from Brown’s
taxonomy?

a. Company sanctions for violation for the Foreign Corrupt Practices Act, legal and regula-
tory risk

b. Failure to follow proper imprest systems procedures for petty cash, systems risk

c. Failing to give employees proper credit for their accomplishments, credit risk

d. Fundamental flaws in an entity’s marketing plan, market risk

3. A quarterly internal control newsletter published by the CEO’s office would most likely be
related to which element(s) of the COSO Internal Control framework?

a. Risk assessment, monitoring

b. Control environment, information and communication

c. Risk assessment, control environment

d. Monitoring, information and communication

4. Which of the following is most likely to benefit from a lockbox system as a form of internal
control?

. Mortgage lender

. Convenience store

. The IRS

. Home Depot’s corporate office

00 o

5. All of the following have a responsibility for promoting strong internal control in organiza-
tions except:
a. Independent auditors.
b. Internal auditors.
c. Executive management.
d. Stockholders.

15. Statement evaluation. Indicate whether each of the following statements is (i) always
true, (i) sometimes true, or (iii) never true. For those that are (ii) sometimes true,
explain when the statement is true.

a. Audits are less time consuming and less expensive in organizations with strong internal
control systems.

b. Document matching concepts can be applied to purchases of and payments for office supplies.

c. In companies with strong internal control, only one person has the authority to sign checks.

e

In the COSO Internal Control framework, control activities can be preventive, detective, or
corrective.

Information technology eliminates the need for internal control systems.
Internal controls prevent fraud.

Liquidity risk is more important than other types of risk.

oo

Preventive controls are more expensive than detective or corrective controls.

e

Properly implemented lockbox systems eliminate the need for bank reconciliations.
j- Reported weaknesses in internal control will lead to reductions in stock prices.
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16. Excel application. The internal audit department of JTJ Corporation set up an anony-

mous hotline for reporting suspected internal control breaches. After receiving several
tips through the hotline alleging breaches in JTJ’s purchasing department, internal
auditors decided to investigate. They collected the following data on purchase orders
issued in March 20x4:

Date P.O. Number Amount Date P.O. Number Amount
1 5001 $ 5,680 17 5020 $ 10,837
1 5002 6,936 18 5021 9,700
4 5003 6,346 18 5022 11,350
5 5004 6,360 18 5023 7,984
5 5005 5,524 19 5024 8,040
6 5006 6,863 19 5025 7,901
6 5007 5,058 20 5026 8,571
6 5008 6,753 21 5027 11,311
6 5009 6,675 22 5028 7,256
7 5010 6,583 23 5029 11,821
7 5011 6,595 24 5030 8,453
9 5012 6,485 25 5031 10,924
9 5013 5,555 26 5032 11,418
11 5014 6,631 27 5033 7,309
12 5015 6,906 28 5034 7,211
12 5016 6,479 29 5035 11,135
14 5017 6,568 29 5036 11,880
14 5018 6,485 30 5037 8,495
15 5019 5,418 31 5038 7,782

STUDENTS-HUB.com

Internal auditors suspect that purchase orders issued in the last half of the month are signifi-
cantly larger than those issued in the first half of the month.

Use Excel’s t-test function to determine if further investigation of a potential internal control
breach is justified.

Additional information and hints

* Access the data set on my AIS blog in the 3 February 2014 post.

* Do a two-sample test assuming equal variances.
* Check figure: calculated t statistic = —7.37.
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Chapter Four

Management Concepts

AIS in the Business World

Papa John’s International

Even in today’s health-conscious society, pizza is still a dietary staple for many college
students. And, according to the Motley Fool (www.fool.com), three companies
dominate the market; one of those three is Papa John's International. (The other two
are Pizza Hut and Domino’s.) Papa John's trades its shares under the symbol PZZA, and
holds about 7% of the market. As of 6 January 2014, Papa John's stock was trading
at just over $45/share, with a total market capitalization of $1.96 billion.

For an international company like Papa John's, consistency is very important.
Customers want consistent food, prepared in a consistent way, regardless of where
they purchase it. In addition, Papa John'’s faces a multitude of risks, many of which are
associated with its international operations. The company’s annual report of 2012
(http://irpapajohns.com/annuals.cfm) listed several risks, including:

¢ changes in consumer preferences or discretionary consumer spending could
adversely impact our results;

¢ food safety and quality concerns may negatively impact our business and
profitability;

e our expansion into emerging or under-penetrated domestic and international
markets may present increased risks.

In this chapter, we'll consider how organizations like Papa John's accomplish three
important tasks: managing risk, managing business processes, and motivating employees.

Discussion Questions

1. Why is the study of management concepts relevant to accounting information
systems?

2. How could Papa John's use COSQO’s enterprise risk management framework to
address the risks it faces?

3. What considerations should Papa John's keep in mind when it comes to ensuring
process consistency throughout its operations?

4. How can Papa John’s employ expectancy theory in motivating its employees?

63
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One of the fascinating and interesting things about AIS is its interdisciplinary nature. AIS
draws from accounting, to be sure, but also has connections to other areas of business, such
as information systems, management, and finance. In fact, I often point out to my own stu-
dents that there is almost no such thing in modern organizations as an “accounting problem.”
Rather, there are “organizational problems” that can, in part, be informed by accounting.
The next two chapters look at two areas with clear connections to AIS: management and
information systems.

In this chapter, we’ll look at three major topics: enterprise risk management (ERM),
business process management (BPM), and behavioral issues in AIS. When you’ve finished
studying the chapter, and completing the activities at its conclusion, you should be able to:

1. Summarize and explain the importance of COSO’s Enterprise Risk Management—
Integrated Framework.

. Define business process management, including a generalized model of BPM.
. List and discuss some basic principles of business process management.
. Explain expectancy theory.

W B~ W N

. Apply all three topics within the context of accounting information systems.

ENTERPRISE RISK MANAGEMENT

In Chapter 3, you learned about COSO and its Internal Control—Integrated Framework.
If you visited the COSO Web site (www.coso.org), you probably noticed that COSO has many
other publications beyond the internal control framework. In this section, we’ll take a look
at a second major COSO publication: the Enterprise Risk Management Integrated
Framework. The AICPA Core Competency Framework states that risk analysis is one of
the functional competencies all accountants need. According to COSO:

Enterprise risk management is a process, effected by an entity’s board of directors,
management and other personnel, applied in strategy setting and across the enterprise,
designed to identify potential events that may affect the entity, and manage risk to be within
its risk appetite, to provide reasonable assurance regarding the achievement of entity
objectives.

Notice that the definition of ERM mentions entity objectives. COSO discusses five catego-
ries of objectives for most organizations: strategic, operations, reporting, compliance, and
safeguarding of resources. The objectives and categories overlap, of course; also, not all cat-
egories are always under the direct control of management. Strategic and operations objec-
tives, for example, can be profoundly influenced by political and economic events around the
world. (You may recall similar language in COSO’s definition of internal control.)

Whereas the integrated framework for internal control had five components, the ERM
framework has eight, as shown in Figure 4.1. Like the five elements of the internal control
framework, the eight ERM elements are intimately linked to one another. Here’s the way
COSO describes them in the executive summary of the ERM documents:

Internal Environment—The internal environment encompasses the tone of an organiza-
tion, and sets the basis for how risk is viewed and addressed by an entity’s people, includ-
ing risk management philosophy and risk appetite, integrity and ethical values, and the
environment in which they operate.

Objective Setting—Objectives must exist before management can identify potential
events affecting their achievement. Enterprise risk management ensures that management
has in place a process to set objectives and that the chosen objectives support and align
with the entity’s mission and are consistent with its risk appetite.
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Internal environment:
overall organizational
attitude about ERM

Monitoring: ways to Objective setting: what an
ensure the ERM plan stays organization is trying to
relevant accomplish
Information and Event identification:
communication: ways to events that could interfere
share the ERM plan with achieving the objectives
Control activities: specific Risk assessment: chance
ways to manage risks that the interfering events
(events) will occur

Risk response: generic
ways to manage risks
(events)

Event Identification—Internal and external events affecting achievement of an entity’s
objectives must be identified, distinguishing between risks and opportunities. Opportuni-
ties are channeled back to management’s strategy or objective-setting processes.

Risk Assessment—Risks are analyzed, considering likelihood and impact, as a basis for deter-
mining how they should be managed. Risks are assessed on an inherent and a residual basis.
Risk Response—Management selects risk responses—avoiding, accepting, reducing, or
sharing risk—developing a set of actions to align risks with the entity’s risk tolerances and
risk appetite.

Control Activities—Policies and procedures are established and implemented to help
ensure the risk responses are effectively carried out.

Information and Communication—Relevant information is identified, captured, and com-
municated in a form and time frame that enable people to carry out their responsibilities. Effec-
tive communication also occurs in a broader sense, flowing down, across, and up the entity.
Monitoring—The entirety of enterprise risk management is monitored and modifications
made as necessary. Monitoring is accomplished through ongoing management activities,
separate evaluations, or both.

The objectives (strategic, operations, reporting, compliance, and safeguarding assets) rep-
resent what the organization is trying to accomplish. The eight components of the enter-
prise risk management framework help managers formulate plans for accomplishment.
Let’s consider what an ERM plan might look like for Papa John’s International.

1.

Internal environment. Papa John’s could establish a strong internal environment for risk
management in many ways. For example, management could discuss the importance of
risk management with staff; Papa John’s might also consider establishing a “risk man-
agement” department to demonstrate its commitment to ERM.

. Objective setting. As part of its strategic plan, Papa John’s might set a goal of expanding

into more international locations.

. Event identification. One thing that could interfere with the goal of expanding into more

international locations is lack of knowledge about language and culture.
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4. Risk assessment. The inherent (unmitigated) risk is high; even after employing some
risk management techniques, the residual (mitigated) risk is likely to be moderate.

5. Risk response. If Papa John’s decided to pursue its objective, it would necessarily be
accepting the risk of lack of knowledge; additionally, however, the company could
choose to reduce the risk through one or more control activities.

6. Control activities. To reduce the risk of not knowing about language and culture, Papa
John’s might establish and follow a policy of issuing international franchises only to
long-term residents of the relevant countries.

7. Information and communication. As in COSO’s Internal Control—Integrated Frame-
work, information and communication refers to how Papa John’s informs people of the
plan in its entirety. Posting the plan on its Web site, referring to it in employee manuals
and mentioning it in press releases are all effective ways to communicate the plan.

8. Monitoring. The final part of the ERM framework also shares similarities with the inter-
nal control framework. Papa John’s could delegate responsibility for monitoring the
ERM plan to a committee of the board of directors; the board committee might conduct
quarterly employee surveys to ensure the plan is still effective.

Notice that three elements of the ERM framework are concerned with the “big picture”
view: internal environment, information and communication, and monitoring. The remain-
ing five elements “hang together” as demonstrated in the example above. For each indi-
vidual objective (#2), an organization would identify one or more risks (#3). It would
assess the chance that the risks might happen (#4), then choose one or more generic risk
responses to manage those that are most likely (#5). Finally, the organization would get
more specific about implementing the generic risk responses (#6).

COSO’s internal control framework was well received in the business community; in
fact, many organizations (including Papa John’s) use the COSO internal control framework
as part of Sarbanes-Oxley Act of 2002 (SOX) compliance and SEC reporting. The
ERM framework was more sharply criticized because it was much more general. From my
point of view, the ERM framework had to be more general: The kinds of risks organizations
face and the ways they respond to them are much more diverse than matters related to inter-
nal control. While not every organization has identical internal controls, all internal control
systems are attempting to respond to the same four purposes we discussed in Chapter 3.

As with the internal control framework, you’ll find additional COSO ERM publications
on its Web site (www.c0s0.0rg).

NATURE OF BUSINESS PROCESS MANAGEMENT

Business process management has been defined in different ways, including:

* A business improvement strategy based on documenting, analyzing, and redesigning
processes for greater performance (SmartDraw.com, 2008).

* A systematic approach to analyzing, redesigning, improving and managing a specific
process (Harmon and Wolf, 2008, p. 12).

Notice the important ideas in each definition of BPM: improving performance, promoting
efficiency, responding to the needs of clients, and analyzing processes systematically and
strategically. BPM is relevant to the study of AIS because both are connected to an organi-
zation’s business processes. You may recall, from Chapter 1, that understanding business
processes is one of the reasons AIS is an important area of study for future accountants.
The AICPA Core Competency Framework mentions many skills related to BPM: research,
critical thinking, resource management, and others.
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Reflection and Self-Assessment

Consult at least two other sources that provide defini- sources and what you've just read, develop your own
tions of business process management. Based on those definition of BPM.

Although every BPM project is unique in some way, certain generic activities are com-
mon to most of them. Seppanen, Kumar, and Chandra (2005) suggested the following
sequence as a generalized model of BPM.

. Select the process and define its boundaries.

. Observe, document, and map the process steps and flow.
. Collect process-related data.

. Analyze the collected data.

. Identify and prioritize potential process improvements.

. Optimize the process.

~N N B W N

. Implement and monitor process improvements.

Here’s an example of how Papa John’s might employ those seven steps in managing its
business processes.

1. Select the process and define its boundaries. Let’s suppose Papa John’s wanted to improve
its process for evaluating franchise applications in the United States. Notice that the
boundary is established in two ways: by naming the exact process itself and by limiting it
to a specific geographic region. (Later in the book, when we talk about flowcharting,
you’ll again encounter the idea of a “boundary.”)

2. Observe, document, and map the process steps and flow. Papa John’s Web site (www
.papajohns.com) has an entire section devoted to describing the U.S. franchising process.
They would certainly use that material as a starting point; they would also want to talk to
some recent franchise operators to determine if the generic description is how things
“really” work.

3. Collect process-related data. As part of those interviews, Papa John’s would collect
data about how long the process takes. They could use an activity-based system to
calculate the cost of processing a new U.S. franchise application.

4. Analyze the collected data. Papa John’s would next look for bottlenecks in the process—
steps that are taking longer than necessary. They could also use the information
collected from interviewing franchise operators to identify places where the process
could be improved.

5. Identify and prioritize potential process improvements. Real-time and/or virtual focus
groups would yield some ways to improve the process of evaluating franchise appli-
cations. Papa John’s would prioritize those, perhaps based on their cost or their
potential impact.

6. Optimize the process. The team tasked with improving the process would redesign the
franchise application process based on one or more of the suggested improvements
from the prioritized list. Think of this step as designing the new process.

7. Implement and monitor process improvements. Once the new process was designed,
Papa John’s would implement it. Just as ERM and internal control plans must be moni-
tored, process improvements must also be monitored.

How is BPM related to your study of accounting information systems? Good question!
67
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Consider the following points to help understand why AIS students should know some-
thing about business process management:

1. BPM can assist managers in providing accounting information that conforms to ele-
ments of the FASB Conceptual Framework. Refer back to Figure 1.1, which illustrates
the conceptual framework. Managing business processes can ensure that relevant, reli-
able information is furnished in a cost-effective way.

2. BPM can help managers promote strong internal control. You probably recall that inter-
nal control has four main purposes, one of which is enhancing operating efficiency. Peri-
odically examining business processes to see how they can be improved helps achieve
that goal.

3. BPM frequently involves strategic uses of information technology, such as relational
databases, enterprise resource planning systems, and general ledger software. In the
Papa John’s example, the redesigned process might involve designing a relational data-
base that would monitor U.S. franchise applications.

4. BPM is a natural outgrowth of accountants’ intimate involvement with business pro-
cesses. As a future accounting professional, your work will frequently focus on business
processes: documenting them (flowcharts, data flow diagrams, REA models), designing
inputs and outputs for them (sales invoices, purchase requisitions, production cost
reports), and auditing them (financial, operational, compliance).

Next, let’s turn our attention to some fundamental ideas associated with business pro-
cess management.

BASIC PRINCIPLES

As part of my background research for this chapter, I interviewed my friend and former
student, Robert J. Eppele II. Robert is the chief information officer (CIO) for ERP Solu-
tions LLC; you can learn more about his company on its Web site: www.erpsolutions.net.
He shared these important ideas about business process management:

1. Understand how business processes interact with/support organizational strategy. As
you may have learned in a management class, “strategy” refers to the ways an organiza-
tion gains a competitive advantage in its markets. In today’s on-demand, knowledge-
driven economy, an organization’s business processes can be the keys in creating and
sustaining a competitive advantage in the marketplace.

2. Move away from the “we’ve always done it this way” mentality. Be open to alternatives.
Business processes often originate based on some organizational need. For example,
many medical offices have historically relied on paper documents for things like patient
charts and prescriptions; in the last decade, however, IT professionals have developed
cost effective, efficient ways to maintain those records electronically.

3. Enlist top management support; ensure that top management can describe current busi-
ness processes before trying to reengineer/maintain/modify the processes. We've
already talked about the COSO frameworks for internal control and enterprise risk man-
agement; in both frameworks, the “tone at the top” is an important factor. The same is
true for BPM: Without top management support, most efforts will be doomed to failure.
In addition, to support and lead BPM efforts effectively, top management needs to
understand the way things currently work in the organization.

4. Managing business processes is fundamentally about people, not technology or docu-
ments. It’s important to hire people who can think beyond their little pieces of the world
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and see how what they do fits into the “bigger picture.” BPM requires a holistic view of
the organization—one that moves beyond thinking about what’s best for your depart-
ment to thinking about how the organization as a whole can create value for its stake-
holders. Notice the connection between this principle and the AICPA Core Competency
Framework, which includes an entire category on ‘“broad business perspective”
competencies.

5. Don’t rely on external consultants to the exclusion of internal employees; value the
experience of people in the organization who are close to the process. This point might
strike you as a bit odd, since both Robert and I have worked as external consultants in
many organizations. But it is 100 percent true! Far too many managers, when confronted
with a complex problem, advocate hiring an external consultant as a first step. While
doing so has many advantages, external consultants rarely have the intimate familiarity
of internal employees when it comes to BPM. I've often found that a team approach,
combining both employees and consultants, produces very positive results.

6. When using consultants, make sure the task is well defined, with specific deliverables
defined by the company. This idea reminds me of something Lewis Carroll wrote in
Alice’s Adventures in Wonderland: “If you don’t know where you are going, any road
will take you there.” In other words, outcomes for a BPM project should be defined in
advance; otherwise, the project may grow out of control, costing both time and money
without achieving solid results.

7. Communicate early; communicate often. Deal immediately with objections/issues as
they arise. BPM, like most important organizational initiatives, needs to be an open,
transparent process. The best plans are developed by a team of people through a process
of dialogue and feedback, not by one or two people sitting in an office for several hours.

We’ll take a closer look at how the steps and principles of BPM are applied later in the text.

BEHAVIORAL ISSUES IN AIS

In Chapter 1, we took a brief look at the FASB conceptual framework; you’ll probably
recall “cost effectiveness” as one of the constraints on financial reporting. Costs associated
with an accounting information system come in at least three forms: behavioral, psycho-
logical, and financial. In this section of the chapter, we’re going to take a quick look at
behavioral issues in AIS. People have been trying to understand and explain human behav-
ior in organizations practically since organizations first existed. While this section alone
won’t make you an expert on the matter, it will provide a framework for understanding
some of the behavioral issues you’ll face in designing, implementing, and using account-
ing information systems.

So what are some of the behavioral issues associated with AIS? Consider the
following list:

* Many people are uncomfortable with change. So, if you are moving an AIS from paper-
based to technology-based, making a business process more efficient, or introducing
new internal controls, some folks will resist “on principle.”

* Fraud is a serious problem in all types of organizations. In its 2012 Report to the Nations
on Occupational Fraud and Abuse, the Association of Certified Fraud Examiners (www
.acfe.com) “estimated that the typical organization loses 5% of its annual revenue to
fraud. Applied to the estimated 2011 Gross World Product, this figure translates to
a potential global fraud loss of more than $3.5 trillion” (ACFE, 2012).
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* Business today is a global endeavor. So, people in organizations must learn new lan-
guages, cultures and customs. Violating a country’s/culture’s behavioral norms can be
both embarrassing and detrimental to conducting business there.

* When elements of an AIS change, people need to be trained in new technologies, pro-
cesses and procedures to be effective. Whether the training is done in a classroom or
online format, it involves human behavior.

Dozens, perhaps hundreds, of theories exist to help us understand human behavior. One
I’ve used a lot is Vroom’s expectancy theory (1964). It has stood the test of time both in
research and in practice—probably because it is easy to understand and is practical.
Expectancy theory says that motivation is the product of three factors:

* Expectancy: If I put in the effort toward achieving a goal, will I be successful?
o Instrumentality: If I achieve the goal, will I be rewarded?
e Valence: Do I value the reward?

Vroom put them together in a simple, yet elegant, formula to emphasize their
relationship:

Motivation = Expectancy X Instrumentality X Valence

Notice that the three factors are multiplied, not added, to achieve motivation. So, if just one
of the three factors is zero, motivation will be zero as well.

How would Vroom’s expectancy theory be applied within the context of accounting
information systems? Earlier in this chapter, you read about applying the COSO ERM
framework at Papa John’s International. Table 4.1 shows how the three elements of expec-
tancy theory might look in that context:

TABLE 4.1 Application of Expectancy Theory

Factor General Question Application to Papa John's

Expectancy If I put in the effort toward achieving a If we work with a consultant, will we be able to
goal, will I be successful? develop an ERM plan?

Instrumentality If | achieve the goal, will | be rewarded? | If we successfully develop the ERM plan, will we

manage risk and achieve our goals?

Valence Do | value the reward? Will managing risk and achieving our goals give us
something we want?

Reflection and Self-Assessment

Think about a goal you have tried / are presently trying analyze your motivation for achieving it. Be as honest
to achieve—perhaps earning your accounting degree. as you can be.
Use the elements of Vroom’s expectancy theory to
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CRITICAL THINKING

We’ve explored three related, but diverse, topics in this chapter: enterprise risk manage-
ment, business process management, and expectancy theory. Rather than trying to tie all
the three together in a case study, let’s relate each topic to something nearly every AIS
student considers important: taking exams. The test bank that accompanies this book
includes three question types for each chapter: multiple choice, problems, and short
answer. Within each question type, I've prepared questions at different levels of difficulty;
the harder the question, the less it relies on memorization and the more it requires critical
thinking. Many times, AIS students are a bit confused about how to “reason through” ques-
tions that require critical thinking, since prior accounting courses may have relied a lot on
memorization of textbook material. I hope the following three examples will help demys-
tify the process of preparing for exams.

Example 1: Multiple choice application question on ERM. An “application” question
requires you to use a concept in a new situation. To respond to an application question, you
need a firm foundation in the subject matter (ERM, in this case), but you need to do more
than simply memorizing facts. Here’s the question:

The COSO enterprise risk management framework comprises eight parts. If the second part
of an ERM plan based on the framework includes “increase inventory turnover,” which of the
following should be included in the third part of the plan?

a. Monitor inventory.

b. Inform and communicate with management about the problem.

c. Two vice presidents are fired for committing fraud.

d. Inventory is outdated.

The best answer is “d.” The second part of an ERM plan is “objective setting,” and the third
part is “event identification.” As you’ll recall from earlier in this chapter, “event identifica-
tion” is the part of the plan where we consider risk exposures—things that could happen
that would reduce our ability to achieve a goal. Notice how “a” and “b” use language that
appears in the ERM framework (monitor, inform, communicate). But, neither of those
choices identifies a risk exposure, which is what the question requires. Answer “c” does
identify a risk exposure, but it’s not related to increasing inventory turnover; in other
words, two vice presidents being fired will probably not interfere with the company’s abil-
ity to increase inventory turnover. “D” is the best choice; if inventory is outdated, the com-
pany may not be able to increase its inventory turnover.

Example 2: Fill in the blank analysis problem on business process management. An
“analysis” question requires you to separate a large block of material into distinct parts.
Analysis questions are more advanced than application questions; not only do they require
a firm foundation in the subject matter, but they also require you to differentiate relevant
and irrelevant material. Here’s a sample question:

Fei and Hassan were working on project with the goal of streamlining their company’s
payroll processing. The following were part of their initial conversations about the project:

1. First, we should decide what kind of information technology the new process will use.
2. Let’s keep the payroll supervisor informed as we develop a plan.

3. I wonder if streamlining the payroll process will allow us to compete more effectively in
our markets.

Indicate which statement(s) violate one or more of the principles of business process
management discussed in the chapter; for those that do, indicate which principle is violated
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in your own words. Record your answers in the table below. (The table below includes the
answers, as you can see. In an exam, of course, it would have just the column headings and
statement numbers filled in; your job would be to complete the remaining columns.)

Violates BPM
Principle (Yes
Statement or No)? Principle Violated (If Applicable)
1 Yes BPM should focus more on people than on technology.
2 No Not applicable
3 No Not applicable

This question requires more critical thinking than the “application” question. Not only do
you have to know the principles of BPM discussed in the text, but you also have to be able to
determine, through critical thinking, which statements exemplify them and which violate them.
Then, you should be able to summarize the principles in your own words, rather than simply
memorizing and repeating them. Statement 2 does not violate any of the principles; rather, it
upholds the idea that communication is critical in any BPM project. Likewise, Statement 3
links the BPM project to strategy, aligning it with the first of Eppele’s BPM principles.

Example 3: Short answer synthesis question on expectancy theory. In some ways, syn-
thesis questions are the opposite of analysis questions. Synthesis questions require you to
consider some material and organize it in a coherent way. They require you to create some-
thing from what may appear to be disparate parts—sort of like having the parts of a com-
puter spread out on a table, and building a working computer from them.

Here’s an example question:

Lee is an audit manager for a local CPA firm. Most of the members of Lee’s team are highly
motivated and do excellent work, but Marie frequently makes mistakes and slacks off. Lee had
a conversation with Marie in which Marie made the following comments: “I know I've been
messing up too much, Lee, and that’s no way to get promoted in the firm. I really want to get
promoted, though. So, if I really focus and start making fewer errors, will I get promoted?”’

Consider Marie’s comments through the lens of expectancy theory. Indicate which of her
comments provide examples of expectancy theory components; for any element not
represented, suggest a question or comment Lee should include in responding to Marie.
Record your answers in the table below. (As before, an exam problem would give you just
the table; your job would be to fill in the answers.)

Expectancy Theory

Element Example

Expectancy What is your plan for focusing and making fewer errors?
Instrumentality If I really focus and start making fewer errors, will | get promoted?
Valence | really want to get promoted.

This question is definitely the most advanced of the three. It requires that you know the
elements of expectancy theory, but it also requires you to recognize examples of each (an
“analysis” task). Because only two elements of expectancy theory are represented in
Marie’s comments (instrumentality and valence), you must also be able to create (synthe-
size) the third element (expectancy). And, that synthesis must be from Lee’s perspective—
not Marie’s. (Of course, the example I’ve included is not the only good response. See if
you can come up with another one on your own, and ask your AIS professor about it.)

I hope this section will help you understand the chapter’s topics more deeply and help
you prepare more effectively for exams.
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Summary
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This chapter has been all about the management issues you’ll need to consider in AIS
work. Here is a summary of its main points, organized based on the expected outcomes
from the beginning of the chapter:

1. Summarize and explain the importance of COSO’s Enterprise Risk Management—
Integrated Framework. COSO’s ERM framework comprises eight elements: internal
environment, objective setting, event identification, risk assessment, risk response, con-
trol activities, information and communication, monitoring. The framework is impor-
tant because it gives business professionals a structured, concrete way to manage risk
throughout the organization. It also allows them to change and adapt their risk manage-
ment procedures over time as internal and external environments change.

2. Define business process management, including a generalized model of BPM. BPM has
been defined in many different ways. Fundamentally, it is a set of ideas associated with
making virtually any business process more effective and efficient—helping ensure that
it creates value for organizational stakeholders. The generalized model of BPM dis-
cussed in the chapter comprises seven steps:

Select the process and define its boundaries.

. Observe, document, and map the process steps and flow.

Collect process-related data.

Analyze the collected data.

Identify and prioritize potential process improvements.

-0 &0 o

. Optimize the process.
g. Implement and monitor process improvements.
3. List and discuss some basic principles of business process management. The chapter
also presented seven basic principles of BPM:
a. Understand how business processes interact with/support organizational strategy.
b. Move away from the “we’ve always done it this way”” mentality.
c. Enlist top management support.
d

. Managing business processes is fundamentally about people, not technology/
documents.

o

Don’t rely on external consultants to the exclusion of internal employees.

—

. When using consultants, make sure the task is well defined, with specific deliver-
ables defined by the company.

g. Communicate early; communicate often.

4. Explain expectancy theory. Vroom’s expectancy theory is a way to understand and
explain human motivation in organizations. It comprises three elements: expectancy,
instrumentality, and valence. Motivation is the product of the three; if any one of the fac-
tors is zero, motivation will also be zero.

5. Apply all the three topics within the context of accounting information systems. All the
three areas can be applied in various ways when working with accounting information
systems. The ERM framework can be used to assess and respond to the various types of
risk discussed in Chapter 3 (financial, operational, strategic, hazard). Business pro-
cesses are central to AIS, you read in Chapter 1. (You’ll learn a lot more about business
processes in later chapters.) The principles of BPM outlined in this chapter can be used
to make those processes more effective and efficient. Since every AIS involves people
in some way, expectancy theory can be used to assess and increase motivation.
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End-of—Chapter 1. Reading review questions.
Activities a. What are the elements of COSQO’s enterprise risk management framework?
b. What is business process management? List and discuss the steps managers often use to
change a business process.
c. List and discuss seven principles of business process management.
d. What are the elements of expectancy theory? Give examples of each one.

e. In a format specified by your instructor, respond to the questions for this chapter’s “AIS in
the Business World.”

2. Reading review problem.

For better or worse, McDonald’s locations can be found all over the world. The corpo-
rate Web site (www.aboutmcdonalds.com) states: “At McDonald’s, we strive to be
more than just a restaurant—we’re a first job for many, a community partner, a model
for other restaurants around the world, and a company seeking new ways to fulfill our
brand promise of Quality, Service, Cleanliness, and Value.” Although most folks think
of McDonald’s as a place to buy fast food, the corporation itself is principally con-
cerned with establishing new locations; at present, McDonald’s operates in almost 120
countries around the world.

As with Papa John’s and other large, multinational organizations, consistency is
very important for McDonald’s. The company profile on the corporate web site states:
“McDonald’s customer-focused Plan to Win provides a common framework for our
global business yet allows for local adaptation. Through the execution of initiatives
surrounding the five elements of our Plan to Win—People, Products, Place, Price, and
Promotion—we have enhanced the restaurant experience for customers worldwide
and grown comparable sales and customer visits in each of the last 8 years. This plan,
combined with financial discipline, has delivered strong results for our shareholders.”
a. Use COSO’s framework to develop an enterprise risk management plan for McDonald’s

corporate office. Ensure that the risks you identify are focused on the corporate office, not

individual locations.

b. The corporate office has many business processes, including establishing new franchises,
paying dividends to shareholders and communicating with news agencies. Choose one
of those processes and at least three of Eppele’s basic principles of business process
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management. Explain how the process you chose should be aligned with the principles
you chose. Here’s an example:

Process: establishing new franchises
Principle: managing business processes is fundamentally about people

Alignment: in evaluating applications for new franchises, McDonald’s should consider the
education and experience of the person making the request.

c. Consider the process of establishing a new franchise from two perspectives: the person
requesting the franchise and the McDonald’s employee evaluating the application. In a for-
mat similar to Table 4.1 in the chapter, apply the elements of expectancy theory to explain
each party’s motivation.

3. Multiple choice review.

1. All of the following are elements of COSO’s enterprise risk management framework
except:
a. Fraud detection.
b. Objective setting.
c. Control activities.
d. Monitoring.

2. Which of the following steps typically occurs first in business process management?
a. Analyzing collected data.
b. Monitoring process improvements.
c. Defining process boundaries.

d. Optimizing the process.

3. When considering a business process management project, managers should:
a. Understand how business processes interact with organizational strategy.
b. Be open to alternatives.

c. Ensure that top management can describe current business processes before the project
starts.

d. All of the above.

4. All of the following are elements of expectancy theory except:
a. Expectancy.
b. Instrumentality.
c. Valence.
d. Conditioning.

5. Which of the following best exemplifies expectancy theory?
a. Motivation = Expectancy X Instrumentality — Valence
b. Motivation = Expectancy + Instrumentality + Valence
c. Motivation = Expectancy X Instrumentality X Valence
d. Motivation = Expectancy X Instrumentality/Valence

4. Making choices and exercising judgment.
America Online’s corporate Web site (http://corp.aol.com) states: “At AOL, we’re in
the business of making the Internet better—period. Through innovation and creativity,
we’ve raised the bar and set the standard for what we believe high quality content is on
the Internet.” AOL’s competitors include companies like Google and Yahoo.

a. Use COSO’s enterprise risk management framework to develop an ERM plan for AOL. For
“event identification,” include two events that have a “moderate” or “high” risk assessment.
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For the first event, suggest a control activity that will reduce the risk; for the second, suggest
a control activity that will share the risk.

b. AOL uses an electronic funds transfer system (EFTS) to process employee expense reim-
bursements and vendor invoices. Respond to the following questions based on some of the
steps in the generalized model of business process management:

i. Suggest two pieces of process-related data AOL might collect if it wants to revise the
process of reimbursing employee expenses.

ii. Explain what tools and techniques you would use to analyze the data you collect.

iii. Give one example of how AOL might improve its employee expense reimbursement
process.

c. Use the elements of expectancy theory to develop a brief summary you could use to present
your ideas to AOL’s corporate officers and motivate them to accept your ideas.

5. Field exercises.

a. The chapter discussed expectancy theory as a way of explaining motivation. But, researchers
and practitioners have suggested many other theories, such as Maslow’s hierarchy of needs,
Herzberg’s two-factor theory, and McClelland’s needs theory. Research one or more of those
theories (or others suggested by your instructor). Compare and contrast them to expectancy
theory.

b. Search the Internet and/or your school’s library to find an example of a successful BPM
project. Summarize the project. To what extent does the case follow the seven basic steps
suggested by Seppanen, Kumar, and Chandra? The BPM principles suggested by Eppele?

c. If you're like students at my university, you may be frustrated by some of your school’s
processes—such as the process of registering for classes, purchasing textbooks, or paying
fees. Use the steps and principles of business process management to suggest a way to
improve a process that frustrates you.

6. Enterprise risk management. Which element of the COSO ERM framework is most
closely associated with each of the following?
a. ALG Corporation bonds key employees.

b. Based on previous experience, TRG Corporation’s management believes the risk of inven-
tory shortages is moderate.

c. BPC Corporation implements a profit-sharing plan as a way to motivate managers to control
costs.

d. BRN Corporation’s board of directors hires a consultant to explain ERM.

e. CNV Corporation’s managers accept the risk of stock price decreases.

f. DTI Corporation holds quarterly staff lunches where employees discuss how they manage risk.
g

. EIV Corporation’s president organizes monthly meetings for managers to discuss books and
articles related to ERM.

h. FLM Corporation operates manufacturing plants on three continents.
i. FPO Corporation follows a top-down model for strategic planning.

j- HRP Corporation’s internal audit department assesses and tracks the effectiveness of its
ERM plan.

k. Management at CNV Corporation determines the probability of a decrease in stock value is
very high.

1. MGG Corporation occasionally hires a consultant to provide feedback on its ERM plan.

m. RCH Corporation’s enterprise risk management department prepares and distributes a
monthly ERM newsletter.

n. SSO Corporation reviews and revises its strategic plan annually.
0. TRG Corporation’s managers want to avoid inventory shortages.

p- WRL Corporation does not use data encryption in its wireless network.
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7. Expectancy theory elements. Which element of expectancy theory is described in each
of the following independent scenarios?
a. Anh completed the steps for licensure as a Certified Public Accountant and received a pay
raise.

b. Claudia completed a BPM project early; her boss said she could either have extra time off or
a small pay raise. Claudia chose the pay raise.

c. Ethan put in many extra hours in January and was pleased to be named “employee of the month.”
d. Lupe believes her company’s new general ledger software is too complex to master.

e. Mark changed his major from finance to accounting because he heard jobs are plentiful in
accounting.

f. Richard has stopped suggesting business process improvements because his ideas are never
implemented.

8. Expectancy theory and employee motivation.

In the previous problem, you identified one relevant element of expectancy theory.
Consider each scenario again; “fill in” the other two elements. Here’s an example:
Expectancy: Anh studied hard and took a review course that enabled her to pass the
CPA exam on her first attempt. Instrumentality: Anh completed the steps for licensure
as a Certified Public Accountant and received a pay raise. Valence: Anh celebrated her
pay raise with her family and close friends.

9. Business process management principles.
Which of Eppele’s seven principles is violated in each of the following independent
cases? Justify your responses. (Each case may violate more than one principle.)

a. Amanda objected to her company’s new approach to training because they had never used it
before.

b. Esther started a BPM project by looking for appropriate information technology tools.

c. Eugene, an entry-level employee, implemented a new system for taking inventory.

d. Jeff decided to change his company’s purchasing process because the current process
seemed too cumbersome.

e. Minh told the consultants for a BPM project to prepare and submit reports as they felt
appropriate.

f. Molly told her employees that all their concerns would be addressed at the end of the BPM
project.

g. Raul argued strongly that a proposed BPM project be managed by a consulting firm.
10. ERM plan.

In Chapter 3, Exercise 8, you developed a risk/control matrix for two of the Fortune
100 companies. Develop a full enterprise risk management plan for one of them; use
the COSO framework to structure your plan.

11. Terminology. Match each item on the left with the most appropriate item on the right.

1. Behavioral issues a. First step in BPM

2. Control activities b. Fraud & resistance to change

3. Define boundaries c. Key idea when using consultants

4. Expectancy d. Reduce, accept, avoid, share

5. Instrumentality e. Second step in BPM

6. Internal environment f. Specific actions taken to respond to risk

7. Map steps and flow g. The belief that effort will lead to success

8. Risk responses h. The idea that goal achievement leads to reward
9. Valence i. The value placed on a reward

0. J-

—_

Well-defined tasks Tone at the top
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12. Multiple choice questions.

13.

STUDENTS-HUB.com

1. In business process management, decision makers must collect and analyze data. Which of
the following tools would best be used to collect useful data?

a. Journal entries
b. Interviews
c. Financial statements
d. Expectancy theory
2. Employees of BRN Corporation are trying to convince the CEO of the importance of
enterprise risk management. The CEO comments: “I can’t really support this idea. Too many

organizations develop ERM plans, then put them on the shelf instead of implementing
them.” Which element of expectancy theory is reducing the CEO’s motivation?

a. Expectancy
b. Valence
c. Instrumentality
d. Motivation
3. The first step in business process management is to select the process and define its bounda-
ries. Which of the following is the best defined process within the context of BPM?
a. Selling assets
b. Posting journal entries to the ledger
c. Purchasing inventory
d. Financing operations
4. Which of the following is a key idea in both business process management and enterprise
risk management?
a. Defining the boundary
b. Accepting things as they are
c. Increasing efficiency
d. Involving company executives

5. Which of the following statements best exemplifies one of the principles of BPM?
a. First, we need to think about the software we’re going to use.
b. Let’s develop a proposal, then inform the CFO.
c. We'll need to select the BPM team carefully.
d

. This project should be quick and easy; we can wait and let everyone know about it when
we’re done.

Statement evaluation. Please indicate whether each of the following statements is
(1) always true, (ii) sometimes true or (iii) never true. For those that are sometimes
true, explain when/under what circumstances they are.

. Accountants are in the best position to determine reward valence.

. Both BPM and ERM require strong support from top management to be successful.

. Both the COSO internal control and ERM frameworks include monitoring.

BPM projects result in lower costs because they use information technology strategically.
Companies should avoid external consultants at all costs in BPM projects.

. Cost variance analysis can be used to analyze data in BPM.

. In developing an ERM plan, managers should always attempt to reduce risk.

50| - 0 0 o

. Production workers are in the best position to add value to a BPM project.
i. The COSO ERM framework is the only viable way of managing risk.
j- Vroom explained that human motivation depends on three factors.
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14. Excel application. THN Corporation wants to reorganize the process of issuing purchase
orders to make it more efficient. As part of collecting process-related data, the purchasing
manager generated the following:

P.O. Employee P.O. Dollar Processing
Number Number Amount Time (min)
801 234 388 41
802 234 289 46
803 234 156 38
804 237 132 36
805 237 166 41
806 237 129 42
807 240 300 23
808 240 149 25
809 240 328 47
810 240 423 40

Use Excel to prepare a pivot chart and pivot table that show the average amount of
processing time for each employee number. (You may consult the 3 February 2014
post on my AIS blog to download the data set if you don’t want to enter it yourself.)

Here’s a sample of how the pivot chart might look:
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concepts

AIS in the Business World
Google

As recently as 50 years ago, most people could not have imagined the technology that
is available to us today—technologies that are considered commonplace in today’s
world. Indeed, over 50% of the “millennial generation” has said they would rather
give up their sense of smell than give up their technology!

Google has been an “information technology staple” for many years. The company
did its initial public offering (IPO) in 2004, and has increased its stock price from $85
at the IPO to over $1000 per share today! The company's stock trades under the
symbol GOOG. Among the many information technology innovations associated with
Google are things like Chromecast, Google Glasses, Google Hangouts, and many
others. You can find a lot more information about Google’s history and operations at
http://www.google.com/about/companyy/.

Although Google prides itself on its culture of innovation, developing new forms of
information technology requires discipline and structure along with creative thinking.
In this chapter, we'll look at three important information technology concepts, often
using Google as an example for how to use them. The three concepts are: the systems
development life cycle, the capability maturity model, and factors to consider in
software selection.

Discussion Questions
1. What are the steps in the systems development life cycle? How might a company
like Google use them to develop a product like Gmail?

2. What is the purpose of the capability maturity model (CMM)? What are its levels
and why are they important from a systems perspective? Based on your own use
of Google products, how would you characterize Google's business processes
using the CMM?

3. What factors should an organization consider in evaluating Google products for
their own use?

80
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Early in your study of accounting information systems, you learned that most AIS have
five parts: inputs, processes, outputs, storage, and internal controls. But did you ever
wonder how those elements of the AIS come into existence in the first place? After all, they
don’t “spring full blown” like Minerva from the brow of Jupiter! (That’s your multicultural,
interdisciplinary lesson for this chapter. Hope you liked it.) And once the elements are in
place, how can we judge, in a macro sense, the extent to which an organization’s processes
need improvement? Finally, what factors should professionals take into account when
choosing which information technology to implement?

In this chapter, we’re going to explore three topics that help answer those questions: the
systems development life cycle (SDLC), the capability maturity model (CMM), and soft-
ware selection.

When you’ve finished studying this chapter, you should be able to:

. List and discuss, in order, the steps in the systems development life cycle.
. Explain the advantages and disadvantages of using the SDLC.

. Apply the SDLC in accounting contexts.

. List and discuss the levels of the capability maturity model.

. Classify organizations’ processes according to the CMM.

AN L AW

. Explain factors managers should consider when choosing IT for an AIS.

SYSTEMS DEVELOPMENT LIFE CYCLE

As the name implies, the systems development life cycle (SDLC) is a methodology
for designing, implementing, and maintaining virtually any kind of information system.
It’s certainly not the only such methodology; it may not even be the best methodology. But
many organizations use the SDLC in their systems projects, so you’re highly likely to run
across it in your career.

The SDLC comprises seven parts (see Figure 5.1):

Initiation/planning
Requirements analysis
Design

Build

Test

Implementation

Nown A WD =

Operations and maintenance

Although the seven steps appear very linear in nature, the SDLC is actually highly
iterative in practice—similar to systems documentation. In other words, information sys-
tems professionals don’t move from one step to another in a rigid way. Rather, they move
back and forth between the steps as needed in a specific project. So, for example, an orga-
nization might be engaged in testing, only to find that it must change the way a system is
built; or, a team might be partially done designing a system when it discovers that the
requirements analysis needs additional work.

Let’s look at each of the seven steps in more detail, along with how you might apply
them in an accounting information system:

1. Initiation/planning. Most systems development projects start because someone in an
organization recognizes an unfilled need. For example, a small organization might
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FIGURE 5.1
Systems Development
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have been using a checkbook as its only accounting information system. But if the
organization is growing, its needs for accounting information will quickly outpace the
capabilities of a simple checkbook. This first phase of the SDLC often includes a fea-
sibility study to determine if the project is possible from economic, operational, and
technical perspectives. The feasibility study results may be used to try to get the proj-
ect funded.

2. Requirements analysis. In requirements analysis, systems designers figure out what the
new system needs to accomplish. They may use a variety of tools at this stage, including
flowcharts and interviews with system users. The fundamental goal of requirements
analysis is to develop a clear set of objectives for the new system—in much the same
way that every chapter in this book starts with a set of objectives. The requirements
analysis for our fictional small organization, which we’ll call MCL Company, could
include objectives like “produce general purpose financial statements” or “prepare end-
of-year tax returns.”

3. Design. With the requirements analysis in hand, systems designers can begin to think about
how the system should look—how will screen layouts look, what kinds of documents are
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Enterprise resource
planning systems come
in different versions
based on generic organi-
zational types. For
example, PeopleSoft has
one version designed for
the needs of colleges
and universities.

This step may help you
understand the iterative
nature of systems devel-
opment more clearly, as
it may involve revisiting
earlier phases of the
SDLC.
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needed, what forms of internal control will be involved. Very often, the overall AIS is bro-
ken down into modules for design purposes; modules could be based on business processes
(e.g., sales/collection) and/or stakeholders (such as customers and employees). At this
point, MCL may decide to build a system “from scratch” or to evaluate “off-the-shelf”
software. Both approaches have costs and benefits. Building a system from scratch takes
time and may be expensive; off-the-shelf software may not be completely customizable to
a specific organization.

. Build. If the system is being built “from scratch,” this phase involves writing the actual

computer code. If an organization is using off-the-shelf software, like Peachtree, build-
ing probably includes customizing it to the particular organization. If you’ve worked
with general ledger software in your AIS course, you probably customized things like
the chart of accounts, inventory records, and personnel information. As a small organi-
zation, MCL Company may be more likely to use off-the-shelf software, particularly if
its needs are as generic as those mentioned in (2) above.

. Test. You probably wouldn’t want to buy a new car without test driving it first, right?

The same holds true for information systems! During the testing phase, users can
critique the system and make suggestions for its improvement. One of my former
students works for the U.S. Navy; when the Navy was preparing to implement new
software for procurement/purchasing, the software was installed on a few machines.
Users had the opportunity to work with the new software and make suggestions about
it. If MCL’s management decided to build a system from scratch using relational
database software, testing would involve setting up the database so users could “check
it out” before starting to use it. It’s much easier to make design changes at this stage
than it would be after the system has been implemented. If the information system has
been designed in modules, testing also helps ensure that the modules work well
together.

. Implementation. After any revisions based on testing, the system is at last ready for

implementation—for actual use by the organization to achieve the purposes set out
in requirements analysis. Managers have many choices when it comes to systems
implementation. They may, for example, run the old system and the new system
simultaneously for a time (parallel implementation). They may completely take
down the old system and put the new system in its place (direct cutover or “big
bang”). They may implement the system in modules, as well. MCL’s management
could continue using its simple checkbook system alongside its newly developed/
purchased system for a time. Even with such a parallel approach, MCL could use
modular implementation for the new system. Every implementation approach has
costs and benefits; there’s no “one right way” or even “one best way” to approach
this important task.

. Operations and maintenance. Information systems, particularly accounting information

systems, are dynamic. As people, processes, products, and services of the organization
change, the AIS should change along with them. For example, MCL’s management
might decide to incorporate at some point; at a minimum, incorporation would require
a change in the chart of accounts. Other issues to consider over the life of a new system
include internal control, accessibility for the disabled, and hardware and software
requirements.

Some descriptions of the SDLC break it down into more than seven phases. The U.S.
Department of Justice lists 10 steps in its SDLC (www.usdoj.gov/imd/irm/lifecycle/chl
htm#tparal.2); regardless of the level of detail, the same basic tasks are involved.
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Reflection and Self-Assessment

The SDLC has both strengths and weaknesses. Some estimating costs. What other strengths and weaknesses
of its strengths include strong control and opportunity can you identify for the SDLC?
for user input; weaknesses include rigidity and difficulty

Now, we’ll turn our attention to the capability maturity model.

CAPABILITY MATURITY MODEL

Humphrey first wrote The capability maturity model (CMM) was first suggested by Watts Humphrey
about the CMM in Man- jn the late 1980s. Humphrey was a software engineer, and he developed the CMM as a
;%glist?e Software framework to assess business processes in an objective way—with particular reference to
' government contractors and software projects. In the intervening years, the CMM has been
applied in many other organizational contexts: project management, software maintenance,
risk management, and business school accreditation. Whatever the context, the CMM has
five levels: chaotic, repeatable, defined, managed, and optimized (see Figure 5.2). Let’s

look at each level’s characteristics and apply them to accounting information systems.

e Level one: chaotic. These processes are unstable and noncohesive; think of this level as
an “every person for him/herself” mentality, or like a bunch of Lone Rangers in an organ-
ization. Individuals may be highly motivated and put forth extraordinary effort in making
a process “work,” but the organization’s processes as a whole are jumbled and confused.
As a graduate student, I did some consulting with small businesses that often had chaotic

FIGURE 5.2
Capability Maturity Level five
Model optimized

Level four
managed

Level three
defined

Level two
repeatable

Level one
chaotic
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accounting information systems. I recall one client, a marine supply business, in which
the AIS consisted of a shoebox full of receipts, check stubs, and other documents. And,
as a reviewed them, I discovered that the collection was incomplete. Hopefully, in your
professional career, you won’t run across an organization with such a chaotic AIS.

e Level two: repeatable. This level involves some planning; it may result in consistent
results over time. One way to recognize this maturity level is the development of “major
milestones” for projects and/or processes, with specific deliverables at each milestone.
If the marine supply business wanted to move from its chaotic AIS to this level, manag-
ers might focus on producing monthly financial statements. They could establish a
process for collecting source documents, making journal entries, and keeping account-
ing records up-to-date to achieve that goal.

* Level three: defined. In describing this level, Hurst (2007, p. 4) noted:

At maturity level 3, the standards and procedures for an individual project are derived
from organizational standards to suit that particular project. This is a key distinction
between levels 2 and 3. Both levels require project standards, procedures, and process
descriptions. In level 2, they might be unique to a project. In level 3, they are tailored
from broader organizational standards. It is expected in level 3 that processes will be
described in more detail and with more rigor. Management is expected to understand
relationships between processes and to collect detailed metrics of performance.

So, in the marine supply business, the accounting information system moves from being
a “necessary evil” to something that supports the organization in other ways. The business
would likely develop a procedures manual to standardize the way the AIS is maintained;
such a manual would be particularly useful during times of transition and expansion.

e Level four: managed. In level three, processes are defined but not measured. When an
organization moves to level four, its management develops metrics to establish goals
and control processes. When a process doesn’t achieve those goals, management can
look for ways to improve the process. The management of the marine supply business
might, for example, set a goal of producing quarterly financial statements within one
week of the end of each quarter. If the quarterly financials took longer than a week,
management would look for ways to improve the process to achieve that goal.

The idea of continuous e Level five: optimized. This level is characterized by a “continuous improvement” men-
improvement is called tality in the organization. At this level, organizations look at the “big picture” of process
kaizen in Japan. You improvement. Hurst (2007, p. 4) offered these comments: “A key distinction between
may have encountered level 4 and level 5 is the types of process variation that are addressed. At level 4, the
this idea in a cost ’
accounting or operations concern is with individual projects experiencing delays and variations. Level 5 organiza-
management course. tions develop processes to address the common causes of process delay and variation,
and to change processes to improve performance.” If our marine supply business moved
to this level, managers would think beyond the accounting information system, consid-
ering ways to improve other business processes. Level five is really about an attitude of

improvement—one that permeates the organization and affects nearly everything it does.

Reflection and Self-Assessment

You've started the process of entering the accounting profession by going to college. Based on the CMM levels, how
would you describe that process? Why? In formulating your response, consider that most practicing accountants
today follow a process similar to your own. For example, most earned a college degree in accounting; many pursued
certification/licensure as well.
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We’ll look more closely  Ideally, an organization will move all of its business processes sequentially through the
at business processes in - Jeyels. Since each level builds on those that precede it, skipping levels can be frustrating
Part Four of the text. . At th . i level thin th

Chapter 1 listed five com- and counterproductive. At the same time, processes at different levels within the same
mon processes as part of ~ Ofganization can create problem.s;. for example, a sales/collection process at level four
discussing why AIS isan ~ would be problematic if the acquisition/payment process was at level two.

important area of study
for future accountants.

INFORMATION TECHNOLOGY SELECTION

The eight issues here are  Managers need to consider two kinds of issues when they think about selecting an

but a small subset of appropriate form of information technology for their AIS: macro-level issues and
many considerations - icro-level issues. Figure 5.3 provides a list of all the factors we’ll consider in this
managers must weigh in ti

IT decisions. Later, section. . . . .
you’ll have a chance to Managers must first specify the need they are trying to meet with a new form of infor-
research and/or brain- mation technology. Often, company personnel want the “latest and greatest” form of infor-
storm additions. mation technology just because it looks cool or is fun to play with. But IT resources

represent a major investment of time and money for most firms, so establishing a clear
need is critical. Johnston (2003) offered the following insights in this area:

Notice how Johnston’s Assign the managers . . . to prepare a [needs analysis] for their sections. It should include all
comments tie into the the things they do—from invoice preparation to inventory operations. Using the data, ask
phases of the SDLC. them to prepare flowcharts to diagram how they perform those tasks . . . or even how they get

bottled up. During this analysis have the managers gather samples of every form . . . and
every report the current software produces. From this analysis you will be able to develop a
requirements definition—a detailed document that defines what your business needs.

Strategic fit is also important when investing in new information technology. As you
may know, a strategy indicates how an organization competes in its markets. Most good
strategic plans begin with a strong, yet concise, mission statement. For example, the mis-
sion of the McGraw-Hill Companies (www.mcgraw-hill.com) is to provide essential infor-
mation and insight that help individuals, markets, and societies perform to their potential.
A mission statement, as part of a strategic plan, explains why an organization exists; it
outlines how the organization plans to differentiate itself from its competitors. Investments
should align with (support) the organization’s strategic plan; that is, managers and employ-
ees should be able to state clearly how a given information technology fulfills the organi-
zational mission.

Personnel involvement is another key factor in new IT investments. Johnston (2003)
recommended two items in this area: a technology advisory committee and independent
consultants. While he considers a technology advisory committee essential, he states that
hiring an independent consultant may or may not be a good idea. A technology advisory
committee should, according to Johnston, comprise five to seven members from various

FIGURE 5.3
Factors to Consider Macro-Level Factors Micro-Level Factors
in IT Selection Need Cost

Strategic fit Adaptability

Personnel involvement Training

Financing Vendor reliability
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departments/functions/offices of the organization. Subcommittees also may be in order to
manage more focused tasks and involve more personnel. Employees on the committee
need not necessarily be technology experts, but they should be able to think globally for
the good of the company, rather than representing the (perhaps) parochial interest of their
own area.

Reflection and Self-Assessment

Under what circumstances would you want to hire an interview for an independent consultant; also, identify
independent consultant for an IT investment project? and discuss three adjectives that would describe the ideal
Suggest three questions you would ask during a selection consultant.

Finally, on the macro side of the equation, managers need to consider financing—how
do they plan to pay for the IT? Key questions here include

*  Will external funding be required for the investment?

e If so, how will the company raise it: debt or equity?

» Isleasing an option? If so, what are its advantages and disadvantages?
* Are any tax credits available based on the investment?

Well-developed, detailed operational and capital budgets will help address those issues.

Now, let’s look at some of the micro-level issues involved in IT investments. Most man-
agers will immediately consider cost when they think about micro-level issues. Cost,
however, is much broader than just the money spent for the investment. Managers need to
consider the total cost of information technology: its upfront cost, training, maintenance,
and customization, to name a few.

Adaptability is another micro-level issue managers need to consider. In other words, can
the proposed information technology be adapted effectively to the organization? Or will its
adoption involve major business process redesign? Investments in new IT are challenging
under most circumstances. But, if they disrupt or create change in the way a company does
business, they become even more so.

Employees need to learn to use a new information technology, so training becomes
another issue. How easy will it be to learn to use new hardware and/or software? Will the
training be provided by the vendor as part of the contract, or will the company have to pay
extra for it? Can the training be made available online, or does it require classroom
attendance to be effective? While a hardware or software vendor will certainly have
answers to most of those questions, many organizations seek answers from companies that
have already implemented the same or similar systems.

Finally, what about vendor reliability? Is the supplier of the technology a well-established,
reputable company? You don’t want to make a significant investment with a company only
to find them bankrupt or out of business within a few months or years. Naturally, no one can
predict those kinds of events with perfect certainty, so managers have to rely on their judg-
ment and independent data collection as assessment tools.

Sylla and Wen (2002) proposed a three-stage process for evaluating information
technology investments; their ideas are depicted in Figure 5.4.
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FIGURE 5.4
Sylla and Wen
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So how can you make sense of all those factors in an IT investment situation? I’ve often
used a weighted-rating technique as a guide. Here’s how it works:

Develop a list of factors that are important in your decision. I generally stick with
around five factors, but you could use fewer or more depending on the circumstance.

. Weight each factor on a scale from 1 to 10 based on its importance, with higher numbers

assigned to factors that are more important.

. Evaluate each piece of hardware and/or software on each factor. Assign each item a

score (again from 1 to 10) based on how well it fulfills the factor.

“score” for an individual item.

. Multiply the weightings by the ratings and add everything up to determine an overall

Use the weighted ratings as one input to your investment decision.

Here’s an example:

Factor Factor Weighting

Adaptability 7

Cost 8

Strategic fit 9

Training 9

Ratings

Software

package Adaptability Cost Strategic Fit Training Weighted Score
1 6 10 8 5 239
2 10 10 9 7 294
3 8 7 10 9 283
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So, in the preceding analysis, the numeric results argue in favor of software package 2.
Notice, though, that its “score” is very close to that of package 3. In cases such as this,
where the scores are so close, managers need to use judgment in making the final choice—
rather than slavishly following the numeric results.

CRITICAL THINKING

Vitalics is an internal control software application designed specifically for small business.
You can get more information about it in the 15 August 2013 post on my AIS blog, as well
as on the Web site of the company that developed it (Business Fraud Prevention LLC,
http://www.businessfraudprevention.org/vitalics.html). See Figure 5.5 below for a Vitalics
screen shot.

Let’s consider the three topics we’ve discussed in this chapter (SDLC, CMM, software
selection) through the lens of Vitalics.

A company considering adopting Vitalics to strengthen its internal controls might com-
plete the steps in the SDLC like this:

1. Initiation/planning. Whether in response to internal control breaches, recommendations
from auditors, or for some other reason, management of RCV Corporation recognizes a
need to improve internal control.

2. Requirements analysis. RCV could use one or both COSO frameworks (internal control
and/or enterprise risk management) to determine more specifically what it needs from
an internal control IT application. Those requirements could include items like these:

a. Costs under $300

b. Requires little or no specialized training
c. Specifically designed for small business
d. Updated regularly without cost

FIGURE 5.5

Vitalics Menu
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3. Design. RCV has at least two options at this stage. They can develop software on
their own or look for a suitable product. Clearly, that decision would be based on
many factors, including both cost and availability of the required expertise. For this
example, let’s assume that RCV decides to look for a suitable product. Through per-
sonal networking, Internet searches, and/or professional associations, RCV would
identify a few “candidates” based on the requirements analysis. The candidates would
go through RCV’s search process, and RCV would select one; let’s suppose Vitalics
is chosen.

4. Build. RCV would use the forms built into Vitalics and/or create its own forms, custom-
izing as necessary for its own operations. See Figure 5.6 below for an example of a
Vitalics form.

5. Test. RCV would give a few employees access to the Vitalics software and ask them
to use it. The employees would provide feedback to make the software more effective
for RCV.

6. Implementation. After testing, RCV would “roll out” the software to the rest of the
company.

7. Operations and maintenance. RCV would receive periodic updates to maintain the soft-
ware and, as needed, make additional changes to the forms and/or its own internal con-
trol processes to align them more completely.

Where would RCV (or any other organization) need to be on the CMM to benefit from
software like Vitalics? At the minimum, its internal control processes should be at Level
three: defined. When a process is “defined,” as the term is used in the CMM, it is widely
understood and used throughout the organization. Prior to implementing Vitalics, RCV
should have a clear internal control plan, perhaps based on the COSO framework. If RCV’s
internal control processes were more sophisticated (“managed” or “optimized” in the
CMM), they would benefit even more from using Vitalics.

Notice how the macrolevel and microlevel factors identified in Figure 5.3 are incor-
porated in the SDLC steps. The “micro-level factors™ are part of requirements analysis;
some of the macro-level factors (e.g., need) are included in other steps (e.g., initiation/

planning).
FIGURE 5.6 HATI G D E [FL G i H
Vitalics Form 1

2 ACCT-CRF
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Instructions: 1. Complete Part A of the Check Request Form
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Summary

STUDENTS-HUB.com

Here’s a look back at what we’ve covered in this chapter:

1. List and discuss, in order, the steps in the systems development life cycle. The SDLC
is a methodology many organizations use to develop and implement information
systems. It comprises seven steps, which are highly iterative in nature: initiation/
planning, requirements analysis, design, build, test, implementation, and operations
and maintenance.

2. Explain the advantages and disadvantages of using the SDLC. The SDLC is very struc-
tured and offers organizations a lot of control over information systems projects; in
addition, it is widely recognized and used in business. On the other hand, the steps in
the SDLC can take a lot of time to complete, thereby resulting in high costs relative to
other systems development strategies.

3. Apply the SDLC in accounting contexts. Since accounting is fundamentally an infor-
mation system, the SDLC steps can be applied to it. In the initiation/planning stage,
an organization would recognize the need for changes in its AIS—for example, the
need to generate a variance analysis or consolidate results from subsidiary compa-
nies. Requirements analysis focuses on what the system needs to accomplish; staying
with the variance analysis example, the system would probably need to generate
quantity and cost variances for product costs. Designing such a system gets still more
specific: What would a user see on the screen? Which source documents, paper or
electronic, would be required to collect the data? How would the data be input? Sys-
tems professionals would move next to building the system—actually putting together
the screens, documents, and programming code for computing variances. Users would
have the opportunity to fest the system prior to it being implemented with a parallel
approach, direct cutover approach, or some other approach. Finally, in operations and
maintenance, the system would be changed as the organization and its information
needs change.

4. List and discuss the levels of the capability maturity model (CMM). The capability
maturity model consists of five levels, each more sophisticated than the previous level:
chaotic, repeatable, defined, managed, and optimized.

5. Classify organizations’ processes according to the CMM. When an organization’s pro-
cesses are chaotic, they lack cohesion; each individual in the organization does what
seems best to him/her. Repeatable processes involve some standards and procedures,
but they are probably applied to a single project. When processes are defined, they are
connected to broader organizational standards; standards are developed and data are
collected about the process. Processes move to the managed stage when the collected
data are used to improve and control the process. When the idea of managing and
improving business processes is ingrained in the organization, becoming part of its cul-
ture, it moves to the last level of the CMM: optimized.

6. Explain factors managers should consider when choosing IT for an AIS. The chapter
considers both macro- and micro-level factors. Macro-level factors include need, strate-
gic fit, personnel involvement, and financing. Micro-level factors are cost, adaptability,
training, and vendor reliability. The weighted-rating technique can be used to balance
the factors.

When accounting information systems courses started becoming a part of undergraduate
accounting programs, they often focused on ideas common to all information systems like
the SDLC. Although the content of AIS courses has become more specific over time, those
ideas can still be an integral part of AIS study.
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End_()f-Chapter 1. Reading review questions.

Activities a. What are the steps in the systems development life cycle? What activities does each step involve?
What are the costs and benefits of using the SDLC?

How can the SDLC be useful in accounting information systems?

‘What are the levels in the capability maturity model? What characteristics distinguish each level?

‘What factors should managers consider when choosing information technology resources?

- ® a & o

Respond to the questions for this chapter’s “AlIS in the Business World.”

2. Reading review problem.
This chapter’s “AIS in the Business World” focused on Google. But, Google is not “the
only game in town” when it comes to information technology. According to “Apple,
Amazon and Google: The Competition Is Heating Up” by John Macris (30 April 2013,
http://beta.fool.com):

Fast-forward to present date, and Apple, Amazon, and Google are fiercely competing to
become the most powerful name in technology. The concrete borders that once
separated one company from another have been knocked down, and the areas of
distinction are becoming fewer (sic) as these businesses increasingly overlap.
Consumers frequently use the names of all three companies in the same conversation.

Products like Amazon Cloud and Amazon Prime compete very directly with products
like Google Drive and Google Shopping.

Consider the list of Google products at http://www.google.com/intl/en/about/products/.

Choose one as the basis for answering the following questions:

a. Use the steps in the systems development life cycle (SDLC) to explain how a company like
Amazon, Apple or some other firm would develop a product or service to compete with the
Google product you chose.

b. Does using the SDLC correspond to any particular level of the capability maturity model
(CMM)? Why, or why not?

c. Consider at least one macrolevel and one microlevel factor from Figure 5.3 in the context
of the product/service you suggested in (a). Prepare a short written summary and/or oral
presentation relating the factors to your product/service. (For example, how would you dem-
onstrate the “need” for your product/service?)

3. Multiple choice review questions. Please select the best answer for each question.
1. Which of the following SDLC steps occurs first?
a. Build
b. Design
c. Test
d. Operations/maintenance
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2. Which phase of the SDLC is most likely to include a feasibility study?
a. Initiation/planning
b. Requirements analysis
c. Design
d. Operations and maintenance

3. At which level of the CMM are project standards first derived from broader organizational
standards?
a. Chaotic
b. Repeatable
c. Defined
d. Managed

4. Which of the following phrases is most closely associated with the “optimized” level of the
CMM?
a. Lone Ranger
b. Continuous improvement
c. Necessary evil
d. Information technology

5. All of the following are macro-level issues to consider in IT selection except:
a. Financing
b. Need
c. Strategic fit
d. Training

4. Making choices and exercising judgment.

a. Business professionals have debated whether or not an organization should strive to
ensure that all its processes are “optimized” according to the CMM. What do you think?
Regardless of your response, what benefits might an organization realize at the earlier
levels?

b. Common forms of information technology in AIS include spreadsheets, databases and gen-
eral ledger software. List and discuss three AlS-related tasks you could accomplish with
each type of software; for example, you could develop a budget with spreadsheet software.

c. FTP (file transfer protocol) software is used to transfer files between a computer and the Inter-
net. In considering an FTP package, managers might consider factors such as cost, popularity,
documentation, and ease of use. Point your Web browser to www.download.com and identify
three FTP software packages available there. Evaluate them using the weighted-rating tech-
nique described in the chapter.

5. Field exercises.

a. The SDLC is only one methodology for designing and implementing information systems.
Others include rapid application development, open source development, joint applications
design, and prototyping. Investigate one or more of those alternatives. Describe it, then com-
pare and contrast it to the systems development life cycle.

b. Arrange an interview with an accounting or information systems professional in an
environment where you’d like to work after earning your degree. Ask your interviewee
to describe a business process in his/her organization. On your own, based on that
description, classify the process according to the capability maturity model. Explain
your classification.

c. Read “Commercializing the Back Office at Lloyds of London: Outsourcing and Strate-
gic Partnerships Revisited” in European Management Journal (April 2004, pp. 127-40).
Summarize the article’s contents in no more than one single-spaced page. Did Lloyds use IT
strategically? Justify your response.
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6. Capability maturity model classification. Several business processes are described
below. Which CMM level best characterizes each one?

a. Alastor owns a lawn care business. Each time he mows a client’s lawn, he sets a goal for how
long it should take.

b. Big State University was engaged in three building projects simultaneously: an addition to
the library, a new parking structure, and upgrades to the student center. Although each pro-
ject was over budget for both time and money, the university president focused on analyzing
the situation for the parking structure only.

c. CHL Corporation’s management team meets monthly to address issues of process improve-
ment and product quality.

d. Christina is a sales representative with clients all over eastern Michigan. At the beginning of
each day, she decides which clients she will contact that day and whether she will contact
them in person, over the phone, or via e-mail.

e. Hong and Meihua build wooden doghouses based on requests from clients. They frequently
disagree about the best way to build each one.

f. Magdy is the vice president of finance at TCH Corporation. At the end of each year, he
consults with the president and other vice presidents to determine the corporation’s optimal
capital structure. He then compares the optimal structure to the actual one, making recom-
mendations for needed changes.

g. Rodrigo, Miguel, and Ana own a mobile pet grooming service with eight employees. Every
quarter, as part of their overall quality improvement plan, they send two employees to a
continuing education seminar.

h. Sebastian is a manager at PPK Corporation. The last time he hired a new employee, he asked
his favorite current employee if any of her relatives were looking for a job; he then hired one
based on that conversation.

i. The payroll manager at BHN Corporation has proposed outsourcing part of the payroll func-
tion. In accordance with BHN policy, the manager prepared a flowchart of how the new
process would work.

j. When the production manager at STK Corporation suggested converting from a process-
costing system to a job-costing system, the vice president of operations asked how the
change would affect the amount of inventory available for sale.

7. Systems development life cycle. Which phase of the SDLC is described by each inde-
pendent case below?
a. Dolores used design specifications to create database tables for employee records.
b. Eric works at a “help desk” answering questions about patching issues in World of Warcraft.

c. Esther must decide how many “action buttons” to put on an Access form for entering pur-
chase requisitions.

d. Liliane completed several simulations of a new inventory control system, then made recom-
mendations for changes in how the system was designed and built.

e. Marcel prepared a leveled set of data flow diagrams for a new sales/collection process, then
used the set as a basis for discussion with the sales staff.

f. Tony wants to move from incremental budgeting to zero-based budgeting.

g. When the accounting staff of CHF Corporation arrived at work on Monday morning, their
old manual accounting system had been replaced.

8. Requirements analysis.

a. Jeff is the warehouse manager for Alta Pasa Unified School District; he wants an online
inventory tracking system for computers and other technology resources in the warehouse.
List and discuss at least five questions you would ask Jeff and his staff as part of the require-
ments analysis for the project.
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b. Amanda is a hypnotherapist in Dallas, Texas. She currently maintains her appointment
schedule in a paper-based calendar but wants to start using information technology for
that purpose. List and discuss at least five questions you would ask Amanda as part of the
requirements analysis for the project.

9. AICPA Top Technology Initiatives. Do a Google search for the AICPA Top Ten Tech-
nologies. Investigate the most recent list; describe the process used to develop the list.
Work with a group of students to investigate one or more of the technologies, sum-
marizing your work in a form specified by your instructor.

10. Terminology. Match each item on the left with the most appropriate item on the right.

1. “Ad hoc” processes a. Test (SDLC)

2. Business rules b. Risk of SDLC

3. Consistent project standards c. Repeatable (CMM)

4. Cost overrun d. Optimized (CMM)

5. Discrete project standards e. Managed (CMM)

6. Feasibility study f. Initiation/planning (SDLC)
7. Improvement part of organizational culture g. Design (SDLC)

8. Modular programming code h. Defined (CMM)

9. Simulations i. Chaotic (CMM)
10. Statistical project control j- Build (SDLC)

11. Multiple choice questions.

1. As a future accounting professional, which phase of the SDLC are you least likely to be
involved in?
a. Build
b. Requirements analysis
c. Operations/maintenance
d. Test

2. If a system does poorly during the testing phase of the SDLC, it may be due to issues in
I. Requirements analysis.
II. Design.

II. Build.

I and II only

II and III only

I and III only

I, II, and III

&0 o P

3. Which of the following is the best example of the “initiation/planning” stage of the SDLC?
a. “We need to use XBRL to produce financial statements.”
b. “We should adopt Peachtree as our general ledger software.”
c. “Let’s compare PeopleSoft with SAP.”
d. “Our inventory controls are weak.”

4. Which of the following statements is most true?
a. Failure of a new system is a bigger risk in direct cutover implementations than in paral-
lel implementations.
b. Failure of a new system is a bigger risk in parallel implementations than in direct cutover
implementations.
c. Smaller organizations should use parallel implementation more often than direct
cutover.

d. Larger organizations should use direct cutover implementation more often than
parallel.
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5. John plans to use the SDLC to develop a balanced scorecard for his department. Which stage
of the capability maturity model is John’s organization in?
a. Chaotic
b. Repeatable
c. Managed
d. Cannot be determined from the information given

12. Statement evaluation. Indicate whether each of the following statements is (i) always
true, (ii) sometimes true, or (iii) never true. For those that are (ii) sometimes true,
explain when the statement is true.

a. The systems development life cycle is the best way to develop new information systems.
b. The SDLC can never be used as a tool for managing business processes.

c. Interviews with system users can be an important element of requirements analysis.

d

. Results in the build stage of the SDLC may require an organization to revisit its requirements
analysis.

©®

Cost growth and schedule delays are risks associated with using the SDLC.

f. If the business processes in Department X are optimized, the business processes in Depart-
ment Y are also optimized.

g. An organization can move from repeatable processes to managed processes without having
defined processes.

h. An organization should move through the stages of the CMM sequentially.

i. An organization using activity-based management is at the managed stage of the CMM.

j- Publicly traded corporations are required to optimize their business processes for SOX and
the Foreign Corrupt Practices Act.

13. Excel application. AGN Corporation uses the systems development life cycle to develop/
select new forms of information technology for its operations; its technology acquisi-
tion process is considered “managed” based on the capability maturity model. AGN is
considering purchasing new software to track its sales and marketing function. Relevant
data about the software appear below:

Software cost $ 80,000
Additional revenue

generated annually 12,000
Annual cost savings 6,000
Anticipated life of the

software 5 years

AGN uses a discount rate of 3% in decisions of this type. Additional revenue and cost

savings are “net of tax.”

a. Use Excel’s NPV and IRR functions to calculate the net present value and internal rate of
return on the software. (Check figure: NPV is between $2,000 and $2,500.)

b. Should AGN buy the software? Why, or why not?

Comprehensive The fourth edition includes this comprehensive problem as a new feature; you’ll find one
Problem part of the problem at the end of each part of the text—that is, after Chapters 5, 8, 11, 14,
and 17. Each installment of the comprehensive problem will ask you to refer back to the
following narrative; each installment will have application questions based on the material
in the associated part of the text. As with all aspects of the book, I'm eager to hear your
feedback via email or comment in my AIS blog.

Part 1 of 5
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The comprehensive problem is based on Big Marker, a videoconferencing service based
in Chicago, IL. Their Web site is www.bigmarker.com. The narrative is divided into the
following sections: company description, internal controls, and business processes.

Company Description

Big Marker was started in 2010 by Mr. Zhu-Song Mei. Zhu was inspired to start the com-
pany by the need to communicate with his mother during a period of illness. The company
was initially financed by a group of angel investors and Zhu-Song; over time, it has
attracted additional investors. Big Marker is organized as a limited liability company, and
has 11 employees. Its organizational structure is fairly “flat,” as shown in the organizational

chart below:
Zhu-Song Mei
CEO
I
Justin Brown Bill Gloff
COO CTO
Support & Development
Marketing Team Team

Zhu-Song handles the financial recordkeeping using Quickbooks, and McGladrey (www
.mcgladrey.com) does an annual “compilation and review” for Big Marker. Big Marker
uses the standard service company chart of accounts built into Quickbooks for its transac-
tion processing. (The chart of accounts is block coded.)

Big Marker is organized into a collection of “communities,” which are based on com-
mon interests/goals. Each community has at least one organizer; for example, my com-
munity is called “Bob Hurt Education Community.” Additionally, one organizer can
participate in/create multiple communities. Communities host meetings and webinars at
the organizer’s discretion; meetings are designed for collaboration, while webinars are
typically structured as interactive presentations. As of early 2014, Big Marker had
between 5,000 and 10,000 communities, and hosted 1,000-2,000 meetings/webinars
monthly.

Internal Controls

Big Marker employs several internal controls to safeguard its assets, ensure reliable finan-
cial reporting, promote operating efficiency and encourage compliance with management
directives. Here are some controls Big Marker employs, presented in alphabetic order:

1. Asset tracking. If a Big Marker employee wants to remove an asset from the office
temporarily, one of the C-suite officers must authorize it. Additionally, approved assets
must be signed out with the building’s security staff. (Big Marker is one office in a
large office building.) Finally, all assets are logged in both QuickBooks and a locally
maintained spreadsheet.

2. Cash handling. Big Marker employs several internal controls to help safeguard its
cash. For example, the office handles no actual cash; everything, from cash collections
to payroll, is handled electronically. Big Marker maintains two separate cash accounts:
one for the payroll at Chase (www.chase.com) and one for the operating expenses at
Bank of America (www.bankofamerica.com).
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3. Employee expense reimbursements. Zhu-Song personally reviews all requests for
employee expense reimbursements; common requests include office supplies, party
supplies, laptop accessories, and travel and entertainment costs. Approved reimburse-
ments are processed as part of the payroll with ADP; employees log into the system
and enter the data. (See “payroll processing” later in this list for details.)

4. Employee manual. All new hires get an employee manual. The manual lays out a few
“common sense, minimal policies,” but the overall atmosphere at Big Marker is very
friendly and casual. Employees are very passionate about the work they and the
company do.

5. Information technology. Big Marker uses state of the art computer servers for its oper-
ations. It uses both colocation and cloud computing for its servers.

6. Payroll processing. In addition to maintaining the dedicated payroll account at Chase,
Big Marker promotes strong internal control over the payroll process by outsourcing it
to ADP (www.adp.com). Individual employees log into ADP’s system to submit their
hours and other information; ADP processes the payroll on a monthly basis, and all
Big Marker employees are required to have checks direct deposited in their bank
accounts. No paper checks change hands for payroll. The company offers a standard
benefits package, including health insurance.

7. Staff meetings. Big Marker holds weekly staff meetings to discuss issues and priorities
facing the company.

You’ll find additional elements of internal control in Big Marker’s terms of use at https://
www.bigmarker.com/terms.

Business Processes

In addition to the payroll process described above, common business processes at Big
Marker include purchasing servers, starting communities, monitoring communities, and
paying company bills (such as advertising and rent).

When Big Marker wants to purchase a new server, employees first develop their require-
ment specifications (e.g., processing speed, available memory). They use those specifica-
tions to choose a server from a vendor such as Dell (www.dell.com). Big Marker orders the
server online, and accepts delivery when the server is ready.

When an organizer starts a new community, Big Marker sends an automatically gener-
ated email with details about how to host events and related matters. Each community is
assigned a “community hero”—a Big Marker employee available to answer questions and
guide the organizer in relevant tasks. All new communities receive a free 14-day trial of
Big Marker, after which their credit card (submitted during the community creation pro-
cess) is billed for a nominal monthly fee of $20. Big Marker then attempts to charge the
credit card each month for the fee. If billing fails, Big Marker sends another automatically
generated email stating that they will try to bill the credit card every three days for 15 days;
if billing still fails, the community is suspended. Community organizers have the option of
selling tickets to their events; if they do, Big Marker retains 10% of the total ticket revenue.
Similarly, community organizers may charge community dues to members; Big Marker
also retains 10% of that revenue. Big Marker also will attempt to find “corporate sponsors”
for communities; a corporate sponsor would contribute funds to maintain and help run the
community, and all those funds go directly to the community itself.

Big Marker also monitors each community’s activity. If a community hosts no events
for two months, the organizer(s) receive an email offering assistance. Big Marker queries
its database to determine which communities fall into that category. The “average” mem-
ber of Big Marker belongs to three or four communities; communities have no upper limit
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as to membership. Similarly, each member may join as many communities as he/she
wishes. Although each community has just one “community hero,” the same community
hero may serve in that capacity for multiple communities.

All bill-paying activity at Big Marker happens electronically in one of the three ways:
via the company’s credit card, via automatic debit from the Bank of America operating
account, or via electronic check from the Bank of America operating account.

Part One Questions
1. Accounting information systems have five generic parts. Based on the preceding nar-
rative, information on the Big Marker Web site and your own critical thinking, provide
two examples of each of the five generic parts.
2. Big Marker uses the standard chart of accounts in QuickBooks to maintain its finan-
cial records.

a. Suggest specific account titles and account numbers for at least three accounts in each of
the following categories: current assets, plant assets, current liabilities, long-term liabilities,
equity, revenue, and expense.

b. Use the account titles and account numbers from (a) to suggest at least 10 transactions Big
Marker would commonly process. Indicate, using the account names and numbers, how Big
Marker would record each transaction you suggest.

3. Consider the list of internal controls presented in the narrative. For each one, discuss:

a. Whether it is primarily preventive/detective/corrective in nature.

b. Which of the four purposes of internal control it is designed to achieve.

4. Use the relevant COSO frameworks to develop internal control and enterprise risk

management plans for Big Marker. For both plans, suggest control activities that are
not mentioned in the narrative.

5. Create a risk/control matrix for Big Marker using some combination of the internal
controls discussed in the narrative and any you created in the previous question.

6. How would you describe Big Marker’s business processes using the Capability
Maturity Model? Explain your classification.
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Chapter Six

Flowcharting

AIS in the Business World
Barnes & Noble

In Chapter 1, you read brief descriptions of five common business processes, including
the sales/collection process. Consider the systems flowchart below, which depicts
part of that process for Barnes & Noble (www.barnesandnoble.com). The process
would be very similar for most online booksellers.

Barnes & Noble online book sales process prepared by A. Student 17 January 20x4
Page 1 of 2

Customer Sales Dept.

—
( Start ) Inventory
database
Select Clarity
books customer
options
p.2
Book order Collect A
— payment

Email e i
database | ————— Verification Picking

email slip

End

Discussion Questions
1. What differentiates systems flowcharts from other flowchart types?
2. What conventions (i.e., common practices) are illustrated in the flowchart above?

3. Identify and describe the symbols used in the flowchart above. What other
symbols are commonly used in systems flowcharts?

4. Create a narrative description of the process illustrated in the flowchart.
102
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In practice, you may often be called upon to evaluate a system’s risk exposures; recom-
mend ways to achieve stronger internal control; and/or suggest one or more ways to make
a system more efficient and effective. In those situations, you’ll want a way to encapsulate
the essential features of an accounting information system: its documents, personnel
involved, information flows, and related technologies. As you read in the opening com-
ments for Part Two, we call that process “systems documentation.” In this chapter, we look
at the documentation used most widely in accounting practice: flowcharting.
When you complete your study of this chapter, you should be able to:

1. List and discuss the purpose and use of systems flowcharts, document flowcharts, pro-
gram flowcharts, and hardware flowcharts;

2. Explain the basic parts of and design considerations common to all types of flowcharts;

3. Identify and describe common symbols and information technology tools used in
flowcharting;

4. Discuss ways flowcharts impact the design, implementation, and evaluation of account-
ing information systems;

5. Create and interpret systems flowcharts.

A good flowchart is like a snapshot of an information system. It can tell you, at a glance,
where information originates, who handles the information, and how it is summarized for
decision making. Like most of the rest of AIS, flowcharting is at least as much art as sci-
ence. The keys are to make your flowcharts as easy to read and as understandable as pos-
sible and to develop them in sufficient detail to provide an accurate picture of what’s going
on in an accounting information system. In terms of the two broad purposes of systems
documentation (understanding business processes and understanding the database), flow-
charts are focused on the first (understanding business processes).

FLOWCHART TYPES AND CONVENTIONS

Basically, a flowchart is a graphical representation of some part of an information system. The
information system might be focused on accounting, production, human resources, or market-
ing; it might be related to a particular business process (such as the sales/collection process) or
project (such as hiring new employees). As you’ll learn in Chapter 17, understanding business
processes is a key element of financial statement auditing, so you’ll often run across flowcharts
in an audit. Flowcharts have been used by information technology professionals for years to
document computer programs; they also can be used to depict the hardware associated with a
computer information system. According to Bradford, Richtermeyer, and Roberts (2007), at
least 60% of practicing management accounting professionals use flowcharts in their work.
Flowcharts often are classified by their overall purpose and function:

« Systems flowcharts give the user a “big picture” look at an information system. Con-
sider, for example, the process you use to register for classes each term. You use certain
documents and types of information technology to select and register for classes; a sys-
tems flowchart would combine all of those resources with their related business processes.
The partial Barnes and Noble flowchart in this chapter’s AIS in the Business World is a
systems flowchart.

¢ Program flowcharts show the logic associated with a computer program. As an
accountant, you probably won’t have much to do with program flowcharts.

* Document flowcharts, as you might expect, show the various documents involved in a
system; they also portray the procedures performed on those documents. So, for example,
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a document flowchart might show your federal income tax return from the time you
receive a blank form through its eventual disposition with the Internal Revenue Service.

« Hardware flowcharts will probably be a minor concern in your accounting career as
well. They show the computers, printers, monitors, input devices, and other hardware
elements associated with an information system.

Reflection and Self-Assessment

What type of flowchart would be most appropriate in 4. Path of a sales invoice through an information
each of the following situations? system.

5. Origination, processing, and termination of a pay-
roll check.

6. Local area network configuration.
7. Employee evaluation process.

1. Steps in a Visual Basic program for producing finan-
cial statements.

2. Steps associated with purchasing inventory.

3. Relationships between a central server and desktop
computers.

Although two different people can look at the same business process and draw flowcharts
that are significantly different, they should generally observe some very common conven-
tions (habits) associated with good flowcharting:

1. Flowcharts should generally be read from top to bottom and left to right—the same way
you read a page in a book. Flowcharting, though, is a highly iterative process, meaning
that most folks don’t “get it right” the very first time. So, the design may not proceed in
such a neat and orderly fashion. But, when the final flowchart is produced, users should
be able to follow it easily.

2. Flowcharts should have plenty of “white space.” In other words, they shouldn’t be too
crowded on the page. If you’re like most accounting students, you’re thinking, “How do
I know if it’s too crowded? Is there a rule?” Well, no. Generally, if you think a flowchart
looks too crowded, it probably is. In that case, it needs to be broken up into more than
one page for easier reading.

3. Flowcharts should have a title. A bunch of symbols on a page can be confusing to read
and evaluate if you don’t know what they’re trying to present. So, it’s a good idea to title
your flowchart based on what it represents; for example, “Systems flowchart of the
employee evaluation process.” The title should also include the name of the company,
the date the flowchart was prepared, and the preparer’s name. If the flowchart spans
multiple pages, they should be numbered as “1 of x, 2 of x,” and so on.

4. Flowcharts should be organized in columns that depict areas of responsibility. For
example, purchasing inventory in most organizations involves departmental managers,
purchasing agents, and vendors. So, a systems flowchart that shows the purchasing pro-
cess would typically have three columns—one for each area of responsibility. Areas of
responsibility will most commonly be the names of departments/functions/job titles
within the organization; we don’t typically use a person’s name as a column heading.

5. Documents involved in a business process should have a clear origin and a clear termi-
nation. They shouldn’t appear “by magic” in the middle of a flowchart, nor should they
disappear from the system. Documents typically originate in one of two ways: (i) they
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enter the system from outside the system boundary or (ii) they are created by some pro-
cess within the system. They typically terminate in one of two ways, as well: (a) they
are filed (electronically or on paper) or (b) they cross out of the system boundary. (We’ll
talk about what a ‘system boundary’ is in a few pages.)

6. Rough drafts of flowcharts should be discussed by people involved in the process. Such
discussions serve as a “reality check.” They also help ensure that the flowchart is easily
understood by someone other than the designer.

Adhering to those six conventions will make your flowcharts a lot easier to read and under-
stand; they’ll also be considerably more useful in the design, evaluation, and implementa-
tion of accounting information systems.

FLOWCHARTING TOOLS AND SYMBOLS

Flowcharts can be designed using a variety of tools, both high-tech and low-tech. On
the low-tech end, you can draw a flowchart with paper and pencil. You also can use a
flowcharting template, which includes many common flowcharting symbols. While
manual methods are useful for “quick and dirty” starts at a flowchart, they can become
tedious and messy over time.
You can find more Fortunately, numerous software programs facilitate the preparation of good flowcharts.
information about Visio  Two programs I've found useful are Microsoft Visio and SmartDraw. Visio is part of
at hitp://support the Microsoft Office Suite, so it interfaces fairly well with other programs such as Word,
microsoft.com/ph/2529. PowerPoint, and Excel. SmartDraw is an independent software program, but it also does a
Check out SmartDraw i >
on its Web page: www good job with designing all kinds of flowcharts; generally, they also can be read by Office
.smartdraw.com. software. Of course, you can use just about any software package that has some graphics
capability to design a flowchart—even something as simple as PowerPoint! The advantage
of using a program specifically designed for flowcharting, like SmartDraw or Visio, is its
adherence to the flowcharting conventions discussed earlier. Additionally, flowcharting
programs typically have a wider variety of flowcharting symbols in their libraries than
other programs designed for different purposes. In most of Microsoft Office, you’ll find
flowcharting symbols under the “Shapes” command of the “Insert” tab.

Reflection and Self-Assessment

Point your Web browser to www.download.com. Search for flowcharting programs. Identify and describe two other
programs you could use to create flowcharts.

Because flowcharts represent a kind of “universal language” in information systems
design, implementation, and evaluation, they have some common symbols with specific
meanings. According to the American National Standards Institute (ANSI), flowchart sym-
bols can be divided into four groups: data, process, line, and special. Consider the symbols
shown in Figure 6.1, which are just a small subset of the many symbols associated with
flowcharting.

Now, let’s take a look at how the symbols are put together to construct an actual
flowchart.
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FIGURE 6.1 Connectors
Selected

Flowcharting Annotation On- Off-
Symbols page page

Generic Predefined
process process
m

Line
Database

Manual
process

Reflection and Self-Assessment

Consider the flowchart symbols in Figure 6.1. Which would 5. Load merchandise on truck by hand
you use for each of the following? (Some symbols may be 6. p.2, A

used more than once; others may not be used at all.) 7. Purchase order

1. By date 8. Reconcile bank statement

2. Customer check 9. Start

3. Grant credit? 10. To bank

4. In database?

FLOWCHART DESIGN STEPS

As you might suspect, there’s no “one right way” to design a flowchart. When I prepare a
flowchart, I normally follow this seven-step process:

1. Establish the system boundary. The system boundary is critical in designing a flow-
chart. Without a well-established system boundary, you end up “analyzing the world”
every time you draw a flowchart. The system boundary puts a virtual “box” around the
system; this process is sometimes called “delimiting.”
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In this chapter’s AIS in the Business World, the system boundary comprises just two
entities: the customer and the sales department. Notice the use of the terminator symbol
to send the picking slip across the boundary to the warehouse.

2. Determine column headings. Column headings, (“customer” and “sales department” in
the Barnes and Noble example) should focus on areas of responsibility—usually depart-
ment names, functions, or position titles.

3. List actions performed within each column. In this step, list what each department does
within the system. Notice that we haven’t yet begun thinking about how to represent
those actions with flowcharting symbols. It’s important to have a good, clear idea of
what goes on in the system before thinking about the symbols. Because flowcharting is
a highly iterative process, you might find it necessary to revisit the column headings at
this stage—always keeping in mind the system boundary so the flowchart doesn’t grow
out of control.

In the Barnes & Noble example, the customer selects books, creates the order and
receives the confirmation email. The sales department checks the inventory database to
determine if all the merchandise is in stock, collects payment OR clarifies customer
options, sends the verification email to the customer and sends the picking slip to the
warehouse.

4. Select appropriate symbols. Once 1 have the list of actions, I think about what flow-
charting symbols will best represent them. Please refer to Figure 6.1 for a few symbols
you’ll come across frequently.

a. Annotation. This symbol is used to add descriptive comments or explanations to a
flowchart. For example, an annotation might explain how often a connected process
occurs.

b. Decision. Decision symbols are used when a choice has a binary outcome; that is,
when it has only two options. Remember, therefore, that a decision symbol is NOT
used for every decision! Examples of choices with binary outcomes include “grant
credit” or “merchandise in stock.”

¢. Document. A document can be electronic or paper; remember that a document
should always have a clear point of origin AND a clear point of termination. If a
document includes an original and one or more copies, layer the document symbols,
ensuring that each one is properly differentiated (e.g., Copy A, Copy B).

d. File. Sometimes referred to as “merge,” this symbol should always indicate how the
documents are filed. Examples include by name or by date.

e. Generic process. This symbol can be used for any process in a flowchart. Because it
symbolizes a process, it should always be labeled with a verb phrase, such as “receive
applications” or “prepare purchase order.”

f. Manual process. If you know a process is manual (i.e., doesn’t involve IT), you can
use this symbol instead of the generic process.

g. On- and off-page connectors. Readability is a critical feature of flowcharts. To avoid
crossed lines on a page, use an on-page connector. To avoid overcrowding and move
the action of a flowchart between pages, use an off-page connector. On- and off-page
connectors always come in pairs with the same label. You can use letters for on-page
connectors and numbers for off-page, or vice versa—just be consistent.

h. Predefined process. Use this symbol to encapsulate a named process with multiple
steps. The multiple steps should either be readily understood by the person reading
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the flowchart, OR they should be specified elsewhere (such as in a separate
flowchart). “Complete the steps in the accounting cycle” is an example of a prede-
fined process.

i. Terminator. 1 tend to use the terminator symbol only to mark the start and end of a
flowchart. But, it can also be used to show entry from/exit to some point outside the
system boundary.

j- Database. Use this symbol when data are stored/retrieved electronically. The data-
base symbol should be labeled with the name of the database, such as “employee
database.” An arrow entering a database symbolizes data input, while an arrow exit-
ing the database symbolizes data output—no need for a process symbol for either
of those.

k. Visual display. If information is displayed on a computer screen, use this symbol. In
general, the visual display symbol should be labeled with the data it depicts, such as
“customer record.”

1. Line. Lines are used, of course, to indicate the direction of action in a flowchart.
Lines in a flowchart should not be labeled.

5. Prepare a first draft. Once the symbols are chosen and correlated with the actions in (3),
it’s time to draw a first draft of the flowchart, keeping in mind the design conventions
listed above.

6. Discuss the flowchart with others. Because flowcharting is somewhat subjective and
highly iterative, the first draft is rarely the final product. It’s important to get feedback
on the draft from other people, because they can tell you what seems unclear from an
outsider’s point of view.

7. Revise as needed. Based on those suggestions, revise the flowchart as necessary to
make it clearer. For your first few flowcharts, you might need several rounds of revi-
sion. As you become more experienced, you might be able to cut them down to just
one or two.

In the next section, we’ll look at how flowcharts are used in AIS contexts. This chapter’s
“critical thinking” section will walk you through an example of flowchart creation.

FLOWCHARTING AND ACCOUNTING INFORMATION SYSTEMS

So how does all this material relate to your study of accounting information systems? AIS
professionals use flowcharts in many different ways, including confirming how a system is
currently operating, suggesting improvements to an accounting information system, evalu-
ating internal control deficiencies, and designing procedures manuals.

In your very first accounting job after you graduate, you’ll likely be coming into an
unfamiliar environment. You may wonder “how things work™ in the accounting informa-
tion system, especially if you’re in charge of a particular function such as accounts payable
or accounts receivable. Additionally, if you’re working for a CPA firm or as a consultant,
you may need to confirm how a system is operating currently before you start an audit or
make recommendations regarding operational efficiency. In all those cases, a flowchart
can be a useful way to conceptualize the big picture of a system. You’d probably want to
look over any existing procedures manuals and talk with employees familiar with the sys-
tem already. Then, you can try designing a flowchart to model a business process. Once
you’ve completed a first draft, discuss it further with others in the organization. Explain to
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them what it says and ask if that’s the way things “really work™ in the company, or if
you’re misunderstanding something. Remember: The overall goal of a flowchart in this
situation is to understand the current state of things—the way they are, not necessarily the
way they should be.

If you’re looking at a previously constructed flowchart, whether you’ve created it or
not, you can try to spot opportunities for improvement. Critically analyzing a flowchart
is a tough job—there are no hard-and-fast rules for doing it. You’ll need to draw on
your training, experience, and ordinary business sense to identify and describe possible
improvements in an accounting information system. Once again, interviewing and
other kinds of research will help in this task. Ask employees, for example, what their
biggest complaint is about the current process. If they’ve thought about ways to
improve it, listen to those as well. You could ask employees in one-on-one or small
group interviews; written surveys, e-mail exchanges, and employee suggestion boxes
also can help in gathering ideas about process improvements. In many cases, the
employees closest to a process can provide the best suggestions for making things bet-
ter; in some cases, a system outsider can provide a new, fresh idea based on experience
in other organizations. Opportunities for improvements might include redesigning
forms, increasing or decreasing the number of copies of a particular form, obtaining
authorizing signatures for transactions, filing in a different way (for example, based on
date rather than customer name or vice versa), or changing a form from paper-based to
electronic (or vice versa).

Systems risk relates Flowcharts also can be used to spot internal control deficiencies in an accounting
directly to information  information system. A flowchart can enhance a risk analysis by providing a concrete
technology. As organi-  picyre of an accounting information system. To use a flowchart to spot internal control

zations become .. . . . , .
increasingly dependent deficiencies, start by making a list of the system’s risk exposures. Then, look at the

on computers and flowchart with those risk exposures in mind. Do any of the organization’s processes or
related IT to deliver documents increase its exposure to specific risks? For example, if a company maintains
goods and services to only an electronic record of inventory purchases, you’ll see that in a flowchart. In that

customers, they risk the . . .
’ case, the company is exposed to a systems risk. What controls has the company imple-
possibility that IT pany P y pany imp

resources will fail at a mented to reduce its exposure to systems risk? Are the controls strong and adequate
critical moment. given the level of the risk? For example, does the company also maintain a paper file
that is not shown on the flowchart? Or is a paper file missing from the flowchart because
it doesn’t exist?
Finally, flowcharts can be a starting point for the development of procedures manuals. A
procedures manual is simply an “instruction book™ that explains how everyday tasks in an
organization are accomplished. Halbert (2003) recommends that “every staff member . . .
document his or her duties and write a procedures manual—a time-consuming effort but
worth doing.” A well-constructed flowchart can easily be “translated” into regular, step-by-
step text for use by future employees.

Reflection and Self-Assessment

Throughout the previous chapters, I've often pointed 1. Broad business perspective: strategic/critical thinking.
out how the text material relates to one or more of the 2. Functional: decision modeling and risk analysis.
items in the AICPA Core Competency Framework.
Explain how the process of developing a systems flow-
chart relates to the following competencies

3. Personal: interaction and communication.
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CRITICAL THINKING

As you read earlier in this chapter, developing flowcharts is as much “art” as “science.”
Therefore, learning to create good, descriptive flowcharts is often a challenge for account-
ing students—knowing the rules and conventions only takes you part of the way, in just the
same way that you can’t really learn to drive a car simply by reading a book. So, for this
section, I'm going to show you how I usually go about creating a flowchart; please keep in
mind that the way I do it is a result of my own experience and training. It’s not the “only
right way” to develop flowcharts.

In this chapter’s “AlS in the Business World,” you considered part of the sales/collection
process for Barnes & Noble. For this example, let’s look at the “flip side” of that process:
acquisition/payment. In short, the acquisition/payment process covers activities from rec-
ognizing the need for new inventory through paying a vendor’s invoice. We’ll go through
the first five steps of the seven-step process described earlier in the chapter; I'm omitting
the last two steps as they are fairly self-explanatory.

1. Establish the system boundary. As you’ll learn in an upcoming chapter, the acquisition/
payment process starts with a request for goods/services based on monitored need; in
most cases, it ends when cash is disbursed to pay a vendor’s invoice. For the purpose of
this example, we’ll consider the system boundary as including Barnes & Noble’s pur-
chasing department, their receiving department, and the vendor.

2. Determine column headings. Our flowchart will therefore have three columns: purchas-
ing department, receiving department, and vendor. The vendor refers to the publisher
where Barnes & Noble will buy the books; for example, McGraw-Hill (the publisher of
this book) or Bloomsbury (the publisher of Harry Potter). The purchasing department,
as its name implies, handles all formal purchases of inventory. To promote strong inter-
nal control through separation of duties, the receiving department actually receives the
shipped books.

3. List actions performed within each column. Here are the actions for each party:
a. Purchasing Department
i. Issue purchase order. (predefined process, document)
ii. File the original for their own records. (database)
iii. Send copies to the receiving department and the accounting department. (document)
b. Receiving Department
i. Receive the books from the vendor. (predefined process)
ii. Create a receiving report. (document)
iii. Send a copy of the receiving report to the purchasing department and the account-
ing department; file the original for their own records. (document, database)
c. Vendor
i. Ship the books. (generic process)
ii. Issue the invoice. (generic process, document)

4. Select appropriate symbols. The appropriate symbol(s) for each action above are noted
in parentheses.

5. Prepare a first draft. The first draft of the flowchart appears in Figure 6.2. In the interest
of saving space, I've omitted the formal heading, but you should be sure to include the
heading in any flowcharts you create. Consult the flowchart in this chapter’s “AlIS in
the Business World” for an example heading.
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FIGURE 6.2 Purchasing Dept Vendor Receiving Dept.
Partial Systems
Flowchart of the ‘ Start , Ship
Acquisition/Payment / books
Process
Issue Receive
purchase books
order
Issue l
invoice
Original is input 1
to database, then -
)— sent to vendor Receiving
L report
— Invoice
P.O.
database .
Receiving
report database
To Accounting To Accounting To Accounting
Dept. End Dept. Dept.
I hope the preceding example has been helpful to you. As you work through the end-of-
chapter exercises assigned by your AIS instructor, please remember that drawing good
flowcharts takes plenty of practice and discussion. And, like most nondeterministic prob-
lems, most cases/problems/situations have more than one “good answer.”
Summary Here is a summary of the chapter:

STUDENTS-HUB.com

1. List and discuss the purpose and use of systems flowcharts, document flowcharts,
program flowcharts, and hardware flowcharts. A systems flowchart provides a top-level
view of an information system; it shows the “big picture” of what is happening. A docu-
ment flowchart, as the name implies, shows how documents (paper and electronic) flow
through an information system, while a program flowchart details the steps in a specific
computer program. A hardware flowchart lays out the computers, printers, monitors,
and other hardware devices used in an information system.

2. Explain the basic parts of and design considerations common to all types of flowcharts.
In general, a flowchart should be read from top to bottom and left to right. Since flow-
charts are communication tools, they should be easy to read, incorporating plenty of
white space. Every flowchart should have a title to make it easier for reference after its
creation; flowcharts also should be organized into columns based on areas of responsi-
bility in the information system. Documents should have a clear beginning and ending
points as well. Flowcharts are usually the product of discussion among colleagues,
rather than the product of a single individual.

3. Identify and describe common symbols and information technology tools used in flow-
charting. Figure 6.1 shows various flowcharting symbols; your individual research

(Reflection and Self-Assessment 6.3) revealed more. Two popular IT tools for flowchart
creation are SmartDraw and Visio.
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4. Discuss ways flowcharts impact the design, implementation, and evaluation of account-
ing information systems. A well-constructed flowchart can give a new accountant or
consultant a quick overview of how a system works. Flowcharts also can be used as part
of the auditing process and/or to suggest process improvements in the accounting infor-
mation system, particularly when combined with a risk/control matrix. They also can
inform recommendations regarding internal controls.

5. Create and interpret systems flowcharts. Three key ideas are important in creating flow-
charts: (i) strive to achieve a clear representation of the system, not a deterministic
response to a particular problem or case situation; (i) practice will increase your skill in
flowcharting; and (iif) seldom will your first creation be your final one—flowcharts can
almost always be improved via dialogue and consultation with other professionals.

Flowcharting is one commonly used documentation techniques for accounting information
systems. For accounting students, who typically like dealing with numbers better than
words and symbols, they can be challenging. But, with time, practice, and patience, you
can learn the art of developing clear, meaningful flowcharts and using them as analytical
tools in the accounting information system.

Key Terms document flowcharts, /03 program flowcharts, /103 symbols, 105
hardware flowcharts, /04 SmartDraw, 105 systems flowcharts, /03
Microsoft Visio, 105

Chapter Bradford, M., S. Richtermeyer, and D. Roberts. 2007. “System Diagramming Techniques: An Anal-
ysis of Methods Used in Accounting Education and Practice.” Journal of Information Systems,
Spring, pp. 173-212.

Egerdahl, R. 1995. “A Risk Matrix Approach to Data Processing Facility Audits.” Internal Auditor,
June, pp. 34-40.

Halbert, J. 2003. “Mining Back-Office Operations May Bolster the Bottom Line.” Los Angeles
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End—of—Chapter 1. Reading review questions.
Activities a. What is a flowchart? Describe four different kinds of flowcharts and explain the most often
used in an accounting information system.
b. Summarize the rules and conventions commonly observed in the preparation of flowcharts.
c. List and explain the meaning and use of 10 common flowcharting symbols. What sources
would you consult for learning about additional symbols not on your list?
d. How are flowcharts used in working with accounting information systems?

e. Respond to the questions for this chapter’s “AlIS in the Business World.”

2. Reading review problem.

This chapter’s AIS in the Business World presented a partial flowchart for the sales/
collection process at Barnes & Noble; later in the chapter, Figure 6.2 presented a par-
tial flowchart of the acquisition/payment process for the same company.

Once the picking slip shown in the sales/collection process flowchart reaches the
warehouse, warehouse workers pick the books from the shelves. The books are then
packed (with a packing slip) and sent to a common carrier (such as UPS) for shipping
to the customer. The contract between Barnes & Noble and the common carrier is
called a “bill of lading.”
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In the acquisition/payment process, Barnes & Noble’s accounting department
matches the information from the purchase order, the vendor invoice, and the receiv-
ing report. Provided all information correlates, the accounting department issues a
check to the vendor in payment of the invoice; if the information on all the three docu-
ments does not match, the accounting department contacts the relevant party to resolve
discrepancies. Once done, the accounting department issues the check.

a. Prepare flowcharts of the steps described above—one flowchart for the sales/collection
steps, and a separate one for the acquisition/payment steps.

b. Explain how you would use the flowcharts you created and/or those illustrated in the chapter
as an independent auditor for Barnes & Noble, and/or as the bookstore’s director of training
and development.

c. List and discuss at least two internal control strengths/weaknesses based on the flowcharts
you created.
3. Multiple choice review questions. Please select the best answer for each question.
1. Which of the following best describes a systems flowchart?
a. Shows the flow of documents through an information system.
b. Shows the logic used to create a program.
c. Shows the “big picture” view.
d. Shows how hardware elements are configured in a system.
2. Which of the following statements about “white space” in a flowchart is most true?
a. White space prohibits the use of color in flowcharts.
b. At least 50 percent of the page should be devoted to white space.
c. White space is unimportant in document flowcharts.
d. Adequate white space is a matter of judgment.
3. In a systems flowchart, columns denote:
a. Areas of responsibility.
b. People’s names and titles.
c. That the flowchart is unfinished.
d. A lack of adequate white space.

4. In a systems flowchart, a terminator symbol can be used to indicate: (i) the start or end of a
business process or (ii) a destination outside the system boundary.

a. ionly
b. ii only
c. Bothiandii

d. Neither i nor ii

5. In creating a systems flowchart, selecting appropriate symbols comes immediately after:
a. Determining column headings.
b. Establishing the system boundary.
c. Discussing the flowchart with others.

d. Listing actions performed within each column.

4. Making choices and exercising judgment. Compare and contrast SmartDraw and Micro-
soft Visio. Prepare a paper and/or PowerPoint presentation that includes a recommen-
dation regarding your preferred flowcharting software; justify your recommendation.

5. Field exercises. Visit a local restaurant for lunch or dinner. Pay close attention to the
steps involved in ordering, receiving, and paying for a meal. Create a flowchart
that depicts the process. List and discuss one or two internal controls you observe
in the process; also suggest one or two ways the system could be improved.
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6. Flowchart creation. Create a flowchart based on each of the following independent
situations (one flowchart per situation).

a. Cori’s Catering Services. Cori is the owner and manager of a catering company. CCS pro-
vides complete meals (breakfast, lunch, and dinner), as well as an assortment of hot and
cold appetizers and drinks, for groups of 12 to 500. CCS receives orders in three main
ways: e-mail, telephone, and personal office consultation. In some cases, the customer has
an idea of what he/she wants; in others, the customer relies on Cori’s expertise to select
appropriate items. For each catering job, Cori prepares an estimate for the client; she files
one copy of the estimate and sends the other to the client for approval. The client may make
changes to the estimate over the phone, via e-mail, or through a personal consultation. Once
the estimate has been finalized, Cori prepares a catering contract for the client’s signature.
She requires a 50 percent deposit with the signed contract; the remaining catering fees can
be paid within 30 days of the catering event. Cori accepts cash and checks; she does not
accept credit cards. The client signs the contract and sends it back to Cori. Cori also signs
it, files a copy for her own records, and sends a copy with both signatures back to the client.
Cori and her staff deliver the catering order as scheduled, and she bills the client for any
remaining fees. The client pays the invoice within 30 days and Cori deposits the funds in
her bank account.

b. University Bookstore. Ordering textbooks in a university bookstore is a massive under-
taking that requires good organizational, communication, and coordination skills. The
process begins with faculty deciding which textbooks they want to use. Professors com-
municate relevant information about the textbook (title, author, ISBN, edition, publisher,
copyright date) to a department chair or secretary, who consolidates all the orders. That
communication may take place with a paper form or an e-mail. In either case, the
departmental representative prepares a standard university book requisition form in trip-
licate: one copy for the requesting faculty member, one for the department, and one for
the bookstore. The bookstore receives and consolidates requisition forms from all across
the university and prepares purchase orders for textbook publishers. Each purchase
order has three copies: one for the publisher, one for the purchasing department, and one
for the accounting department. When the publisher sends the books, the bookstore’s
receiving department prepares two copies of a receiving report; one is filed to indicate
that the goods were received, while the second is forwarded to the accounting depart-
ment. The publisher sends a billing statement (invoice) directly to the accounting depart-
ment. Once all three documents have been matched and verified, the accounting
department writes a check or sends an electronic funds transfer to the publisher. The
bookstore staff then sort the books based on class and stock the shelves, where the books
await purchase by students.

c. Horacio is a college student at Feng Shui University. He rents an apartment from the univer-
sity for $600 a month. On the 15th of every month, Horacio writes a check for the rent. He
mails the check to the Housing Services office on campus; in turn, Housing Services sends
an e-mail receipt back to Horacio. The mailroom staff in Housing Services makes a copy of
the check for Horacio’s file and sends the original, with all the other rent checks for the
month, to the bank. Once a month, the treasurer of Housing Services reconciles the bank
statement. Prepare a flowchart of the preceding scenario.

d. Visit the Web site of the International Accounting Standards Board. Summarize the process
the Board uses to develop International Financial Reporting Standards (IFRS), then create a
systems flowchart of the process.

7. (CMA adapted) Narrative preparation from a flowchart.

a. Consider the Richards Furniture Company flowchart presented in Figure 6.3. Write a
narrative description of the business process it depicts.

b. Consider the PriceRight Electronics Inc. flowchart presented in Figure 6.4. Write a narra-
tive description of the business process it depicts.
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FIGURE 6.3 Flowchart for Richards Furniture Company
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FIGURE 6.4 Flowchart for PriceRight Electronics Inc.
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8. Flowchart and system critiques.

a. Consider the Richards Furniture Company flowchart again. Describe at least two strengths
and at least two weaknesses of the flowchart itself. Then, identify and describe at least
two strengths and at least two weaknesses of the process it depicts. For each process
weakness, suggest a way to correct it.

b. Consider the PriceRight Electronics Inc. flowchart again. Describe at least two strengths
and at least two weaknesses of the flowchart itself. Then, identify and describe at least
two strengths and at least two weaknesses of the process it depicts. For each process
weakness, suggest a way to correct it.

9. Terminology. Please match each item on the left with the best item on the right.

1. Areas of responsibility a. A flowchart depicting the process of buying a car

2. Document flowchart b. Based on lines of computer code

3. Hardware flowchart c. Can trace remittance advices and invoices

4. Inverted triangle through a system

5. Origin and termination d. Documents in a flowchart should have these

6. Overlapping shapes e. Every flowchart should have one of these

7. Program flowchart f. One application of flowcharting in AIS

8. Spotting internal control g. Represents a file in a flowchart

deficiencies h. Shows monitors, input devices, and computers

9. Systems flowchart i. Used to show multiple copies of a document

10. Title j. What columns represent in a flowchart

10. Multiple choice questions.
Consider the following narrative as you respond to these questions:

When staff at IGV Corporation need to travel on company business, they first submit a
travel request to their immediate supervisor. The travel request includes the
employee’s identifying information; dates, location, and purpose of the trip; and a
budget. The supervisor compares the travel budget to the department’s total travel
budget; if sufficient funds are available, the supervisor evaluates the need for the trip
by comparing it to the department’s strategic plan. If the trip is approved, the
supervisor submits the budget to the cash expenditures department, where a staff
member issues a travel advance to the employee. After the trip, the employee submits
receipts and either pays back any excess advance funds or receives additional
reimbursement for expenses incurred. If insufficient funds are available or if the trip
does not support the strategic plan, the request is filed by employee name.

In each question, assume you are creating a systems flowchart of the narrative.

1. All of the following would be column headings except:
a. Cash expenditures department.
b. Department strategic plan.
c. Staff member.
d. Supervisor.

2. Which of the following actions would require the use of this symbol?
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. Compare travel budget to total budget

a

b. File request

c. Issue travel advance
d

. Prepare budget

3. Which of the following actions would require the use of this symbol?

. Compare travel budget to total budget

a
b. File request

c. Issue travel advance
d

. Prepare budget

4. Which of the following is most likely to fall outside the system boundary?
a. Supervisor
b. Receipts
c. Conference hotel

d. Additional reimbursement

5. Which of the following actions is most likely to be depicted with this symbol?

a. Evaluate the need for the trip
b. File receipts
c. Prepare strategic plan

d. Issue travel advance

11. Statement evaluation. Indicate whether each statement below is (i) always true,
(i1) sometimes true, or (iii) never true. For those that are (ii) sometimes true, explain
when the statement is true.

Columns in a systems flowchart denote areas of responsibility.

Flowcharts are focused on business documents.

Flowcharts should include off-page connectors for easier reading.

Monthly bank reconciliations ensure that no one embezzles cash.

Once designed, flowcharts do not need to be revised.

On-page connectors help keep flowcharts uncluttered and easy to read.

Process symbols should be sandwiched between an input and an output.

PR -0 a0 o

The first step in drawing a flowchart is to decide which software package to use.

Two designers would independently create identical flowcharts for the same business process.

-

j- Visio is the best tool for drawing flowcharts.

Uploaded By: anonymous


https://students-hub.com

118 Part Two Documentation Techniques and Database Design

12. Excel application. TNG Corporation has 25 employees in its Accounting department.
Based on the results of a standardized exam, TNG has ranked each employee’s flow-
charting skill as shown in the array below:

Flowchart
Skill Rank Employee ID  Start Date
17 100 06/08/2008
20 103 09/11/2008
3 112 04/17/2009
5 117 11/05/2008
15 128 05/04/2008
23 129 08/18/2007
1 131 02/11/2008
12 133 02/18/2009
8 135 06/18/2009
7 137 11/05/2007
18 165 03/07/2008
21 174 12/04/2007
13 178 10/10/2008
16 186 04/07/2008
9 195 12/28/2008
25 196 08/11/2008
2 197 03/19/2009
24 198 07/19/2009
6 205 10/09/2007
14 231 07/11/2008
22 235 01/22/2009
11 237 09/14/2007
19 245 01/08/2008
10 278 12/01/2008
4 293 05/20/2009

The most skilled employee is ranked 1; the least skilled, 25. (You may access the data

array in the 3 February 2014 post on my AIS blog.)

a. Use Excel’s VLOOKUP function to find the ID of the employee with the highest flowchart-
ing skill rank. (Check figure: 131)

b. Use Excel’s YEARFRAC function to determine how long each employee had worked for
TNG as of 22 January 2014. Insert a column before “flowchart skill rank™ for your results.
(Check figure for Employee 100: 5.62 years)

c. Use Excel’s VLOOKUP function to find the ID of the employee who has worked for TNG
the longest. (Check figure: 129)
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Chapter Ten

E-business and
Enterprise Resource
Planning Systems

AIS in the Business World

Amazon

If there’s one company in the world known for its presence in the e-business industry,
it's Amazon. From its founding by Jeff Bezos in 1994, when it sold books online,
Amazon has burgeoned into a comprehensive “e-tailer,” selling everything from books
to automobile parts. And, the company must be doing something right; as | look up
Amazon’s stock price in February 2014, it's just over $360/share.

Amazon Cloud is one part of the company’s overall operations. Cloud drives allow
users to store virtually any file remotely, accessing it from almost anywhere on the
planet with desktop computers, smart phones, tablets, and similar devices. Customers
looking for an enterprise resource planning (ERP) system can access that service as
part of Amazon Cloud. Doing so makes Amazon an application service provider—a
company that “rents” software and other capabilities to its clients, as opposed to the
client buying the software/capability outright.

In this chapter, we'll look at those three important and interrelated topics:
e-business, ERP systems, and application service providers. We'll draw on what you've
already learned about relational databases and internal control so you'll be able to
see the connection between those topics and AlS.

Discussion Questions

1. What are the defining features, advantages, and disadvantages of the e-business
platform?

2. How does an ERP system provide better, more useful information for decision
making in organizations?

3. How is the modular structure of most ERP systems similar to a relational
database?

4. What internal control issues arise when an organization ventures into e-business?
When it installs an ERP system? When it uses application service providers in its
operations?

5. What is SSAE 167
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E-business systems have become a fact of life in most sectors of the economy; we truly live
in a networked world. Think of all the ways information technology impacts your life
today, from the hundreds of television and radio stations available via satellite, to the pro-
cess of registering for classes and ordering textbooks at your university, to the ways you’ve
done research and completed assignments for your AIS class.

When you’ve finished studying this chapter, you should be able to:

1. Explain the nature of e-business, comparing and contrasting it with traditional “brick-
and-mortar” organizations.

2. Discuss major forms of e-business, including business-to-business, consumer-to-
consumer, business-to-consumer, government-to-business, and government-to-consumer.

Describe the basic nature, purpose, and structure of enterprise resource planning systems.
. Give examples and analyze the causes of ERP system failures.
. List and discuss steps associated with successful ERP implementations.

A LA W

. Discuss the role of application service providers in e-business.

We’ll relate some material in this chapter to your prior study of relational databases; in
addition, some of the material “looks ahead” to our discussion of auditing. The topics in this
chapter can also be considered in the context of the AICPA Core Competency Framework.

E-BUSINESS

We’ll use the Encarta (www.encarta.msn.com) offers the following definition of e-business:
terms e-business

and e-commerce E-commerce is the exchange of goods and services by means of the Internet or other
interchangeably computer networks. E-commerce follows the same basic principles as traditional
throughout this chapter. commerce—that is, buyers and sellers come together to exchange goods for money. But

rather than conducting business in the traditional way—in stores and other “brick-and-
mortar” buildings or through mail order catalogs and telephone operators—in e-commerce
buyers and sellers transact business over networked computers.

The central feature of e-business is business is transacted over computer networks.
Completing business transactions over computer networks offers many costs and ben-
efits, including those summarized in the following table. The next few paragraphs look at
how Amazon has taken advantage of the benefits of e-business.

Benefits of E-business Costs of E-business

* Marketing: geographic market expansion, e Financial costs associated with
hard-to-reach markets, more targeted marketing setting up networks

e Reduced operating costs: marketing, e Need to develop different, better
telecommunications, transaction processing internal control systems

e Streamlined operations e Potential for customer distrust

e Quicker, easier product and service delivery e Severe consequences for

technology breakdowns

From a marketing point of view, e-business allows companies to reach customers they
might never be able to contact in a traditional brick-and-mortar operation. According to
MarketingPlan.net (2014), Amazon’s marketing strategy is based on six pillars:

1. It freely proffers products and services.
2. Tt uses a customer-friendly interface.
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3. It scales easily from small to large.

4. Tt exploits its affiliate’s products and resources.
5. It uses existing communication systems.

6. It utilizes universal behaviors and mentalities.

By following those six principles, Amazon has been able to extend its marketing reach
across the planet.

E-business also can help organizations reduce their operating costs. Think of all the costs
Amazon avoids by not having traditional “brick-and-mortar” buildings like its competitors
(e.g., Barnes & Noble): purchase price/lease payments, depreciation, utilities, and many others.

Companies also can streamline their operations using e-business. As noted by
Mangalindan (2012):

The Seattle-based online book store transformed itself into an e-commerce giant by
developing a gospel of saving that informs everything from its operations to its brand identity
and new products like the Kindle Fire tablet. “Cost-cutting is the corner-stone of Amazon,”
says RJ Hottovy, director of equity research at Morningstar. Because the firm doesn’t suffer
the costs of maintaining real-world stores, it has been able to charge consumers less.

And, much of the impact of Amazon’s cost reductions are passed along to its customers in
the form of lower prices.

Finally, e-business can promote guicker, easier product and service delivery. Amazon is
able to deliver its products and services very quickly—often instantaneously, in the case of
items like online books and music. Late in 2013, Amazon announced a somewhat contro-
versial plan to explore the use of drones as product delivery mechanisms; if that venture is
successful, Amazon may be able to accomplish that goal even more quickly.

Of course, almost everything in business that has a benefit also involves a cost. Organi-
zations that are just starting their venture into e-business may experience significant finan-
cial costs associated with developing, purchasing, and configuring software and hardware
to support the e-business operation. In addition, e-business systems necessarily require
different kinds of internal controls than brick-and-mortar operations. Such controls would
probably include customer identity authentication via usernames and passwords. Many
e-business operations also require customers to input the “control number” from the back
of a credit card. A control number is typically a three-digit number printed next to the card
number itself, above the signature panel on the back of the card. Billing addresses must
match the credit card company’s records as a preventive internal control as well. Most
companies engaged in e-business operations also process their transactions using a secure
server dedicated to that purpose. You may have seen the VeriSign logo on Web pages, indi-
cating an added layer of security for online transactions.

The AICPA’s WebTrust and SysTrust projects also provide extra security. The AICPA
Web site (http:/infotech.aicpa.org) offers the following comments about trust services,
WebTrust, and SysTrust:

You can get more Trust Services (including WebTrust® and SysTrust®) are defined as a set of professional
information about assurance and advisory services based on a common framework (that is, a core set of
both services at principles and criteria) to address the risks and opportunities of IT. Trust Services principles

www.cpawebtrust.org. and criteria are issued by the Assurance Services Executive Committee of the AICPA.

WebTrust is the accounting profession’s answer to concerns relating to electronic
commerce. WebTrust is based on Trust Services Principles and Criteria, which constitute
professional guidance and serve as best practices for electronic commerce. Using these
Principles and Criteria either separately or in combination, CPAs can offer a range of
advisory and assurance services to help either clients or employers address security, online
privacy, availability, and confidentiality needs.
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SysTrust is the accounting profession’s answer to concerns relating to system reliability.
SysTrust is based on the Trust Services Principles and Criteria, which constitute professional
guidance as well as serving as best practices for system reliability. Using these Principles and
Criteria either separately or in combination, CPAs can offer a range of advisory and assurance
services to help either clients or employers address their security, availability, processing integrity,
and confidentiality needs.

Data encryption is another common internal control found in e-business systems. With
data encryption, the party that receives data over the Internet must have a decryption key to
make it understandable; without encryption, computer criminals can use high-tech tech-
niques to intercept data as they are transmitted electronically. Finally, e-business systems
also can incorporate their own form of segregation of duties. You may recall reading about
segregation of duties earlier in the text; for any asset, three important responsibilities
should be vested in three different people: physical custody, authorization for use, and
recordkeeping. In e-business operations, designers can restrict access to various parts of
the system based on organizational level and/or job function. For example, faculty mem-
bers can access certain student information that is unavailable to others at a university.

Beyond the development and internal control costs of e-business, doing business online
can create significant amounts of customer distrust—particularly for customers who are
accustomed to doing business in a traditional brick-and-mortar context. Perhaps you know
someone who simply refuses to buy things on the Internet because of concerns over data
security and related issues. Finally, the effects of technology breakdowns can be severe in
an e-business environment: Loss of customer confidence, lost sales, overloaded customer
service phone lines, and generalized damage to a company’s reputation are just a few.

Reflection and Self-Assessment

How has Amazon experienced the costs of e-business in its own operations?

Business professionals and researchers have developed many taxonomies, or e-business
categories, to describe e-business. I've generally found it helpful to classify e-businesses
by the parties they connect, leading to a five-part classification system:

Type Abbreviation Example
Business-to-consumer B2C Travelocity
Business-to-business B2B Dell Computers
Government-to-consumer G2C Internal Revenue Service
Government-to-business G2B EDGAR (SEC)
Consumer-to-consumer Cc2cC eBay

You may have experienced examples of one or more categories of e-business as a con-
sumer. For example, if you’ve ever purchased anything online, you’ve been a part of a B2C
transaction. C2C transactions are associated with organizations like eBay (www.ebay
.com), where people deal with each other directly in selling goods and services. B2B trans-
actions take place when two organizations do business over a computer network; for exam-
ple, your university bookstore may use e-business techniques to order textbooks from
publishers each semester.
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Reflection and Self-Assessment

Suggest one other specific example for each of the five categories presented in the table above.

Government at all levels is moving head on into the networked economy as well. For
example, the Internal Revenue Service (www.irs.gov) provides a lot of information to tax-
payers on its Web site; taxpayers also can file their taxes electronically there. And the U.S.
Securities and Exchange Commission’s EDGAR database (www.sec.gov/edgar.shtml)
allows publicly traded companies to file their required SEC reports. Investors, researchers,
and potential investors also can access companies’ documents via EDGAR.

How would e-business impact the accounting information system? Let’s go back to the
basic model of AIS discussed earlier in the text: inputs, processing tools, storage media,
outputs, and internal controls.

We’ve already discussed a few of the internal controls associated with an e-business
environment (data encryption, segregation of duties, access restrictions). From an input
perspective, e-business can cut down on the number of paper documents in an accounting
information system; it also can shift data entry responsibilities from accounting clerks to
customers, since transaction data can be captured directly from a Web site. Consider
the process of buying a book from a retail bookstore such as Barnes & Noble. In a
brick-and-mortar environment, the steps might include:

1. Customer locates book and brings it to a cash register.
2. Register clerk rings up the sale and provides the customer with a paper receipt.

3. At the end of the day, the register clerk retrieves data on the day’s sales from the cash
register and transmits them to a corporate office or an accounting department.

4. Clerks in the accounting department make journal entries to record the day’s transactions.

Contrast those steps with purchasing a book online, whether from Barnes & Noble,
Amazon, or some other company:

1. Customer identifies books and adds them to an electronic “shopping cart.”
2. Customer provides billing and shipping information electronically.

3. E-business system creates and posts journal entries and related inventory information in
the accounting information system.

The flowchart in Figure 10.1 depicts the brick-and-mortar process. Figure 10.2 shows
what the process would look like in an e-business environment.

Purchasing airplane tickets is another business process that has been profoundly stream-
lined via e-business. In a brick-and-mortar environment, most people who wanted to pur-
chase airline tickets would consult a travel agent. The travel agent would communicate with
the airline, then present options to the client. The client would make a choice; the agent
would buy the tickets from the airline, sometimes charging an additional fee for the service.
The process could often take several days, and paper tickets were required in the over-
whelming majority of transactions.

Consider the process you probably follow now if you want to fly. You log on to an air-
line or travel-related Web site (e.g., www.jetblue.com or www.travelocity.com). You put in
the parameters of your travel; the computer searches for tickets and can even compare
nearby airports. You submit your payment information on a secure server, and an e-mail
arrives in your mailbox confirming the transaction. When you get to the airport, you don’t
need a paper ticket in most cases.

182
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FIGURE 10.1 Customer Register clerk Accounting clerk
Brick-and-Mortar

Sales Process
( Start ) / Process Make

sale journal
l entries

Locate book

Transaction
data
Sales
data
Receipt End

While e-business probably cannot remove the need for human intervention in an account-
ing information system, it can significantly reduce that need—and all the attendant problems
that accompany it (e.g., data entry mistakes, billing problems, incorrect journal entries).

From an output perspective, e-business systems facilitate the preparation of general pur-
pose financial statements and other reports. In an early job in my accounting career,
I worked for a heavy-equipment manufacturer with consistently large amounts of outstand-
ing accounts receivable. At the end of each business day, I manually prepared an accounts

FIGURE 10.2 Transaction
E-business Sales Customer processing system
Process
< Start ) Process
transaction

Choose book

Transaction
data

Shopping
cart End
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receivable aging, showing each customer’s name, balance owed, and length of time the
balance had been outstanding. In an e-business system, generating an accounts receivable
aging is normally a matter of “pushing a button.” The computer does the analysis and
prints out the results with little or no human effort.

So, with that very brief overview of e-commerce as background, let’s turn our attention
to one of the most important, yet most controversial, technologies associated with the net-
worked economy: enterprise resource planning systems.

ERP SYSTEMS

An enterprise resource planning system (ERP) is, at its core, a relational database
that provides comprehensive information for making decisions in organizations. Two well-
known ERP systems are Oracle’s PeopleSoft (www.oracle.com) and SAP (www.sap.com).
If your university is part of the SAP University Alliance (scn.sap.com/community/uac),
you may be using SAP in your AIS and other courses.

Virtually all ERP systems are organized in modules—separate parts of the program
aligned with specific functions of/departments in the organization. Even though the mod-
ules are separate, the information they provide can easily be linked via queries and reports,
thus allowing decision makers a more holistic view of the organization.

Table 10.1 lists some common ERP system modules, along with some of the compo-
nents found in SAP.

As a relational database, each component of each module would include several tables,
along with forms, queries, and reports. Review Table 10.2 below for some examples.

TABLE 10.1 Primary Stakeholder

Modular Generic Module Name Group Module Components in SAP

Organization of

ERP Systems Customer relationship Customers Sales and distribution
management (CRM)
Human resource Employees Human resources
management (HRM)
Supply chain Vendors Materials management
management (SCM)
Financial management Stockholders Financial accounting

TABLE 10.2 . .

Database Tables Generic Module Name | Table Names Table Primary Key

in ERP Systems Customer relationship Customer, sales Customer ID, sales transaction ID
management (CRM)
Human resource Employee, pay employees | Employee ID, payroll transaction ID
management (HRM)
Supply chain Vendor, inventory Vendor ID, inventory ID
management (SCM)
Financial management Chart of accounts Account number
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Reflection and Self-Assessment

Suggest three pieces of information an ERP system should capture in each module shown above.

Many organizations have experienced significant difficulty in implementing ERP systems;
consider the example below:

[A major soft drink bottler], which implemented a major ERP system, completed the
implementation, but not without losing significant personnel and system functionality. After
committing millions of dollars to purchase an ERP software, the soft drink maker tried cutting
corners during implementation. Relying too heavily on its own people instead of consultants,
the bottler expected too much from its already-taxed employees. Trying to minimize setup
costs and reduce expenses, the company overlooked many of the planning team’s
recommendations regarding the project. This ERP implementation created high turnover and
communication problems, which led to the termination of key people and animosity among
employees. All of these factors, in turn, led to a system that was grossly underused, and in the
beginning, a hindrance to the overall business. (Barker and Frolick, 2003)

Umble and Umble (2002) identified 10 major causes of ERP implementation failures:

1. Poor leadership from top management. Selecting and installing an ERP system is an
enormous undertaking in terms of time, money, and energy. Clear, strong leadership and
support from top management are essential for a successful implementation—without
them, employees are likely to view the ERP system as just another “initiative du jour.”

2. Automating existing redundant or non-value-added processes in the new system. An
ERP implementation project is a terrific time to reconsider the company’s business
processes. In other words, do policies, procedures, document flows, and internal con-
trols make sense from a business point of view? Do the processes add value to organi-
zational stakeholders? In most organizations, at least a few policies and processes will
need to be changed to make the most of the ERP system. Otherwise, managers will be
doing the same, ineffective things—only faster.

3. Unrealistic expectations. An ERP system is designed to collect, process, and report
data and information for making management decisions more effectively. Systems are
not a panacea for problems with organizational culture, poorly designed business
processes, or inadequate internal controls. Expecting an ERP system to fix those kinds
of problems is a forlorn hope and will seriously jeopardize the project’s success.

4. Poor project management. ERP system selection, testing, and implementation are
time-intensive, long-term projects. To be successful, managers have to apply solid pro-
ject management techniques for selecting the right people, completing tasks in the
right order, and staying on schedule.

5. Inadequate education and training. This failure cause is linked to many others in this
list. Without good training and education, employees may have unrealistic expecta-
tions of what the ERP system can do; they also may see the ERP implementation as
solely an information technology project, rather than as an opportunity to analyze
business processes and make them better.

6. Trying to maintain the status quo. Since an ERP system is such a major undertaking,
implementation will almost always create fear and uncertainty throughout an organi-
zation. When people are fearful about their job security and future in the firm, they
will likely act in very dysfunctional ways, either intentionally or unintentionally. To
avoid this problem, be upfront and honest from the start about the purpose and possi-
ble results of implementing the ERP system.

185
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7. A bad match between ERP software and organizational processes. Every organization has
its own ways of doing business. And, while ERP systems can be customized to a degree
based on specific organizational contexts, such modifications are time-consuming and
expensive. Managers would be well advised to consult with colleagues in the field about
which ERP software has worked well, and which has worked poorly, in a specific industry.

8. Inaccurate data in the system. As the old saying goes: “garbage in, garbage out.” The
reports and information generated by an ERP system are only as valid and useful as the data
that undergird them. Faulty or inaccurate data in the ERP system can be even worse than
the same condition in less-integrated systems, since they will be used throughout the organ-
ization for decision making. Once inaccurate data have been discovered in a system, every
other prior and future output are called into question until the situation has been resolved.

9. ERP implementation viewed as an IT project. As discussed above, implementing an
ERP system goes far beyond the information technology requirements. Fundamen-
tally, an ERP project needs to be viewed as holistic, touching not only information
technology, but also business processes and organizational behavior issues.

10. Significant technical difficulties. Of course, even though an ERP project is not solely
concerned with IT issues, some technical problems may arise. Bugs in the software,
problems interfacing with existing information systems, and hardware difficulties are
just three identified by Umble and Umble.

Similarly, Umble and Umble (2002) discussed six necessary conditions for a success-
ful ERP implementation:

1. Obtain organizational commitment. This condition speaks most clearly to poor leader-
ship from management and trying to maintain the status quo. The ERP project team
needs to get a clear, strong commitment to the project throughout the organization, but
especially from the top management. Without a psychological and financial commit-
ment to see the project through to its completion, the project may “lose steam” when
encountering difficult problems.

2. Communicate strategic goals clearly. This idea also relates to two of the common
causes of ERP implementation failure: unrealistic expectations, and inadequate educa-
tion and training. Employees in all functions at all levels of the organization need to
understand the goals of the ERP project—typically, providing better information more
quickly for decision making.

3. View ERP as an enterprise-wide venture. An ERP system will eventually touch every
aspect of operations; therefore, it must be viewed as a company-wide project. If the
project is viewed as “just another information technology initiative,” managers will lose
the opportunity to examine business processes thoughtfully and critically—possibly
leading to automating redundant or non value-added processes.

4. Select a compatible ERP system. Here, we’re talking about items 7 and 10 from the list
of common causes of failure: a bad match between ERP software and organizational
processes, and significant technical difficulties. The bottom line: Don’t believe every-
thing the software vendor or implementation consultants tell you! Do your own research;
ask for other companies that have had successful (and unsuccessful) implementations.

5. Resolve multisite issues. ERP implementations are inherently complicated. But they become
more complicated when an organization is geographically dispersed. The project man-
agement plan (see item 4 in the preceding list) must deal specifically with multisite issues.

6. Ensure data accuracy. The final key to success in ERP implementation is directly
related to item 8 on the previous page. The project team needs to do significant employee
education about the importance of accurate data entry; test runs with fictitious data
before the system “goes live” also can help achieve this goal.
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Many of those conditions were found at Marathon Oil, leading to a successful imple-
mentation of SAP ERP software (Stapleton and Rezak, 2004). Marathon used a change-
management approach in implementing its ERP system, recognizing that the goal was “the
transfer of ownership from the project team that designed and configured the new system
and processes to the end users, the internal clients who would employ these tools and pro-
cesses in their day-to-day operations.” Other keys to Marathon’s successful experience
included constant communication via newsletters, workshops, and hands-on interaction to
increase employees’ comfort level with the software.

APPLICATION SERVICE PROVIDERS

STUDENTS-HUB.com

Organizations that want to move into an e-business environment have two basic choices for
doing so: create applications “from scratch” or hire an application service provider
(ASP). Jaruzelski, Ribeiro, and Lake (2014) define an ASP as “an organization that pro-
vides a contractual service to deploy, host and manage applications for customers remotely
from a centralized location.”

The ASP industry can be divided into five subcategories:

* Enterprise ASPs—deliver high-end business applications.

e Local/Regional ASPs—supply wide variety of application services for smaller businesses
in a local area.

e Specialist ASPs—provide applications for a specific need, such as Web site services or
human resources.

e Vertical Market ASPs—provide support to a specific industry such as healthcare.
*  Volume Business ASPs—supply general small/medium-sized businesses with prepackaged
application services in volume.

COSO'’s Enterprise Risk Management—Integrated Framework discusses ASPs as a form
of risk sharing, one way of responding to risks in an organization’s environment.
Organizations and individuals have used ASPs to

* Process insurance claims (www.processclaims.com).

e Complete the steps in the accounting cycle (http://www.online50.net/).

* Manage stock market transactions electronically (www.tradingtechnologies.com).
* Provide personal financial planning (www.zywave.com).

* Prepare income tax returns (www.taxslayer.com).

Just as with e-business in general, ASPs offer both benefits and risks to organizations.
The table below summarizes a few:

ASP Benefits ASP Risks

Less costly than purchasing software outright Psychological and behavioral factors
Increased flexibility Service interruptions

Potentially improved customer service Compromised data

Role in disaster recovery plans Inability to pay monthly fees

Internal controls like those listed below can help address some of those risks:

» Establishing a budget for the ASP project.

* Backing up data on a daily basis.

* Providing ongoing training for employees using the ASP.
* Creating firewalls and encryption protocols.
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ASPs, while beneficial for many organizations, can increase the complexity of a finan-
cial statement audit. As a result, the American Institute of Certified Public Accountants
issued its Statement on Standards for Attestation Engagements No. 16 in April 2010. Offi-
cially titled “Reporting on Controls at a Service Organization,” SSAE 16 effectively
replaced its predecessor, SAS 70.

As stated on the AICPA Web site (www.aicpa.org), “Service Organization Control
Reports® are internal control reports on the services provided by a service organization
providing valuable information that users need to assess and address the risks associated
with an outsourced service.”

According to Bourke (2012), SSAE 16 includes three broad types of SOC Reports. The
AICPA (2014) differentiates the three as follows:

* SOC 1 reports on controls relevant to user entities internal control over financial
reporting

e SOC 2 reports on controls over security, availability, processing integrity, confidential-
1ty, or privacy

* SOC 3 reports, less-detailed but similar to SOC 2 reports

If you want to learn more about SSAE 16 and SOC reports, please check out the 9 February
2014 post on my AIS blog. You'll find links there to Bourke’s paper and related resources.

CRITICAL THINKING

As you may recall from our earlier discussions, a relational database can comprise at least
four different types of objects: tables, queries, forms, and reports. And, as stated earlier in this
chapter, an ERP system is essentially a very sophisticated relational database. So, for this
chapter’s critical thinking application, let’s consider how a relational database would calcu-
late account balances for the financial statements; we’ll use the cash account as an example.

First, consider Figure 10.3. It shows the relationships between three tables with data
about cash. The “cash table” has the beginning balance, while the other two have data
about activity in the cash account. Notice that the cash table is linked to both the cash
receipts and the cash payments table via the account number; the account number is the
primary key of the cash table as well as a foreign key in the other two tables.

FIGURE 10.3 — {
Database Cash payments table _ Ca; cfec:upts .tai‘::-‘e : .
Relationship Grid U Cash payments transaction number ash receipts transaction number
P Cash payment date Cash receipts date
Vendor I}D Customer ID
o Amount recenved
Arnaunt paid oo

Account number
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Next, consider Figure 10.4. It shows the design view of two queries that calculate,
respectively, the total cash paid and the total cash received.

Finally, in Figure 10.5, we use another query to calculate the balance in cash.

(The spacing in Figure 10.5 simply makes it easier to read.) An ERP system would pull
the beginning cash balance from the financial management module. The cash receipts data
would likely come from the customer relationship management module, while the cash
payments data would originate in the supply chain management module.

Thankfully, an ERP system would have all those queries and computations “built in,” so
that the end user would not have to construct them from scratch. Similar tools would be
used to calculate the remaining account balances for the financial statements. In relational
database parlance, each financial statement would be considered a report; the data entry
screens, such as the one in Figure 10.6, would be considered forms.

As you work with ERP systems, either in school or in practice, keep in mind that they
are essentially relational databases. By applying what you’ve learned about the latter, you’ll
have a much better understanding of what’s going on “behind the scenes” with the former.

FIGURE 1_0-4 ) = w-unlp.wqm‘.‘i i 1 total cash received query .
Query Design Grids
r f
Cash payments table _Cash receipts table
# cash payments transaction number T cash receipts transaction number
Cash payment date Cash receipts date
Vendor ID Customer ID
Amount paid Amount received
Account number Account number
4 1
- B . | .
Field: j [~] ECHAmount received B
Table: jCash payments table Table: ECash receipts table
|

Total: |Sum Total: |Sum

Expression Builder :
Enter an Expression to define the calculated query field:
| (Examples of expressions include [field1] + [field2] and [field1] < 5)

Cash balance: [Cash table]![Beginning balance] +
[total cash received query]![SumOfAmount received] -

I [total cash paid query]![SumOfAmount paid]

FIGURE 10.6 =] Cash receipts transaction entry
Data Entry Form

Cash receipts transaction number ﬂ

Cash receipts date 12/10/2014

Customer |D ‘ RLH82

Amount received ‘ $1,500.00

Account number ‘ 1234567
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Summary After reading the chapter, I'm confident you can see that e-business and ERP systems, like
most other aspects of AIS, are full of judgments—they are almost certainly a blend of “art”
and “‘science,” at the very least. Here’s a summary of the chapter’s main points in terms of
its learning objectives:

1. Explain the nature of e-business, comparing and contrasting it with traditional “brick-
and-mortar” organizations. The essential feature of e-business is the computer net-
work. It is otherwise very similar to traditional businesses in terms of its stakeholder
groups, information needs, and organizational structures.

2. Discuss major forms of e-business, including business-to-business, consumer-to-
consumer, business-to-consumer, government-to-business, and government-to-consumer.
E-businesses often are classified by the types of entities connected via computer net-
works. B2B arrangements partner organizations, such as when a company purchases
inventory from a supplier. B2C transactions are characterized by operations such as
Travelocity or Amazon. G2B partners government agencies with businesses, as with
EDGAR. G2C operations allow consumers to obtain information from the government;
consider the Web site of the Internal Revenue Service (www.irs.gov) in this category.
C2C sites, like eBay, facilitate business between individuals.

3. Describe the basic nature, purpose, and structure of enterprise resource planning sys-
tems. An ERP system is a relational database designed to capture data and provide for
reports and analyses via queries. Common modules include financial, human resources,
vendors, and customer relationships. Popular ERP vendors include Oracle and SAP.

4. Give examples and analyze the causes of ERP system failures. ERP implementations
fail for one or more of a few common reasons, including poor leadership from top man-
agement, failure to analyze business processes thoroughly, unrealistic expectations,
poor project management, inadequate education and training, bad match between soft-
ware and organization, technical problems, and inaccurate data.

5. List and discuss steps associated with successful ERP implementations. Successful
ERP implementations commonly follow a six-step implementation process: (i) Obtain
organizational commitment. (ii)) Communicate strategic goals clearly. (iii) View ERP as
an enterprisewide venture. (iv) Select a compatible ERP system. (v) Resolve multisite
issues. (vi) Ensure data accuracy.

6. Discuss the role of application service providers in e-business. Application service
providers can facilitate an organization’s entry into the networked economy. ASPs
deliver a wide range of applications on a subscription or rental basis: managing ele-
ments of the human resource function, preparing tax returns, and completing the steps
in the accounting cycle. Organizations using ASPs must modify their internal control
systems to address the risks they present. The AICPA’s SSAE 16 (Statement on Stand-
ards for Attestation Engagements 16) explains three types of reports that should be
applied when an audit client utilizes an ASP.

Now, please proceed to the end-of-chapter activities assigned by your instructor to get
some practical applications of the concepts discussed in this chapter.

Key Terms application service computer networks, /79 e-commerce, /79
provider, 187 conditions for a successful enterprise resource planning
causes of ERP implementation ~ ERP implementation, /86 system, /84
failure, 185 e-business categories, /8/
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End—of—Chapter 1. Reading review questions.

Activities a. What is the distinguishing characteristic of e-business that makes it different from traditional
brick-and-mortar businesses?

b. The chapter discusses five basic types of e-business arrangements. Identify and describe
each one; give an example for each type other than the example in the chapter.

c. What is an enterprise resource planning system?

d. What common problems cause ERP implementations to fail? What can managers do to pro-
mote successful ERP implementations?

e. Prepare a response to the questions for this chapter’s “AlS in the Business World.”

2. Reading review problem. This chapter’s AIS in the Business World focused on
Amazon, but many other companies are also involved in e-business. Consider one of
the following as the basis for answering the questions below: Google, Dell, Best Buy.
a. What forms of e-business does your chosen company engage in?

b. Which common ERP system modules would the company use to calculate the net sales
reported on the income statement? How would they be used?

c. Could the company you chose be considered an application service provider? Why, or
why not?
3. Multiple choice review. Please select the best answer for each question.
1. All of the following are costs associated with e-business except:
a. Potential for customer distrust.
b. Financial costs associated with setting up networks.
c. Need to develop different internal control systems.
d. REA modeling requirements.
2. WebTrust and SysTrust are:
Required for e-business.
. Always part of an SSAE 16 audit.

b.
c. Tools for providing security in an e-business environment.
d

®

. Federal government programs.
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3. Which ERP module is most concerned with vendor relationships?
a. Customer relationship management
b. Supply chain management
c. Financial management
d. Human resource management
4. All of the following are conditions for a successful ERP implementation except:
a. Thinking of the implementation as an IT project.
b. Obtaining organizational commitment.
c. Ensuring data accuracy.
d. Communicating strategic goals clearly.
5. An application service provider provides HR services for the health care industry. It can be
considered:
a. A specialist, vertical market ASP.
b. An enterprise, specialist ASP.
c. A local, specialist ASP.
d. An enterprise, vertical market ASP.

4. Making choices and exercising judgment.

a. Point your Web browser to www.baselinemag.com. Locate and read “Hershey’s Sweet Victory”
by David F. Carr. In the blinding light of hindsight, which of the common causes of ERP fail-
ure did Hershey experience? What could management have done to avoid those problems?

b. The e-business model can be applied very effectively in some industries, but not as effec-
tively in others. You may remember early attempts to establish online grocery shopping with
companies such as Web Grocer and Net Grocer. Think of another industry where the value
of e-business might be considered questionable. Explain your reasoning.

5. Field work.

a. Conduct research into WebTrust and/or SysTrust. Prepare an oral or written report summa-
rizing at least the following items: historical development, nature and purpose of the system,
financial and nonfinancial benefits, and costs and examples of companies using the technol-
ogy. You can start your research at www.webtrust.org.

b. Visit a company in your geographic area that uses an ERP system. Ask for a demonstration
of the system (or at least one part of it) and prepare a brief oral or written presentation to the
class on your findings.

c. As stated in the chapter introduction, the three topics we’ve examined are related to many
parts of the AICPA Core Competency Framework. Choose one of the three topics (e-business,
ERP systems, application service providers), and identify at least two related AICPA
competencies. Explain how the competencies are related to the area you chose.

6. Internal controls in e-business. The chapter mentioned three potential internal controls for
an e-business environment: encryption, segregation of duties, and access restrictions.
Consider your study of internal controls throughout this text; suggest five additional inter-
nal controls for e-business environments. Explain specifically how you would apply them.

7. Types of computer networks. As you read in the chapter, the presence of a computer
network is the defining characteristic of e-business. Research the topic and define
each of the following terms related to networks and networking.

. Local area network
. Network architecture
. Network protocol

. Network topology

. Node

o o6 o e

STUDENTS-HUB.com Uploaded By: anonymous


https://students-hub.com

Chapter 10 E-business and Enterprise Resource Planning Systems 193

f. Server
g. Wide area network

8. Forms of e-business. Which category of e-business (B2B, B2C, G2B, or G2C) best
describes each of the following items?

. Buying materials for professional practice from www.aicpa.org

. Electronic reporting of state unemployment taxes

. Filing personal income taxes with TaxSlayer.com

Getting medical advice from www.webmd.com

. Making appointments with the Department of Motor Vehicles

. Online banking

. Paying traffic citations online

. Purchases from Amazon.com

S0 om0 A0 o

-

. Receiving the online newsletter from the Institute of Management Accountants
j- Registration for seminars sponsored by the Association of Certified Fraud Examiners

9. Promoting ERP success. Choose one of the Fortune 100 companies; investigate it on
the Internet and through your university’s library. Work with a group of students to
prepare a PowerPoint presentation to fulfill the first three of Umble and Umble’s six
conditions for promoting ERP success (obtain organizational commitment, communi-
cate strategic goals, and view ERP as an enterprisewide venture).

10. Application service providers.

a. Companies considering utilizing an ASP might start the process by identifying a need to
lower costs and increase flexibility. What other steps would a manager likely take in select-
ing an ASP? Who should be involved in such a decision?

b. Refer to www.ssael6.com. Determine which of the following statements are true based on
the information provided there:

i. SSAE 16 outlines four report types for service organization audits.
ii. The standard is designed to bring the U.S. standard for service organization audits into
alignment with the related international standard.
iii. SSAE 16 superseded SAS 70.
iv. A Service Auditor’s Report can help an organization build trust with its stakeholders.
v. An SSAE 16 audit is required if a company uses COSO’s Internal Control—Integrated
Framework.

c. All professional accounting certifications and licenses (such as the CPA and CFE) require
continuing professional education (CPE) on an annual basis. Suppose you and a group of
friends started an ASP designed to track CPE requirements for accounting professionals.
Design a database that would capture the required information about your clients. What
internal controls would you implement to promote the integrity of those data?

11. Terminology. Please match each item on the left with the best item on the right.

1. Brick-and-mortar a. A well-known ERP system
2. Computer network b. Another name for “old economy” organizations
3. Financial management c. Associated with G2C and G2B e-commerce
4. Hershey d. B2C e-commerce example
5. Human resource management e. ERP module associated with employees
6. Internal Revenue Service f. Had a “not so sweet” experience with ERP
7. Multisite issues g. Module in an ERP system associated with
stockholders
8. Online banking h. Need to be resolved for a successful ERP project
9. PeopleSoft i. Technology underlying ERP
10. Relational database j- The salient feature of e-business
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12. Multiple choice questions.

13.

STUDENTS-HUB.com

1. The Web site www.sco.ca.gov/upd.html is an example of which form of e-business?

a. B2C
b. G2C
c. G2B
d. C2C

2. WebTrust and SysTrust are forms of:

a. Internal control.

b. E-business.

c. Systems documentation.

d. Transaction processing software.

3. In February 2011, Pfizer Inc. authorized a $5 billion program to repurchase shares of its own
common stock from investors. Which ERP system module is most likely to be involved in
the transactions?

a. Customer relationship management
b. Financial management

c. Supply chain management

d. Human resource management

4. Which of the following can cause problems in ERP system implementation, internal control
design, and enterprise risk management?

a. Lack of strong positive signals from top management
b. Assuming staff understand project goals and purposes
c. Bothaandb

d. Neither a nor b

5. To calculate cost of goods sold for the income statement, an ERP system would access data

from all of the following except:

a. Financial management module

b. Human resource management module

c. Customer relationship management module
d. Supply chain management module

Statement evaluation. Indicate whether each of the following statements is (i) always
true, (i) sometimes true, or (iii) never true. For those that are (ii) sometimes true,
explain when the statement is true.

a. Companies involved in e-business report higher profit margins than traditional companies.

. Computer networks are the defining feature of e-business.

. E-business expands an organization’s geographic markets.

. E-business removes the need for human intervention in accounting information systems.

o o o o

. An organization that adopts an ERP system will use that system’s financial management
module.

—

. Implementing an ERP system ensures that data will be accurate and accessible.
g. Many enterprise resource planning systems are modular in nature.

h. Organizations enter into relationships with stakeholders to get the resources they need to
operate.

i. Successful ERP implementations often require business process redesign.
j- WebTrust and SysTrust can strengthen internal controls in e-business.
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Prior material application.

a. When an organization implements an ERP system or enters into the e-business arena, it is
exposed to a variety of risks. Use the COSO ERM framework discussed in Chapter 4 to
design a generic risk management plan for one of those two situations.

b. A small bookstore wants to expand its operations to include e-business. Use the generalized
model of business process management discussed in Chapter 4 to develop a plan for doing so.

c. A business plan is essential for starting an e-business venture. Do some research on how to
develop a business plan; you might start by consulting www.sba.gov or by asking a strategy/
entrepreneurship professor at your university. Document the steps for developing a business
plan using one of the formats discussed in Part Two of the book.

Excel application. Use the indicated Excel formulas to respond to the following inde-
pendent situations.

a. Formula: PMT. BBT Corporation wants to lease an ERP system for a period of three years.
If the total lease price is $50,000, and the ERP vendor charges an interest rate of 3%, how
much will BBT pay annually? (Check figure: annual payment should be between $17,000
and $18,000.)

b. Formula: RATE. RDN Corporation wants to lease an ERP system for a period of four years.
If the total lease price is $40,000, and RDN’s monthly payment is $1,200, what annual inter-
est rate is RDN paying? (Check figure: interest rate is between 15% and 20%.)

c. Formula: NPER. JPD Corporation wants to lease an ERP system with a total lease price of
$32,000. If the annual interest rate on the lease is 6% and JPD makes monthly payments of
$1,500, how long is the lease? (Check figure: number of periods is between 20 and 25 months.)
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Chapter Eleven

Computer Crime
and Information
Technology Security

AIS in the Business World
Target

In late 2013, Target Stores experienced a major security breach that left many customers
vulnerable to identity theft and related crimes. The incident was widely reported in the
media, as shown by the following quotes:

Target says that its stores have been hit by a major credit-card attack involving up to
40 million accounts. Chief Executive Officer Greg Steinhafel confirmed Thursday
morning earlier reports that a brazen data breach had taken place. In a statement,
Steinhafel said: “Target is working closely with law enforcement and financial
institutions, and has identified and resolved the issue.” The retailer said that the
unlawful access to customer information took place between Nov. 27 and Dec.15.
(Eversley and Hjelmgaard, 2013)

Over the past month, details about the breadth of the Target data breach have
continued to emerge. It's not a pretty story. Bad enough when it appeared that through
some means, hackers had gotten data all the way from credit card swipe machines out
the other side of Target's systems, including encrypted pin numbers from debit cards.
Then it was announced that other information was also stolen, specifically name,
address, phone number and/or email address. (Rosenblum, 2014)

Later investigation revealed that the problem impacted at least 70 million Target
customers. This chapter extends our earlier discussion of internal control into the
realm of information technology. We'll look at various forms of computer crime,
along with tools organizations can use to combat it.

Discussion Questions

1. What type of computer crime did Target and its customers experience according
to Carter’s taxonomy?

2. What risk exposures did Target have that allowed the data breach to occur?

3. What principles guide the development and implementation of IT-related internal
controls?
4. What role can/should CoBIT play in cases like the one described?

196

STUDENTS-HUB.com Uploaded By: anonymous


https://students-hub.com

Chapter 11 Computer Crime and Information Technology Security 197

With individuals becoming more than simply computer literate and the emergence of the
Internet as a tool for global information exchange, accounting information systems and the
information they store and process will increasingly fall victim to computer crime and
fraud. Computers also have become facilitators for criminals, providing them with new
methods of perpetrating classic forms of crimes and creating many new “business opportu-
nities” for these criminals. This chapter examines many facets of computer crime and
fraud: associated risks and threats, the use of accounting information systems, and investi-
gation of computer crime.
When you’ve finished studying this chapter, you should be able to:

. Explain Carter’s taxonomy of computer crime.
. Identify and describe business risks and threats to information systems.
. Discuss ways to prevent and detect computer crime.

AW N =

. Explain the main components of the CoBIT framework and their implications for
IT security.

Understanding the various types of computer crime will allow you to understand more
clearly how the AIS can be affected by common malicious acts. Carter (1995) suggested a
four-part taxonomy for computer crime:

» Target. This category comprises of computer crimes where the criminal targets the sys-
tem or its data. The objective of these crimes is to impact the confidentiality, availabil-
ity, and/or integrity of data stored on the computer.

o Instrumentality. Computer as the instrumentality of the crime uses the computer to fur-
ther a criminal end. In crimes fargeting the computer, the data are the object of the
crime; in this case, the computer is used to commit a crime.

* Incidental. This type of computer crime encompasses crimes where the computer is not
required for the crime but is related to the criminal act. The use of the computer simpli-
fies the criminal actions and may make the crime more difficult to trace.

* Associated. The simple presence of computers, and notably the growth of the Internet,
has generated new versions of fairly traditional crimes. In these cases, technological
growth essentially creates new crime targets and new ways of reaching victims.

The lines between each type of crime can be blurry at times and some criminal transactions
may overlap the different types of crimes.

BUSINESS RISKS AND THREATS TO INFORMATION SYSTEMS

Organizations, both large and small, have come to rely heavily on information systems
to provide timely information used in making critical business decisions. As such reli-
ance on information systems grows, so do the risks the organization faces. So, anyone
involved in decision making should understand those risks and how they can impact the
organization.

We’ll discuss the following business risks and threats:

e Fraud

* Error

* Service interruption and delays

e Disclosure of confidential information
* Intrusions
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e Information theft

e Information manipulation
* Malicious software

* Denial-of-service attacks
*  Web site defacements

* Extortion

Fraud

In 1989, the U.S. Department of Justice defined computer fraud as being any illegal act for
which knowledge of computer technology is used to commit the offense. Fundamentally,
computer fraud is people fraud; no computer system can perpetrate fraud without at least
some human intervention.

Computer skills required will vary greatly depending on the type of fraud being perpe-
trated. Frauds such as data diddling—the intentional modification of information—require
only basic skills; on the other hand, theft of information in a secure database will require
more advanced computer skills from the fraudster.

Following a series of scandals and lapses in corporate governance, the Sarbanes-Oxley
Act was introduced to restore customer confidence in the stock markets. It was introduced
with the firm resolve to increase corporate responsibility and requires that companies
establish extensive governance policies to prevent and respond to fraudulent activities. The
act and the accompanying SEC regulations require that organizations produce a report of
the internal controls it has in place to ensure compliance with the act itself.

Error

Losses associated with errors can vary widely depending on where the error originated and
the time it may take to identify and correct it. A single error when entering a product code
will lead to the wrong item being shipped; a programming error in a financial institution’s
transaction system could lead to a loss of many millions and some very angry customers.
Implementing preventive controls that will detect and correct errors before they occur can
prevent financial losses and negative impacts to the organization’s image.

Service Interruption and Delays

A delay in processing information or a service interruption can bring an organization to a
standstill; such delays can lead to missed deadlines for payables and receivables. Service
interruptions can be due to many factors, but they all fall into three main categories: acci-
dental, willful neglect, and malicious behavior. Accidental service interruption can be
caused by someone shutting down the wrong machine. Willful neglect could be due to
outdated antivirus software; a malicious service interruption could be caused by a hacker
launching a denial of service attack against an organization’s Web site.

Disclosure of Confidential Information

The disclosure of sensitive information can have major impacts on an organization’s finan-
cial health. No organization wishes to imagine its customer or employee data being made
available to all on the Internet, but such disclosure has become an important risk for most
organizations. Privacy laws have made managers and other stakeholders aware of the criti-
cal need to protect information assets.

Intrusions

The main objective of an intrusion is to gain access to a network or a system by bypassing
security controls or exploiting a lack of adequate controls. An intruder’s motivations will
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vary widely: Some hack for profit while others hack for fun. Hackers for profit will often
target specific organizations or specific information before beginning their attack; hackers
looking for entertainment will often choose “low-hanging fruit”: data and/or systems that
are relatively unprotected and easy to access.

Information Theft

This form of computer crime targets the organization’s most precious asset: information.
Trade secrets, marketing plans, advertising campaigns, research and development data for
new products, and customer lists are just a few examples of data in this category. These
assets, which are represented in a numeric format, often have a higher value than other
traditionally targeted assets, resulting in potentially higher losses for the organizations.

Information Manipulation

Information manipulation can occur at virtually any stage of information processing, from
input to output. Input manipulation in computer systems is probably the most common
form of fraud since it is easy to perform, requiring only basic computer skills. Further-
more, it is hard to detect, since the fraudulent input may look valid until an in-depth exami-
nation is performed. Such a situation could occur when an employee creates fake refunds
in the payables system to benefit a family member.

Program manipulation is a complex task and is extremely difficult to detect as both the
modification and detection require advanced computer programming knowledge. Manipu-
lating computer programs involves the modification or insertion of specific functions in the
computer information system.

Other forms of manipulation involve taking advantage of the automatic repetitions of a
computer program. Such manipulation is characteristic of the “salami technique,” where unno-
ticeable slices of a financial transaction are removed and transferred to another account. Under
such a scenario, a computer programmer employed in a bank could redirect interest smaller
then a penny to his own account. Over time, those fractional amounts can add up to a large sum.

Malicious Software

Malicious software, or malware, can take many different forms: a virus infecting a system
and modifying its data, a worm replicating over the network causing a bottleneck, or
a Trojan horse allowing an unauthorized backdoor into a system that directly impacts the
confidentiality of the files residing on the system.

Logic bombs are another example of malicious software. In a payroll system, for exam-
ple, software validates whether a specific employee’s number is present or not when pay-
checks are issued. If the employee was ever dismissed, his employee number would no
longer be present and, upon execution of the payroll application, the logic bomb would
detect the missing employee number and trigger the deletion of all employee records.

Denial-of-Service Attacks

Denial-of-service (DOS) attacks prevent computer systems and networks from functioning
in accordance with their intended purpose. These attacks cause loss of service to the users
by consuming scarce resources such as bandwidth, memory, or processor cycles; they also
can disrupt configuration information or physical components.

In a distributed denial-of-service attack, many compromised systems under the control
of one or many attackers are used to multiply the impact by launching concurrent attacks
against a determined target. These attacks can be devastating to an organization as they
will bring computer operations to a complete standstill; in many cases, distributed DOS
attacks are virtually impossible to block as they come from so many sources.

STUDENTS-HUB.com Uploaded By: anonymous


https://students-hub.com

200 Part Three Information Technology in the AIS

Web Site Defacements

Web site defacements are a form of digital graffiti where intruders modify pages on the site
in order to leave their mark, send a message, or mock the organization. Politically moti-
vated defacement, often called hacktivism, attempts to send a message to the organization
or some part of the online community.

Extortion

Online extortion is often the result of the computer being the object of a crime; the extor-
tionist contacts an organization after successfully stealing information or launching a DOS
attack. The criminal then threatens either to reveal the information to the public or to
launch a prolonged denial of service if demands are not met.

Reflection and Self-Assessment

Which types of computer crime apply to the Target data breach discussed in this chapter’s AlS in the Business World?

Next, let’s examine ways to reduce the risk of computer crime in organizations.

INFORMATION SECURITY

The three principles are  Information security is defined as the protection of data in a system against unauthorized

often referred to as the disclosure, modification, or destruction, and protection of the computer system itself

C-I-A triad. against unauthorized use, modification, or denial of service. It is based on three fundamen-
tal principles: confidentiality, availability, and integrity. While the level of security varies
from one organization to the next, controls are implemented to achieve one or more of
these three basic principles (see Figure 11.1):

* Confidentiality. Condition that exists when data are held in confidence and are protected
from unauthorized disclosure.

* Data integrity. State that exists when data stored in an information system are the same
as those in the source documents or have been correctly processed from source data and
have not been exposed to accidental or malicious alteration or destruction.

* Availability. Achieved when the required data can be obtained within the required time
frame.

These three principles must be maintained throughout the information life cycle from cre-
ation to destruction.

FIGURE 11.1 Availability
C-I-A Triad

Confidentiality Data integrity
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FIGURE 11.2 Physical controls Technical controls
Control Taxonomy

Administrative controls

Failure to protect the organization’s information adequately could lead to financial losses,
legal action, and loss of trust. Controls are thus implemented to protect the information.
Much like the preventive/detective/corrective taxonomy we explored for internal controls, IT
controls can be classified as physical, technical, or administrative (see Figure 11.2).

Physical security controls are required to protect computers, related equipment, and
their contents from espionage, theft, and destruction or damage by accident, fire, or natural
disasters (e.g., floods, earthquakes, and hurricanes). They involve the use of locks, security
guards, badges, alarms, and similar measures to control access to computers, network equip-
ment, and the processing facility. Other forms of controls such as smoke and fire detectors
and generators are implemented to protect against threats such as fire and power outages.

Sometimes referred to as logical controls, technical security controls involve the
use of safeguards incorporated in computer and telecommunication hardware and soft-
ware. Firewalls, encryption, access control software, antivirus software, and intrusion
detection systems fall into the category of technical security controls.

Firewalls are the first line of defense in protecting the corporate network from network-
based threats. An access control policy determines which packets can flow between the
network segments protected by firewalls; common techniques include examining packet
information (such as source and destination address) and/or determining a message’s trans-
mission protocol. A firewall will only be as secure as the policy that it implements, the
most effective being designed to restrict all traffic except that which is expressly permitted.
You may be familiar with Windows Firewall or McAfee Security Suite, which incorporates
firewall technology.

Intrusion detection systems and intrusion prevention systems detect potentially mali-
cious data and access patterns. Both system types operate at both network and individual
computer levels. Network-based systems examine network traffic; they look for specific
patterns of anomalous behavior or deviations from the standard behavior of the network.
Individual systems detect malicious activity by examining system calls, event logs, critical
system files, and other valuable system information.

Access controls protect the confidentiality, integrity, and availability of information
resources. Access control can usually be seen as a three-step process: identification (the
user provides information in order for the system to recognize him or her), authentication
(once identified, the user must prove his or her identity), and authorization (the user is
granted the privileges associated with his or her profile). Fundamentally, access controls
ensure that only the “right” people have access to specific types of information. For exam-
ple, as a faculty advisor at my university, I can access the records of any student, but an
individual student has access only to his or her own academic records.

Cryptography transforms data to (i) hide them, (ii) prevent them from being modified,
and/or (iii) prevent unauthorized access to them. Most cryptography uses mathematical
functions (algorithms) to turn ordinary data into an incomprehensible format.

Management constraints, as well as operational and accountability procedures, are
known as administrative security controls. Examples include security policies and
procedures, security awareness and training, adequate supervision of employees, and secu-
rity reviews and audits.
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A security policy is a clear and concise set of guiding statements supported by manage-
ment; it provides a framework that ensures that information assets are secured. It is the key
component to an organization’s information security management system; without it, inter-
nal stakeholders have no specific guidance with respect to information system security issues.

Security awareness training is an often-overlooked part of a security management pro-
gram. Communicating the roles and responsibilities of employees as they are defined in the
security policy is the first line of defense in protecting critical computing infrastructures.

Organizations should conduct security reviews in which they monitor the program to
ensure compliance, fine-tune the security policy and controls in accordance with the orga-
nization’s goals, and ensure that any deficiencies are corrected. Security audits will exam-
ine whether the information systems operate in accordance with the security policy and
ensure that the controls are effective in protecting these systems. The information system
auditing process collects and examines evidence to determine whether the information
system possesses controls that adequately protect the organization’s informational assets in
an effective way.

Administrative security controls are established for three main reasons: (i) to provide
supplemental controls, (ii) to protect information processing resources, and (iii) to ensure
that all employees have proper authorization to access computing resources.

Physical, technical, and administrative controls can further be classified as preventive,
detective, or corrective controls. Preventive controls are implemented to keep unwanted
events from occurring, detective controls attempt to identify anomalous and unwanted events
once they have occurred, whereas corrective controls remedy problems discovered by detec-
tive controls.

Reflection and Self-Assessment

Under what circumstances could each of the preceding information systems controls be classified as preventive,
detective, and/or corrective?

Let’s conclude our discussion of computer crime with a look at an important set of
internal control ideas: ISACA’s Control Objectives for Information and Related
Technology (CoBIT).

CoBIT

You’ll find ISACA’s ISACA is an acronym for the Information Systems Audit and Control Association, a
Web site at www.isaca. professional group that bridges the gap between accounting and information technology.
org.

They offer the Certified Information Systems Auditor (CISA) credential along with other
professional designations. ISACA’s well-respected Control Objectives for Information and
Related Technology framework gives accountants and other information systems profes-
sionals clear guidance in establishing strong internal controls, thereby deterring fraud.

Now in Version 5.0, the CoBIT framework acknowledges that information is the most
important organizational “asset” in the 21st century—although no corporate balance sheet
has a line item for it! As information expands rapidly, organizations need to manage it
more effectively. So, the CoBIT framework lays out some fundamental, widely applicable
concepts, and ideas to achieve that goal.
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CoBIT 5.0 features five principles (Figure 11.3) that form the foundation of a strong IT
governance and management. Let’s take a closer look at each one.

1. Meeting stakeholder needs. A stakeholder is any person who has an interest in an organi-
zation’s activities. So, stakeholders include groups like employees, stockholders, cus-
tomers, vendors, and others. Different stakeholder groups have different information
needs; for example, a stockholder might want information about dividends, while a cus-
tomer might focus on prices and quality of goods sold. When an organization manages its
IT well, the system will meet the legitimate information needs of all stakeholder groups.

2. Covering the enterprise end-to-end. All parts of the organization have information; therefore,
all parts of the organization have to be part of the plan to manage it! Just as a well-designed
relational database provides comprehensive inputs for decision making, a well-designed
plan for managing information covers the whole entity—not just the IT function.

3. Applying a single integrated framework. We’ve talked about several different frame-
works so far in the text: the FASB Conceptual Framework of Accounting, the AICPA
Core Competencies Framework, the COSO frameworks for internal control and enter-
prise risk management. CoBIT’s third principle incorporates and builds on other frame-
works to produce a unified set of ideas.

4. Enabling a holistic approach. Because CoBIT 5 is so comprehensive, it allows stake-
holders to look at the organization holistically—that is, in its totality. Rather than sepa-
rating IT governance and management from the other essential functions of
organizations, CoBIT 5 integrates them throughout the entity, whether its organizational
structure is based on function (accounting, marketing, human resources), product
(widgets, wadgets), or some other principles.

5. Separating governance from management. Although the two terms appear very similar,
CoBIT makes an important distinction between them. Governance focuses on strategic
decision making, goal setting, and prioritization; management focuses more on the day-
to-day actions needed to achieve those goals. Many of the corporate scandals of the late
20th century occurred, in part, because governance and management were too comingled.

FIGURE 11.3
CoBIT 5 Principles

1. Meeting
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FIGURE 11.4 4 2\
CoBIT 5 Enablers
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Along with the five principles, CoBIT suggests seven enablers—tools that make the best
possible uses of information and information technology vis-a-vis the needs of organiza-
tional stakeholders. Figure 11.4 presents the seven enablers.

Table 11.1 explains each enabler.

We can only scratch the surface of CoBIT 5 here, but we’ll look at it in more depth in
this chapter’s critical thinking application and end-of-chapter activities.

TABLE 11.1

CoBIT 5.0 Enablers

Source: CoBIT 5 © 2012 ISACA. All rights reserved. Used by permission.

Enabler

ISACA Explanation

Examples

Principles, policies, and
frameworks

Vehicle to translate the desired behavior into
practical guidance for day-to-day management

Enterprise risk management plan,
internal control plan

Processes

Organized set of practices and activities to
achieve certain objectives and produce a set of
outputs in support of achieving overall
[T-related goals

Sales/collection process, acquisition/
payment process, conversion process,
human resources process, financing
process

Organizational structures

Key decision-making entities in an enterprise

C-suite executives

Culture, ethics, and
behavior

Very often underestimated as a success factor
in governance and management activities

Valuing open dialogue and
cooperation

Information

Required for keeping the organization running
and well governed, but at the operational level
... very often, the key product of the enterprise
itself

Product demand, employee
satisfaction, vendor reliability

Services, infrastructure,
and applications

Infrastructure, technology, and applications
that provide the enterprise with information
technology processing and services

Enterprise resource planning systems,
relational databases, transaction
processing software

People, skills, and
competencies

Required for successful completion of all
activities, and for making correct decisions,
and taking corrective actions

Functional experts, cross-functional
thinking

STUDENTS-HUB.com

Uploaded By: anonymous


https://students-hub.com

Chapter 11 Computer Crime and Information Technology Security 205

CRITICAL THINKING

We’ve looked at several topics related to computer crime and IT security in this chapter:
Carter’s taxonomy, risks and threats, internal controls, and CoBIT. In this section, I want to
tie all of those together with an example.

Consider the following true account of a situation at Blue Security, an anti-spam firm
that is now out of business (Lemos, 2006):

Blue Security had created a small program called Blue Frog to turn a spam flood back on the
advertiser, thus raising the cost of sending spam. The program would send a single opt-out
request to the advertisers’ Web sites for every registered user who received a spam message.
Blue Security had about 500,000 subscribers to its service, so if a spam flood hit 20 percent
of those users, then 100,000 opt-out requests would hit the advertisers who requested that the
spam be sent. In revenge, one of the spammers—reportedly the one called PharmaMaster—
attacked Blue Security and all Internet services associated with it for more than two weeks.
The attack was so crippling that Blue Security was forced to close its doors.

How would the attack on Blue Security be classified using Carter’s taxonomy of computer
crime? As with many cases, it would fit in more than one category. We could think of it in
Carter’s farget classification; the attack targeted Blue Security’s information system, and
its data to stop it from using Blue Frog. Since a computer was used to launch the attack, it
also could be considered in the instrumentality classification. The incident wouldn’t be
appropriately classified as either incidental or associated; the computer was an integral part
of the attack, but the attack was not simply a new version of an old crime.

The chapter discussed 11 business risks and threats associated with computer crime.
The attack on Blue Security could be considered an example of any of the following:

*  Fraud. According to the U.S. Department of Justice definition, the Blue Security case
constitutes fraud. Knowledge of computer technology was critical in launching the
attack.

e Service interruption and delays. During the attack, Blue Security’s services were inter-
rupted. If your campus has ever experienced a denial-of-service attack, as mine has, you
know the kind of frustration those interruptions and delays can create.

°  Malicious software. Attackers also sent incredible amounts of spam to Blue Security’s
customers. They were able to access customers’ e-mail addresses by comparing e-mail
lists based on responses to spam.

* Denial-of-service attack. The attack is a classic example of a distributed denial-of-
service (DDOS) attack. SearchSecurity.com describes DDOS like this: “On the Inter-
net, a distributed denial-of-service (DDOS) attack is one in which a multitude of
compromised systems attack a single target, thereby causing denial of service for users
of the targeted system. The flood of incoming messages to the target system essentially
forces it to shut down, thereby denying service to the system to legitimate users.”

Most experts agree that there is no 100 percent foolproof way to prevent situations like
the one at Blue Security. But managers can still implement some internal controls to reduce
their likelihood and lessen their effects on an information system. Here are some ideas:

e Develop a business continuity plan that lays out how the organization will respond to
cyber-attacks.

* Ensure that the information system isn’t stretched to its capacity limits. If a system has
excess capacity, denial-of-service attacks may not be as severe.
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* Purchase insurance to cover the costs associated with system attacks.

e Store data and Web pages on multiple servers so that attackers don’t have a single focal
point.

* Track activity on the system so that you can detect denial-of-service attacks and other
forms of intrusion. By knowing what a system’s traffic usually looks like, it’s easier to
determine when an attack has occurred.

How does the Blue Security case relate to the principles and enablers of CoBIT 5.0? Cer-
tainly, the Blue Frog program was designed to meet stakeholder needs (CoBIT principle 1).
However, in meeting the needs of Blue Security’s stakeholders, the program worked against
the stakeholder needs of spammers—albeit in a way that most nonspammers would appreci-
ate and value!

In terms of the seven enablers, the Blue Frog program was attempting to “weed out”
nonvaluable information in the form of spam. The Blue Frog program itself was an exam-
ple of an application, one element of services/infrastructure/applications. Finally, the pro-
gram was likely a part of an overall enterprise risk management plan (principles/policies/
frameworks) for organizations that adopted it.

While the preceding examples are by no means comprehensive, I hope they give you a
sense of how the CoBIT framework applies to real cases in real organizations.

Summary Here is a summary of the chapter’s important points based on its learning objectives:

1. Explain Carter’s taxonomy of computer crime. Carter identified four basic types of
computer crime: target (where the object is to attack the computer itself, often with the
intent of compromising its data), instrumentality (where the computer is used to com-
mit the crime), incidental (where the computer is not necessarily required for the crime
but is used to make it easier to complete and/or harder to detect), and associated (where
the computer is used to commit old crimes in a new way).

2. Identify and describe business risks and threats to information systems. Computers
expose businesses to at least four specific risks, some of which are also present in non-
computerized information systems. First is the risk of fraud; while not unique to a com-
puterized environment, the risk of fraud is increased because of the unique ways
computers can be used to commit crime (refer to Carter’s taxonomy for specific exam-
ples). Error is also an information systems risk; people can make data entry errors or
create inaccurate processing instructions, just as they can in noncomputerized systems.
Service interruptions and delays are unique to information technology environments;
for example, without adequate internal controls, power failures can cause service inter-
ruptions. Finally, companies must consider the risk of disclosing confidential informa-
tion; while not unique to a computerized environment, that risk is enhanced when data
are stored electronically.

The chapter discussed seven specific threats associated with computerized informa-
tion systems. Intrusions allow a computer criminal to bypass information security and
internal controls. Information theft is self-evident; it involves stealing sensitive or pro-
prietary information from the system. Information manipulation doesn’t necessarily
mean that the information is stolen outright; however, it changes information, often
resulting in inaccurate reports or less-than-optimal decision making. Malicious soft-
ware, for example, a logic bomb, can exist in an information system benignly until a
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date, event, or condition activates it. At that point, it may change or delete data or cut off
access to the information system. In a denial-of-service attack, a computer criminal
bombards the information system with requests for information, thus preventing it from
fulfilling its legitimate purpose. Think of Web site defacement as digital “tagging” or
graffiti. Finally, extortion involves threats from a computer criminal (such as disclosing
confidential information) unless the organization meets the criminal’s conditions (such
as paying cash).

3. Discuss ways to prevent and detect computer crime. Internal control is at least as impor-
tant in a computerized information system as it is in manual systems. Physical controls
are perhaps the simplest type: locking doors, installing alarms, and requiring identifica-
tion badges are some examples. Technical controls are part of the computer hardware
and software themselves; think of firewalls, virus detection software, and access con-
trols in this group. Finally, administrative controls refer to management policies and
procedures designed to promote information security. For example, organizations may
develop a clear information security policy and/or require periodic security training for
employees.

4. Explain the main components of the CoBIT framework and their implications for
IT security. As stated by ISACA: “CoBIT 5 provides a comprehensive framework that
assists enterprises to achieve their goals and deliver value through effective governance
and management of enterprise IT.” The framework is built around five principles and
seven enablers that, when present and functioning effectively, can help organizations
maintain strong control and security over their information technology assets.

Key Terms administrative security CoBIT framework, 202 taxonomy for computer
controls, 201 physical security crime, 197
basic principles of information  controls, 201 technical security
security, 200 risks and threats, 797 controls, 201
Chapter Carter, D. 1995. “Computer Crime Categories.” FBI Law Enforcement Bulletin, pp. 21-28.
f Eversley, M. and K. Hjelmgaard. “Target confirms massive credit-card data breach.” USA Today,
References 19 December 2013.

Lemos, R. (2006, August). “Gangland Web Attacks; How Not to Get Whacked by the Botnet
Mafia.” PC Magazine 25(13), 116. ABI/INFORM Trade & Industry database (Document ID:
11070446111; February 1, 2009).

Rosenblum, P. “The Target data breach is becoming a nightmare.” Forbes, 17 January 2014.

End—of—Chapter 1. Reading review questions.
Activities a. What four common classifications are often associated with computer crime?
. What computer crime-related risks and threats are associated with information systems?

. What categories are commonly associated with computer criminals? Describe each category.

e o o

. How can organizations safeguard against computer crime? How can they detect it and
recover from it if it happens? What role does CoBIT play in those tasks?

e. What is CoBIT? What are the principles and enablers discussed in the CoBIT
framework?

f. Respond to the questions for this chapter’s “AIS in the Business World.”
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2. Reading review problem. The Payment Card Industry Security Standards Council
(PCI DSS) has suggested standards to address cases similar to the Target data breach
discussed in this chapter’s AIS in the Business World; the Council’s Web site is www
.pcisecuritystandards.org.

a. Point your web browser to the Council’s Web site. Access the “Payment Card Industry Data
Security Standard Version 3.0,” published in November 2013. In consultation with your
instructor, choose one of the 12 requirements discussed in the standard.

b. Explain how the requirement you selected, if violated, could lead to one type of computer
crime identified in Carter’s taxonomy. For example, failure to “regularly test security sys-
tems and processes” (Requirement 11) could allow a computer criminal to hack the organi-
zation’s information system remotely (an example of instrumentality).

c. Relate the same requirement and the same category from Carter’s taxonomy to one or more
of the business risks and threats discussed in the chapter. For example, a hacker could shut
down the organization’s information system for a period of time (an example of service
interruption and delays).

d. Considering all the three of the preceding items (requirement, Carter’s taxonomy element,
business risk/threat), explain how strengthening one of CoBIT’s seven enablers could
address the problem. For example, training all employees to recognize red flags for a hacked
information system (people/skills/competencies) could lead to the organization becoming
aware of a problem more quickly.

e. Using the control taxonomy in Figure 11.2, classify the control you indicated in (d). (Train-
ing employees is an example of an administrative control.)

3. Multiple choice review.

1. Carter suggested a four-part taxonomy of computer crime, comprising:
a. Technical, physical, administrative, and software crime.
b. Target, instrumentality, incidental, and associated.
c. Preventive, detective, corrective, and coercive.
d. Motivation, expectancy, valence, and instrumentality.

2. According to the U.S. Department of Justice, which of the following is defined as any illegal
act for which knowledge of computer technology is used to commit the offense?
a. Fraud
b. Intrusion
c. Information theft
d. Malicious software

3. As a part of its five principles, CoBIT emphasizes the need to separate:
a. Governance from management.
b. Stakeholder needs from management.
c. Governance from stakeholder needs.
d. All of the above.

4. All of the following are CoBIT enablers except:
a. Services, infrastructure, and applications.
b. Culture, ethics, and behavior.
c. AICPA core competency framework.
d. People, skills, and competencies.

5. The three fundamental principles that guide the development and implementation of IT
controls are:
a. Physical, technical, and administrative.
b. Effectiveness, efficiency, and compliance.
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c. Confidentiality, availability, and data integrity.
d. Preventive, detective, and corrective.

4. Making choices and exercising judgment.
a. What would motivate someone to engage in computer crime?

b. Do a Google search for the most recent list of AICPA Top Ten Technologies. Choose one
and explain how it might be used to engage in computer crime.

c. Suggest at least three specific internal controls you’d employ to prevent, detect, or correct
the computer crime you identified above.

5. Field work.

a. Point your Web browser to www.cybercrime.gov, the Web site for the U.S. Justice Depart-
ment’s Computer Crime and Intellectual Property section. Based on criteria provided by
your instructor, summarize one or more of the press releases on the site.

b. Use a literature search to investigate one or more of the following computer criminals.
Describe each one’s crime; also compare and contrast them in terms of personal characteris-
tics and motivations.

i. Lewys Martin
ii. James Jeffery
iii. Jeremy Hammond

6. Applying Carter’s taxonomy. Which element(s) of Carter’s taxonomy apply to each of
the following situations? If more than one category applies, explain why.

a. A bookkeeper steals cash as it comes into the company. The bookkeeper later falsifies
accounting entries using general ledger software to cover the trail.

b. A bored teenager initiates a denial-of-service attack on his Internet service provider’s
information system.

c. A disgruntled employee uses a previously installed “back door” into an information system
to lock out other users by changing their passwords.

d. A gang of criminals breaks into a local retail store. They steal all the store’s computers and
then later hack into them for the purpose of identity theft.

e. A pair of computer criminals uses e-mail to contact victims for an illegal pyramid scheme.
They use money from new investors, rather than profits, to pay off old investors, keeping
most of the money themselves.

f. A recently fired employee laid the groundwork for corporate espionage by installing spy-
ware on the company’s network.

g. A student discovers the password to his university’s information system. He then hacks the
system to change grades for himself and his friends.

h. A woman impersonates her wealthy employer, stealing personal information about the
employer from her bank’s information system.

7. Identifying business risks and threats. Which type(s) of business risks/threats
described in the chapter best applies to each situation below? If more than one
applies, explain why.

a. Blackmail based on stolen information.
b. Concurrent attacks against a determined target.
c. Digital graffiti.

d. Discovery of customer Social Security numbers by external parties.
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e. Hacking.

f. Intentional modification of information.

g. Mistakes in data entry.

h. Power failure.

i. Salami technique.

j- Stealing research and development data for new products.

k. Trojan horse.

8. Classification of controls. Classify each of the following controls as physical, techni-
cal, or administrative. Then, describe each control in your own words.

. Access control software

o P

. Adequate supervision of employees

. Badges

(=T o]

. Encryption

. Firewalls

. Internal audits

. Intrusion detection systems
. Locks

i. Ongoing training regarding security issues

= Qe -, O

j- Security guards
k. Security policy
1. Smoke detectors

m. Universal power supplies

9. Terminology. Please match each item on the right to the most appropriate item on the left.

1. Confidentiality a. Computers used to carry out a crime
2. Creating fake refunds to b. Crime classification that does not necessarily
benefit a friend require a computer

3. Data diddling c. Data are protected from unauthorized disclosure
4. Human element d. Designed to help restore consumer confidence
5. Incidental e. Information manipulation

6. Instrumentality f. Intentionally changing information in a system
7. Logic bomb g. Interest of less than one cent diverted to computer
8. Salami technique criminal’s account

9. Sarbanes-Oxley Act h. Most vulnerable part of an information system
10. Willful neglect i. One type of service interruption/delay

j- Shuts down a payroll system if a specific
employee number is deleted

10. Multiple choice questions. Consider the following short case in responding to these
questions:

Tim was upset with his accounting instructor because of the grade he earned in her
class. As an act of revenge, Tim used a computer program he downloaded from the
Internet to discover the instructor’s password for the university’s information system.
He used the password to infiltrate the system and introduced a program that would
shut it down; he contacted his accounting instructor and threatened to activate the pro-
gram if she did not change his grade.
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1. Which elements of Carter’s taxonomy apply?
a. Target and instrumentality
b. Target and incidental
c. Instrumentality and incidental
d. Target, instrumentality, and incidental
2. Which of the following are administrative controls the university should implement to
prevent such situations in the future?
a. Backup files, strong passwords
b. Backup files, mandatory password rotation
c. Strong passwords, mandatory password rotation
d. Backup files, strong passwords, mandatory password rotation

3. Because Tim is threatening his instructor, his actions are best described as:
a. Extortion.
b. Malicious software.
c. Information theft.
d. Service interruption.

4. Which of the following statements is most true with respect to CoBIT’s enablers?
a. Since the university is not a business, the “process” enabler is irrelevant in the case.

b. Tim’s accounting instructor must be incompetent since she could neither prevent nor
detect Tim’s action until it was too late.

c. If the university had an appropriate organizational structure in place, the problem would
have been prevented.

d. At the minimum, the university needs to consider two enablers: culture/ethics/behavior,
and services/infrastructure/applications.
5. Consider CoBIT’s five principles. The relevant stakeholders in this case include:
a. Tim and his accounting instructor only.
b. Tim and all instructors (including his accounting instructor) at the university.
c. All students (including Tim) and Tim’s accounting instructor only.
d

. All students (including Tim) and all instructors (including Tim’s accounting instructor) at
the university.

11. Statement evaluation. Indicate whether each of the following statements is (i) always
true, (ii) sometimes true, or (iii) never true. For those that are (ii) sometimes true,
explain when the statement is true.

a. A specific instance of computer crime can involve multiple categories from Carter’s
taxonomy.

=3

Computer crime involves using a computer to commit a crime.
Computer crime is perpetrated by organized crime groups.
Confidentiality, availability, and data integrity comprise the C-I-A triad.

Each element of the C-I-A triad is also mentioned in CoBIT’s seven enablers.

- 0 & 0

Although not an asset in the accounting sense, information is a resource according to CoBIT’s
seven enablers.

Information technology controls can be physical, technical, or administrative.

a3

h. Organizations that implement CoBIT are immune to computer crime.
i. Perpetrators of computer crime come from outside the organization.

j- The “salami technique” is an example of information manipulation.
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12. Prior material application.

a. Consider the five generic elements of most accounting information systems. For each
element, suggest one way it could be compromised via computer crime.

b. Read “Protect Small Business” by Joseph T. Wells in the March 2003 issue of Journal of
Accountancy; consider the case presented in the opening paragraphs of the article (Denise,
a bookkeeper for a small trucking firm). Work with a group of students and/or interview
a forensic accountant/certified fraud examiner to suggest a series of steps you could use to
investigate the fraud. Document your steps using one of the techniques described in
Part Two of the text.

c. This chapter provided a three-part taxonomy for IT controls; earlier in the text, you learned

that internal controls have four broad purposes. Fill in the table below with appropriate
examples; be prepared to explain your reasoning.

Internal Control Administrative
Purpose Physical Controls Technical Controls Controls

Safeguard assets

Ensure financial
statement reliability

Promote operating
efficiency

Encourage compliance
with management
directives

13. CoBIT 5. This problem is structured in three main parts. The first two parts require
less critical thinking, as they ask you simply to recall elements of the CoBIT 5 frame-
work. The second part requires more critical thinking, as it asks you to apply those
elements.

a. Fill in the blanks according to CoBIT 5’s principles.

i. Applying a framework.
ii. Covering the enterprise

iii. Enabling a approach.
iv. Meeting needs.

v. Separating from

b. Which of CoBIT 5’s enablers is described by each of the following items?

i. Key decision-making entities

ii. Often underestimated as a success factor

iii. Organized set of practices to achieve objectives

iv. Provide the enterprise with IT processing

v. Required for making correct decisions

vi. Translates desired behavior into practical guidance

vii. Very often the key product of the enterprise itself

c. For each of the following independent cases, indicate at least one relevant CoBIT principle
and at least one relevant CoBIT enabler. The first case is provided as an example.
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Case Principle(s) Enabler(s)

TSO Corporation provides all Applying a single integrated Principles, policies and
employees with an employee framework (the ERM plan is part ~ frameworks (the employee
manual. In its section on IT of the overall IT security plan) manual is a policy)

security, the manual specifies

required annual training to Enabling a holistic approach (all  People, skills, and competencies
understand the company’s employees must have the (the annual training gives
enterprise risk management plan training) employees needed skills)

UPT Corporation surveys its
stockholders and employees
annually to determine their
concerns about IT security; the
corporation’s chief executive
officer and chief information
officer address those concerns in
its annual report

YWN Corporation has a seven-
member board of directors. Every
5 years, the board develops a
strategic plan, which YWN’s
employees implement. The
strategic plan is structured, in
part, according to the
corporation’s usual activities

14. Excel application. Consider the following data set (available for download in the
3 February 2014 post on my AIS blog):

Number of

Fraud Dollar Number of IT Accounting Annual

Amount Employees Employees Sales

$ 5,694 78 20 $ 7,400
5,785 52 15 7,500
6,887 83 13 8,900
5,737 52 37 7,400
6,457 70 23 8,300
6,531 57 27 8,400
6,781 92 38 8,700
6,247 71 30 8,100
6,801 97 39 8,800
5,321 76 33 6,900

a. Use Excel’s regression function to analyze the data. Use “Fraud dollar amount” as the
dependent variable, and the others as independent variables. (Check figure: regression statis-
tics standard error = 23.97.)
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b. Interpret the results by answering the following questions:
i. What percentage of the variance in “Fraud dollar amount” is explained by knowing the
values of the other three variables?
ii. Are any of the independent variables statistically significant in predicting the fraud dol-
lar amount? If so, which?

iii. If a company has 60 IT employees, 22 accounting employees and annual sales of $7,000,
what fraud dollar amount does the regression equation predict?

Comprehensive Each part of the comprehensive problem is based on Big Marker (www.bigmarker.com).
Problem Consider the narrative in Part 1 as you respond to the following questions on XBRL,

- e-business and ERP systems, and computer crime and IT security.
Part 3 of 5

Part Three Questions
1. Consider the following list of transactions Big Marker might record in its AIS. Indi-
cate the journal entry required for each transaction, then use XBRL’s Global Ledger
taxonomy to find the correct tags for any five of the indicated accounts.

Transaction Date Transaction

9 Feb 20x4 Purchased a new computer server. List price, $7,700. Paid 30% down and
financed the remainder with a 2%, 6-month note payable

14 March 20x4 Paid employees, $18,000

18 March 20x4 Paid in advanced for six months’ advertising that will start in April 20x4, $3,000

24 July 20x4 Billed monthly communities for the 30 days ended 15 July 20x4, $25,000

23 Nov 20x4 Received required portion of community dues, $8,000. (Community dues total

was $80,000)

2. Most observers would agree that Big Marker is engaged in e-business.
a. Which e-business categories apply to Big Marker? (e.g., B2B)
b. Which benefits of e-business does Big Marker provide to its customers? Which costs apply?

3. Could Big Marker be considered an application service provider? Justify your
response. If Big Marker is an ASP, which category (e.g., enterprise, specialist) best
describes it?

4. Consider the material in Chapter 11 on computer crime and information technology
security.
a. Which business risks/threats impact Big Marker? Explain your response.

b. How does the narrative presented at the end of Part One demonstrate one or more of CoBIT’s
processes and enablers?
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Chapter Twelve

Sales/Collection Process

AlS in the Business World
Krispy Kreme Doughnuts

For all three chapters in this part of the book, we'll use Krispy Kreme Doughnuts as
the “AlS in the Business World"” focus. According to the investor relations section of
its Web site (www.investor.krispykreme.com), “Krispy Kreme is an international
retailer of premium-quality sweet treats, including its signature hot . . . doughnut.
Headquartered in Winston-Salem, NC, the company has offered the highest-quality
doughnuts and great-tasting coffee since it was founded in 1937. Today, Krispy
Kreme and its one-of-a-kind Hot Light can be found in approximately 812 locations
around the world.” The company trades its capital stock under the symbol KKD; as of
mid-February 2014, their stock was trading at just under $20/share.

KKD has a sales/collection process like most other organizations. Customers enter a
store, choose the doughnuts / beverages/other items they want to purchase, then pay
at the cash register. Like most retail companies, KKD does not extend credit directly to
its customers; rather, it relies on third-party entities, such as American Express and Visa,
to verify customers’ credit.

Discussion Questions
1. Which elements of Porter’s value chain are related to the sales/collection process?

2. How does Krispy Kreme's sales/collection process differ from the generic version
described in the chapter? How are the two similar?

3. For each generic part of the AIS discussed in Chapter 1, give two examples in
KKD’s sales/collection process.

216
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In AIS study, we com-
bine sales and collection
activities because of
their logical relationship
to one another. But, as
you’re probably aware, a
“collection” does not
necessarily constitute a
“sale” according to
GAAP. The rules of
accrual-basis accounting
still apply—we just
organize the knowledge

a little differently in AIS.

You might need to
review some of the
fundamental concepts
from earlier chapters
as you read and study
this one.

FIGURE 12.1
Porter’s Value Chain
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This chapter, and the two that follow, put together much of what you’ve already learned
within the context of specific business processes. So what is a “business process”? At its
most basic, a business process is a set of procedures and policies designed to create
value for some organizational stakeholder. Those stakeholders might include customers,
stockholders, employees or vendors.

Porter (1998) developed the value chain as a way to think about the processes organi-
zations use to create value for their stakeholders. The value chain (shown in Figure 12.1) is
organized into two parts: primary activities are directly involved in value creation, while
support activities provide essential services to the organization.

Consider, for example, the value created by your university. If you were extraordinarily
hardworking and diligent, you might be able to get the knowledge afforded by your degree
on your own—but very few students have that kind of determination. So, instead, it’s much
more effective and efficient for you to gain that knowledge through an organization (your
university) and its business processes.

While the details of processes can vary significantly from one organization to another,
most of them share some common features. Those common features will be our focus in
the next three chapters, starting here with the sales/collection process.

When you finish studying this chapter, you should be able to complete the following
tasks within the context of the sales/collection process:

1. Explain its role and purpose.
2. List and discuss, in order, the steps in the process.
3. Explain how the generic structure of most AIS applies to the process.

Primary activities Support activities

Procurement:
purchasing
function

Inbound
logistics: move
raw materials

Y

( )
Operations:
transform materials
into finished products Information
- ~ technology: R & D,
¢ other forms of IT

Outbound
logistics: move
finished product

Y

Human resource

management:
Marketing & personnel-related
sales: sell the functions
product
- ¢ ™)
Service: Infrastructure:
provide support other aspects of
as needed the organization
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4. Process common transactions.

5. Design and critique internal controls based on common risk exposures.
6. Develop and interpret process-related systems documentation.

7. Relate Porter’s value chain to the process.

PROCESS DESCRIPTION

The fundamental purpose of the sales/collection process is to provide goods and services
to clients and to collect payment from them. Without an effective sales/collection process,
an organization will soon cease to exist. Ineffective processes may arise from lack of
demand for a company’s product or service, inadequate exposure in the marketplace,
and/or poor credit policies (with the attendant difficulty in cash collections).

So, what exactly are the steps involved in an effective sales/collection process? Con-
sider the list below (Hollander, Denna, and Cherrington, 2000):

1. Take a customer’s order. Sales staff can take a customer’s order in a variety of ways:
face-to-face, via the Internet, through the mail, over the phone, and others.

2. Approve the customer’s credit. Once the customer’s order is in hand, the organization
often must approve his/her credit. When you shop in a store, credit approval comes
from scanning your credit card. Organizations doing business with one another, though,
often extend credit directly—without the use of a credit card.

3. Fill the order based on approved credit. If the customer’s credit is approved, the ware-
house staff can fill the order and prepare it for shipment.

4. Ship the product (if necessary). In the best-case scenario, a separate shipping depart-
ment actually sends the product to the customer (we’ll talk more about this idea when
we consider internal controls later in the chapter). If a customer is paying cash, she
might take the product on a cash-and-carry basis, rather than having it shipped. In some
cases, a customer may be forced to pay cash for goods and services if his credit is insuf-
ficient or he has a poor payment history.

5. Bill the customer. When goods and services are sold on credit, the billing department
will typically send an invoice or statement on a monthly basis. Your credit card com-
pany, for example, follows that process. They are a third-party intermediary between
you and the company that sold the goods and services, but the process is basically
the same.

6. Collect payment. In a perfect world, the client timely remits payment. The client may
take advantage of cash discounts for early payment. Customers that fail to pay timely
may undergo more extensive collection processes and/or be denied further credit. Sys-
tems for recording cash collections fall into two broad groups: open invoice and balance
forward. In an open invoice system, a customer’s remittance is tied to a specific invoice
or set of invoices. While more complex to maintain, open invoice systems do provide
more detail for decision making. In a balance forward system, remittances are not
applied to a particular invoice; rather, they are simply applied to a customer’s total out-
standing balance.

7. Process uncollectible receivables as necessary. In a worst-case scenario, when all
attempts to collect cash have failed, the organization may be forced to write off its bad
debts using a method approved under GAAP.

Figure 12.2 presents a partial systems flowchart that captures the first two steps of the
sales/collection process.
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FIGURE 12.2 Order taking
Partial Systems Customer department Credit department
Flowchart of the
Sales/Collection ( Start ) Customer
Process order
Grant Cancel
credit? order
Plz(ajce Inform
oreer Approved customer
Order customer
database order
End
‘ To warehouse ’

Keep in mind that the seven steps are very generic in nature. In your accounting career,
you may be called upon to design an effective sales/collection process and/or to evaluate
one as part of an audit. In either case, use the seven steps as a guide, but make allowances
for individual company practices.

Next, let’s consider how the five generic parts of an AIS (input, process, output, stor-
age, internal control) are applied in the context of the sales/collection process.

Reflection and Self-Assessment

Consider the way your campus bookstore or other transaction, from the bookstore’s point of view, exem-
source sold you your textbooks this term. How did the plify the steps in the sales/collection process?

AIS STRUCTURE

From an AIS perspective, inputs and outputs most often refer to documents. Documents in
the sales/collection process can be paper-based, electronic, or some combination of the
two. Table 12.1 summarizes the most commonly used documents in the sales/collection
process; we’ll take a look at each of them in more detail in the following paragraphs.
Note that an output from one step in the sales/collection process often serves as an input to
subsequent steps; likewise, an output from one organization can serve as an input
to another.

As we discuss documents associated with the sales/collection process, keep in mind
that we’re examining them from the point of view of the selling organization. The cus-
tomer will have its own names and formats for the same documents; we’ll explore those in
the next chapter.
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TABLE 12.1 Documents Associated with the Sales/Collection Process

Document Name |Basic Purpose Originator Recipient

Customer order To summarize items ordered and Sales department Warehouse
prices

Picking list To guide selection of items from Warehouse Shipping department
warehouse

Packing list To specify contents of shipment Shipping department Customer

Bill of lading To specify freight terms Shipping department Common carrier

Customer invoice To bill client Billing department Customer

Customer check To remit payment Customer Cash receipts department

Remittance advice To provide a source document Customer Accounting department
for AIS

Deposit slip To transmit cash receipts to bank Cash receipts department Bank

In the first step of the sales/collection process (take customer order), a sales clerk (or
someone with a similar title) notes the type and quantity of merchandise the customer is
requesting. The customer’s order, then, might be filled out by the sales staff or the cus-
tomer him- or herself. In many cases, the customer may simply bring the needed merchan-
dise to a cash register; in that situation, a formal “order” does not exist. See Figure 12.3 for
an illustration of a customer order form. If the order taking process is electronic, the order
form would likely be part of a relational database.

The picking list comes into play when an order is filled based on approved credit.
A picking list typically tells warehouse or stockroom staff what products to take (pick)
off the shelves to fill the customer’s order. If you’ve ever ordered any merchandise
from the Internet or a catalog, you’ve probably seen a packing list. It serves as a final
check of what is actually loaded into the box before the goods are shipped to the
customer.

A bill of lading is used when the goods are shipped to the customer. A bill of lading is a
contract between the seller (such as Amazon.com) and a common carrier (such as Federal
Express or United Parcel Service). The bill of lading tells the common carrier where to deliver
the goods. It also explains the freight terms associated with the shipment. Freight terms
identify two important items: who is responsible for the goods while they’re in transit and
who ends up paying the freight bill. When the selling organization bears the cost of freight,
it is treated as an expense in their AIS. However, if the buyer bears the freight cost, the
buyer capitalizes the amount to inventory.

Customer invoices vary as much as the companies that issue them. Typically, though,
they will contain some key information: the customer’s name and address, the mailing
address for the company, the total amount due, and the due date. To foster good internal
control (discussed later in the chapter), invoices should be prepared by a billing depart-
ment once the goods have been received by the customer.

To motivate customers to pay as quickly as possible, a company may offer a cash
discount. Cash discounts commonly look like this: 2/10, n/30. Read that notation as
“two-ten, net thirty.” In plain English, it says that the customer may take a 2 percent
discount off the merchandise cost if the bill is paid within 10 days. Otherwise, the full (net)
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FIGURE 12.3 Customer Order

Your Name:
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Shipping Address:
(No PO box, please)

City:

Signature:

State: ZIP code:
Phone (days):
Phone (eves):
Credit Card #: Exp. Date:
(MasterCard, Visa, or Discover only, please)
Your Distributor's ID #: Name:

(Check on the e-rep's page for this name & number.)

Please send a free Fuller Brush Master Catalog.

Yes

ltem
Number Qty:

Description:

Price
each

Total

Handling Charge Chart:
$0 to $24.99  $3.95

$25t0  $49.99 $4.95
$50.00 andup $5.95

STUDENTS-HUB.com

Sales Tax Policy:
Since we have a
business presence in
all states, we are
required by law to
collect sales tax for
every state. Need help
finding your area's
sales tax? Just call us
at: 1-800-522-0499.

Merchandise total

Handling from
chart

Merchandise
subtotal

Sales tax on
subtotal

Total amount due

Make checks payable to: The Fuller Brush Company

PO Box 420130

Great Bend, KS 67530-1247
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amount of the invoice is payable within 30 days. The discount will not apply to any freight
charges included on the invoice.

Suppose, for example, CLM Corporation sends an invoice dated February 2, 2014, to a
customer that includes $6,200 for merchandise and $100 for freight. If the cash discount is
2/10, n/30, the customer may pay the bill on or before February 12. The total remitted will
be 6,200 X 98% + $100 for freight = $6,176. Otherwise, the full invoice amount ($6,300)
is due within 30 days of February 2.

Collecting payment from a customer on open account involves two documents: the
customer check and the remittance advice. While I’'m sure you know what a check is,
you may not be familiar with the term remittance advice. Basically, the purpose of a
remittance advice is to advise the company that you are remitting payment on an
invoice. Consider, for example, your monthly credit card bill. When you receive it,
you tear off a portion to send back with your check. The portion you tear off is the
remittance advice. It becomes the source document for journal entries related to
cash receipts. The check itself goes to the bank; the remittance advice goes to the
accounting department for recordkeeping. You can see a generic remittance advice in
Figure 12.4.

Ideally, all cash received by a company is deposited daily in the bank. A deposit
slip typically lists each item to be deposited with some identifying information (such
as an ABA or routing number for checks), the account holder’s name and account
number, and the date. The bank issues a receipt as evidence that the deposit has been
accepted.

How do organizations process the input documents to create outputs for the sales/
collection process? They use the seven steps discussed earlier in this chapter. In addition,
transactions must be appropriately recorded in the AIS.

Reflection and Self-Assessment

What journal entries would you make for each of the e Cash collections for sales on account
following transactions? Which input/output documents e Inventory returns

would trigger each one? e Payment of freight charges

e Sale of inventory on account e Bad debt write-offs
e Sale of inventory for cash

FIGURE 12.4 Remittance Advice for CPD INC.
Remittance Advice Check # 3225 - Check Date 04/14/14
Invoice # Inv Date Orig Amt Payment Reference
145216 03/12/14 $  40.00 $  40.00 Warranty Replacement
144540 03/04/14 158.00 158.00 SSI Stock
146035 03/25/14 1,890.00 1,700.00 Civic Plaza
Totals $ 2,088.00 $ 1,898.00
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As you read in Chapter 1, “storage” in the AIS often happens in a computer database or
other electronic medium. Even in the small number of cases where storage happens with
paper files, though, the AIS still must capture certain basic information in master files and
transaction files. Table 12.2 shows a list of the common files, along with the data they
would contain.

In the next section, we’ll turn our attention to the last generic AIS element: internal
controls.

INTERNAL CONTROLS

Organizations commonly encounter various kinds of risks in the sales/collection process.
Accountants, therefore, must design internal controls to ameliorate those risks as effi-
ciently and effectively as possible.

The numbered items below are common risks faced in the sales/collection process. The
associated lettered items represent internal controls that might lessen those risks. Keep in
mind that the list is illustrative, not definitive; that is, each organization’s risks and controls
must be assessed and developed individually, based on time, money, and human constraints.

1. Granting credit to customers who are not creditworthy.

a. Relying on third-party vendors to grant credit. A company may choose not to extend
credit itself. Rather, it may rely on third parties such as Visa, Discover, or American
Express to approve customers’ credit.

TABLE 12.2 File Structures in the Sales/Collection Process

File Name File Type Primary Key Other Data

Employee Master Employee ID Last name, first name

Street address, city, state, ZIP code
Phone number

Emergency contact

Department

Hire date

Customer Master Customer ID Customer company name

Street address, city, state, ZIP code
Phone number

Contact person name

Credit limit

Date of first sale

Inventory Master Product ID Product name

Beginning balance date
Beginning balance quantity
Beginning balance cost per unit
Preferred supplier

Sales Transaction Transaction ID Transaction date
Customer ID
Employee ID

Sales/inventory Junction Transaction ID Product ID
Quantity sold

Selling price per unit
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b. Establishing a formal credit-approval process, independent of the sales function.
In the best possible situations, salespeople will not have the authority to grant credit
directly. If you’ve ever purchased a new car, for example, you may have observed
that the salesperson does not handle the financing part of the transaction. Granting
credit independently from sales is an example of separation of duties.

c. Conducting a cash-only business. Smaller organizations may opt not to grant credit
or accept third-party credit cards at all. While they may lose some sales as a result,
they do not run the risk of inappropriately granting credit.

2. “Selling” products that are not available.

a. Checking stock-on-hand before completing a customer’s order. While salespeople
should not grant credit, they should be able to check inventory levels directly or via
an information system. Without that ability, customers may be frustrated and the
organization may lose business. If the company maintains its records in a relational
database/ERP system, a query would fulfill this control.

b. Maintaining adequate inventory. An organization must constantly balance the need
to have sufficient inventory on hand with the costs of maintaining that inventory.
Costs include tying up cash in inventory, insurance, maintenance (such as keeping
perishable products cool), and supervision/security costs. Although beyond the
scope of this text, you may be familiar with terms like just-in-time, economic order
quantity, and reorder point as methods for maintaining adequate inventory.

3. Filling the customer’s order incorrectly.

a. Incorporating independent order checking. Warehouse personnel may misread the
picking slip, select the wrong inventory from the shelves, or put incorrect quantities
in the customer’s order. Ideally, the organization should find and correct those errors
before turning the merchandise over to the customer. An independent check by
another member of the warehouse staff, or a member of the shipping staff, can reduce
the chances that the wrong goods are shipped to the customer. Auditors (either inter-
nal or financial statement) might select a sample of appropriate documents (order/
picking slip/packing slip) to determine the extent of any errors.

b. Using information technology to fill orders. Computerized order-filling is becom-
ing more and more common in some sectors of the economy. Many hospital
pharmacies, for example, use computers to fill prescriptions. While the orders should
still be checked by a pharmacist for accuracy, using IT first can be much more
efficient.

4. Damaging goods in the delivery process.

a. Packing merchandise adequately prior to shipment. Whether handled by a common
carrier or the organization’s own shipping department, goods should be properly
packaged prior to shipment. Omaha Steaks (www.omahasteaks.com), for example,
ships its products in Styrofoam containers with dry ice. The food therefore arrives at
the customer’s location fresh.

b. Insuring goods in transit. If you have ever shipped anything valuable, you may have
purchased insurance for it. While insurance cannot prevent damage to the goods, it
can mitigate financial risk by providing the customer reimbursement for the insured
value if the goods are damaged in transit.

5. Billing the customer incorrectly.

a. Matching documents prior to billing. The customer should only be billed for what has
been ordered and shipped. So, the billing department should receive a copy of both
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the customer’s order and the bill of lading. Once those documents are received, billing
clerks can generate customer invoices from the accounting information system.

b. Using information technology to ensure numerical accuracy. In most accounting infor-
mation systems, computers generate invoices. Mathematical errors are thus avoided.

6. Mishandling cash receipts.

The three basic duties to a. Separating duties. As you learned in Chapter 3, separation of duties is a basic internal
be separated include

custody of an asset, its control in most accounting information systems. When it comes to the sales/collection

recordkeeping, and process, cash should be deposited daily in the bank (custody). Accountants should use

authorization for its use. remittance advices as the source documents for journal entries (recordkeeping). And
signatories on the checking account should not be allowed to handle cash received
from customers (authorization).

b. Restrictively endorsing checks when they are received. When you deposit checks in
your bank account, you have to sign the back first—that’s an endorsement. A restric-
tive endorsement includes the phrase “for deposit only” before the signature. Many
banks encourage or require customers also to include their account number as part of
the endorsement. Although managers should take great care not to lose or misplace
checks once they have been endorsed, a restrictive endorsement can ensure that mis-
placed or lost checks are not cashed.

c. Reconciling the bank statement at least monthly. At the very least, an independent
accountant or someone who does not handle cash receipts or payments should rec-
oncile the bank statement when it is received. The Association of Certified Fraud
Examiners (www.cfenet.com) recommends that checking accounts be reconciled at
least weekly—a process that is now entirely achievable with online banking records.
As you may know, reconciling the bank statement involves accounting for timing
differences in what the bank knows versus what the depositor knows; it also helps
correct errors made by either the depositor or the bank.

Those six risks, and the suggested internal controls that accompany them, are by no means
exhaustive. In designing and evaluating internal controls for the sales/collection process, you
must develop an intimate knowledge of an organization’s processes and personnel. Use your
own creativity and critical-thinking abilities, coupled with your sense of cost—benefit issues,
when confronted with the important task of internal control assessment in practice.

Reflection and Self-Assessment

Relate the six risks described above to Brown’s taxon- primarily preventive/detective/corrective. Suggest one
omy of risk. Explain whether each suggested control is additional internal control for each risk.

SYSTEMS DOCUMENTATION

In Part Two of the text, we looked at three major ways to document the accounting infor-
mation system: flowcharts, data flow diagrams, and REA models. Figure 12.2 presented
a partial systems flowchart of the sales/collection process. Please refer to Figures 12.5
and 12.6 at the end of this chapter for illustrations of a Level Zero data flow diagram and
REA model of the sales/collection process.
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CRITICAL THINKING

The first three parts of this book laid a foundation in some fundamental AIS concepts, such
as transaction processing, internal control, and systems documentation. In the three chap-
ters that comprise Part Four, we focus on how those fundamental topics are applied within
the context of common business processes. Here’s a brief look at how Krispy Kreme
Doughnuts would apply some of those topics in its sales/collection process.

Transaction processing (Chapter 2). A Krispy Kreme customer purchased a dozen
chocolate iced glazed doughnuts for $6. If the cost to produce the doughnuts was $2,
Krispy Kreme’s journal entry would be:

Cash $6
Cost of goods sold 2
Inventory $2
Sales 6

Assuming the customer came into the store to buy the doughnuts, the only document
involved in the sale would be the cash register receipt.

Internal control (Chapter 3). Using a cash register and issuing cash receipts are impor-
tant internal controls for Krispy Kreme. The cash register maintains an internal electronic
record of each sale, thus ensuring financial statement reliability; the cash register also
helps safeguard the store’s cash. A Krispy Kreme retail store might also have video surveil-
lance as part of safeguarding its inventory.

Business process management (Chapter 4). As with most (or all) franchised retail
food chains, consistency is very important. (You’ll remember a similar point about
Papa John’s Pizza in Chapter 4.) Krispy Kreme’s process for selling doughnuts is well
organized and established, having gone through the generalized model of BPM pre-
sented in Chapter 4.

CoBIT (Chapter 11). Krispy Kreme does an effective job separating governance from
management, one of CoBIT’s five principles. The investor relations section of their Web site
has an entire page devoted to corporate governance, which states (emphasis added): “The
Board of Directors of Krispy Kreme Doughnuts, Inc. (the ‘Company’) sets high standards
for the Company’s employees, officers and directors. Implicit in this philosophy is the
importance of sound corporate governance. It is the duty of the Board of Directors to
serve as a prudent fiduciary for shareholders and to oversee the management of the
Company’s business.”

Summary This chapter began our discussion of business processes by looking at the sales/collection
process. In addition to introducing new information about the process, we also saw how to
apply other topics. Here’s a summary of the chapter’s main points, structured according to
its learning objectives:

1. Explain its role and purpose. The sales/collection process helps accounting profession-
als track inventory sales and related cash collections. Because sales are the lifeblood of
most business organizations, fair, accurate, and complete accounting is critical. In addi-
tion, assets associated with the sales/collection process, such as inventory and cash, are
more subject to fraud than other types of assets.

2. List and discuss, in order, the steps in the process. The sales/collection process
comprises seven steps: (i) Take a customer’s order. (ii) Approve the customer’s credit.

STUDENTS-HUB.com Uploaded By: anonymous


https://students-hub.com

Chapter 12 Sales/Collection Process 227

(iii) Fill the order based on approved credit. (iv) Ship the product. (v) Bill the customer.
(vi) Collect payment. (vii) Process uncollectible receivables as necessary.

3. Explain how the generic structure of most AIS applies to the process. As described in
Chapter 1, a generic accounting information system has five elements: inputs, pro-
cesses, outputs, storage, and internal controls. Inputs and outputs most often come in
the form of paper-based or electronic documents, such as the customer order, picking
list, packing list, bill of lading, customer invoice, customer check, remittance advice,
and deposit slip. For each document, accountants should understand its content and
purpose, where it originates and where it terminates. The sales/collection process
includes three major types of storage files: master (e.g., customers and inventory),
transaction (e.g., sales), and junction (e.g., sales/inventory). Common transactions can
be processed with paper-based journals and ledgers, or with the benefit of information
technology (such as ERP systems and general ledger software). XBRL also includes a
multitude of tags for information related to the process. Internal controls for the sales/
collection process help fulfill the four purposes of internal control: safeguarding assets,
ensuring financial statement reliability, promoting operating efficiency, and encourag-
ing compliance with management directives.

4. Process common transactions. Common transactions associated with the sales/collection
process include sales of goods and services for cash and on account, cash collections for
sales on account, inventory returns, freight payments, and bad debt write-offs.

5. Design and critique internal controls based on common risk exposures. Most sales/
collection processes have at least six major risk exposures. Table 12.3 summarizes the
information discussed in the chapter.

6. Develop and interpret process-related systems documentation. Figures 12.2, 12.5, and
12.6 in the chapter present, respectively, a flowchart, data flow diagram, and REA
model of the sales/collection process.

7. Relate Porter’s value chain to the process. Considering the value chain’s five primary
activities, the sales/collection process has ties to “marketing and sales.” It may also be
connected to “service,” to the extent that service is sold. For the support activities in the
value chain, the process is connected to information technology, human resource man-
agement, and infrastructure.

TABLE 12.3

. Risk Recommended Controls
Risks and Internal : — - :
Controls in the Sales/ Granting credit inappropriately Third-party vendors
Collection Process Formal credit approval process
Cash-only business
Selling unavailable products Inventory verification
Maintaining adequate inventory
Filling the order incorrectly Independent order checking
Information technology
Delivering damaged goods Adequate packing
Insurance
Billing incorrectly Document matching

Information technology

Mishandling cash receipts Separation of duties
Restrictive check endorsements
Bank reconciliations
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FIGURE 12.5
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End—of—Chapter 1. Reading review questions.
Activities . What activities are accounted for in the sales/collection process?
. What are the steps in the sales/collection process?

. How are the five generic elements of the AIS exemplified in the sales/collection process?

o0 o

. What recordable transactions are commonly associated with the sales/collection process?
How are they recorded in the AIS?

e. What internal controls do organizations use in the sales/collection process? What risks do
they address?
f. Respond to the questions for this chapter’s “AlS in the Business World.”

2. Reading review problem. Krispy Kreme Doughnuts offers several ways community
groups can use its products for fundraising; one such way is via fundraising certifi-
cates. Charitable groups fill out a fundraising application on KKD’s Web site; the
application is evaluated by a store manager, who verifies that the group’s purpose is
appropriate. The charitable group purchases the desired quantity of fundraising cer-
tificates from a local KKD store, then sells them at a higher price. For example, the
charitable group might buy the certificates for $2 each and sell them for $5 each.
More information about fundraising is available on the company’s Web site (www
krispykreme.com) under the “fundraising” tab.

a. What forms and documents would KKD use in the process described? Which generic step(s)
in the sales/collection process would use each form?

b. In a manner specified by your instructor (e.g., systems flowchart), document the process
described from KKD’s perspective.

c. What risks do fundraising groups bear in the process? What internal controls would you
recommend to a fundraising group to address those risks?

d. Consider the following tables KKD might maintain for the process: fundraising group table,
sell fundraising certificates table, redeem fundraising certificates table, redeem fundraising
certificates/inventory table. What fields would you include in each table? Indicate primary
keys by underlining and foreign keys with brackets.

e. Based on the tables you laid out in (d), suggest one simple query and one complex query
KKD might use. For each query, explain its purpose and indicate the fields you would
incorporate.

3. Multiple choice review

1. Ina well-designed sales/collection process, the customer’s credit should be evaluated:
a. As the first step.
b. Immediately after taking the customer’s order.
c. Immediately before billing the customer.
d. By the salesperson taking the order.

2. A remittance advice:
a. Is the source document used to record cash receipts from a customer.
b. Is the same as a sales invoice.
c. Is not needed if payments are accepted only with checks.
d. Is deposited in the bank.
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3. Companies often rely on third-party vendors to avoid the risk of:
a. Filling orders incorrectly.
b. Selling products that are not available.
c. Granting credit to customers who are not creditworthy.
d. Billing the customer incorrectly.

4. A journal entry debits Cash and credits Accounts Receivable. Which of the following trans-
actions is it recording?

A cash sale

a.
b. Cash collected from a client

c. Cash collected as deferred revenue
d.

Operating cash flow
5. All of the following are master files associated with the sales/collection process except:
a. Employee.
b. Customer.
c. Inventory.
d. Sales.

4. Making choices and exercising judgment. Rob, Teri, Kirk, and Peggy are students in
the accounting program at Big State University. They have worked together on several
projects throughout their classes and are considering starting a business together when
they graduate. Their preliminary idea is a firm called Reliable Reminder Services
(RRS). RRS would assist its clients in remembering important dates, purchasing and
sending greeting cards, and providing specialized shopping services for important
dates (birthdays, anniversaries, and the like). Using the seven generic sales/collection
steps presented in the chapter, list and discuss the activities the students would likely
incorporate in RRS’s sales/collection process. Using one or more techniques specified
by your instructor, create a document depicting the steps you develop.

5. Field exercises.

a. Find examples of the documents discussed in the chapter. You may want to visit a local
office supply store such as Office Depot or Staples or do an Internet search using the docu-
ment names for your research.

b. Contact a practicing accountant involved in auditing (either external or internal). Discuss the
risks involved in the sales/collection process and internal controls he or she has observed in
various organizations that address those risks.

6. Modeling sales/collection processes. In each of the following independent cases, use a
systems documentation technique specified by your instructor to model the process.

a. Dave’s Pool Service is based in Upland, California; the firm offers a variety of pool- and
spa-related services, including acid washing, routine maintenance, solar panel installation,
and repair services. For regular customers, Dave prepares and mails paper invoices on a
monthly basis; for one-time services, Dave leaves the invoice at the client’s home. Dave
accepts payment via check only; if a client fails to pay amounts billed within 30 days,
Dave turns the case over to a collections firm. Dave deposits cash receipts in his personal
checking account on a weekly basis; he does not maintain a separate business checking
account.

b. Steve and Mike Nauertz own an insurance agency with offices in Upland, Arcadia, and
Pasadena, California; they offer several types of insurance, including automobile, motor-
cycle, homeowners, and whole life. When a client comes into one of the offices, one of the
owners does a “needs assessment,” which they record both on a paper form and in a rela-
tional database file. The client is then assigned to an office employee who presents the
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available options based on the needs assessment. Options include type of insurance, insur-
ance providers, costs, and policy features. The client makes a choice; the employee writes
the policy and collects the initial payment in cash or check. Thereafter, the insurance com-
pany bills the client directly; Nauertz Insurance collects a commission from the insurance
company. Steve or Mike deposits client receipts in a business bank account daily; commis-
sions are transmitted to the same account electronically.

c. Choose any organization where you do business regularly, such as a gas station, bookstore,
or restaurant. Write a description of the sales/collection process, then document the process
you described.

d. The chapter presented various diagrams of the first two steps in the sales/collection process.
Extend those diagrams to cover Steps 3 through 6.

7. Transaction processing. BRN Corporation sells on credit with terms of 2/10, n/30.
Freight charges are always paid by the customer when the goods are delivered by a
common carrier. During the month of April 2011, BRN completed the following

transactions:

Date Transaction
2 Sold inventory with a cost of $300 on account to TRB Corporation, $1,000.
5 Sold inventory with a cost of $200 for cash to FOF Corporation, $900.
10 Received cash from TRB Corporation for the sale on 2 April.
15 Wrote off uncollectible receivables, $500.
19 Sold inventory with a cost of $500 on account to TRB Corporation, $2,000.
21 Sold inventory with a cost of $300 for cash to FOF Corporation, $1,100.
30 Received cash from TRB Corporation for the sale on 19 April.
30 Estimated bad debts as 1% of total credit sales.

Record the transactions in general journal form.
Compute BRN’s gross profit for April.
Specify the source documents BRN would use for each transaction.

o o p

. Create specifications for the following tables: customer, sell inventory, receive cash, inventory/
sell inventory. Indicate primary and foreign keys in the usual ways.

e. Based on the table specifications in (d), suggest at least one complex query BRN might find

useful. Which fields would you need to create the query?

8. Internal controls. Several potential problems in the sales/collection process are listed
below. Indicate at least two internal controls that would address the problem. Also
identify which of the four purposes of internal control it addresses.

a. A burglar takes cash while the office is closed.

b. A customer is unwilling to pay his bill.

c. A fire destroys inventory in the warehouse.

d. A sales clerk records incorrect items on a customer order.
®

. An accounting clerk records cash received on account by debiting cash and accounts
receivable.

. Items ordered are missing from a shipment, although they appear on the packing list.

. Merchandise is damaged during shipment.

5 0Q -

. Sales and warehouse clerks arrange to ship merchandise to their friends.

. The cash receipts clerk steals money from incoming mail.

-

j. The customer invoice is sent before goods are shipped.
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9. Internal controls and risks. Several risks are paired with potential internal controls in
the list below. Place an “X” in the appropriate column to indicate if the internal con-
trol addresses the risk with which it is paired. Be prepared to explain your responses.

Does the Control
Address the Risk?

Risk

Control Yes No

1.

2
3
4.
5

Sales are lower than expected

. Salesperson extends credit limit

. Customer exceeds credit limit

Order is filled incorrectly

. Merchandise is damaged during

shipment

. Merchandise is shipped to the wrong

address

. Customer is billed prematurely

. Customer bill contains mathematical

errors

. Mailroom clerk steals cash from bank

deposit

. Uncollectable accounts exceed

Echo checks

Separation of duties
Employee background checks
Adequate supervision

Sequentially numbered bill of lading

Shipping via common carrier

Document matching

Bank reconciliation

Employee bonding

Video surveillance

estimates

10. Internal controls. (CMA adapted, December 1993) Abid and Company manufactures

STUDENTS-HUB.com

a variety of pumps and valves that it distributes through several thousand plumbing
supply houses as well as 100 manufacturer’s representatives. As a result of the less-
than-favorable business conditions that have existed over the last several years, Abid’s
cash flow situation has deteriorated. Accounts receivable have continually grown due
to creeping extensions of time that Abid’s customers have been taking in remitting
payments for supplies. In addition, as Abid has been easing credit to its customers,
bad debts have grown to 3 percent of sales.

Abid’s president has hired Joe Jackler, an experienced cash manager, to improve
Abid’s liquidity position. Jackler met with Dora Mooney, Abid’s controller, and ascer-
tained that Abid’s (i) product sales prices have a 20 percent margin over the sum of
direct operating costs and all delivery and selling costs; (ii) production is currently
slightly less than full capacity; (iii) current credit terms are 2/12, n/45, which is in line
with industry practices; and (iv) dunning notices are sent monthly on all past due
accounts with telephone follow-ups for delinquent accounts in excess of $8,000. On
average, customers currently pay 35 days after the sale. Delinquent accounts are sent
to collection agencies when they reach a past due status of 12 months.

From a review of credit records, Jackler was able to group Abid’s customers into
risk classes according to the probability of loss associated with sales to a customer, as
follows:
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Risk Class Probable Loss (%)

None

0% t0 0.5%
0.6% to 1%
2% to 3%
4% to 6%
7% to 12%
13% to 20%
Over 20%

oO~NOYuUTh WN —

After considering the available alternatives, Jackler has implemented the following
changes to Abid’s credit policies in order to improve cash flow:

e The credit terms extended to customers will change to 2/10, n/30. Jackler believes the current
customers will accept this change as a sound business decision and, consequently, there will
be minimal effect on sales. The overall effects of this change will be to improve accounts
receivable turnover, reduce the opportunity costs of carrying receivables, and identify poten-
tially troubled accounts sooner to minimize write-offs.

e Customers in risk groups 1 through 5 will continue to have the customary credit extended
to them; selling to groups 6 and 7 will be under more stringent credit terms, such as cash on
delivery; and sales to group 8 will require advance payments. Jackler believes this change
will cause a reduction in sales; however, this reduction will come from the high-risk cus-
tomer profile.

¢ Collection efforts will be increased to ensure better compliance with the new credit terms.
Dunning notices will continue to be sent monthly; however, telephone follow-ups will be
initiated for all delinquent accounts in excess of $2,000. Accounts outstanding nine months
or more will be turned over to a collection agency. Jackler believes this action, coupled
with the other changes in policy, will reduce bad debts to a level of 1 to 1.5 percent
of sales.

Mooney is responsible for extending credit to customers who deal directly with the
company and for establishing the guidelines under which manufacturer’s representa-
tives operate. Mooney has tailored credit to various customers to meet their needs and
over time has developed a close relationship with a number of the larger customers. In
view of the indicated impact the new policies will have on company sales and produc-
tion, as well as on some of the larger customers, Mooney performed her own risk
study. She concluded that some of Jackler’s “risk classifications” were inappropriate
and believes that some of the larger customers are better business risks than indicated
in Jackler’s analysis.

Mooney did not share her findings with Abid’s president or with Jackler. She
decided that to follow the policies in their entirety would reduce sales more than
Jackler estimates and result in idle manufacturing capacity. Consequently, Mooney
does not intend to totally comply with the new policies, particularly as they affect her
larger customers.

What internal control strengths and weaknesses are indicated by the narrative?
What additional internal controls would you recommend in this situation?

11. Flowchart interpretation and internal controls analysis. (CMA adapted, June 1994)
The flowchart below depicts the sales/collection process for Richards Furniture Com-
pany, a mid-sized retailer of living room and bedroom furniture.

STUDENTS-HUB.com Uploaded By: anonymous


https://students-hub.com

234 Part Four

Salesperson
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a. Identify and describe at least three weaknesses in the flowchart itself. For example, it does

not have a “start” symbol.

b. What internal control weaknesses are evident based on the flowchart? Suggest controls that

will address them.

c. List the steps Richards should complete as part of the process depicted. Then, redraw the

flowchart based on them.

12. Comprehensive problem. Bonnie makes and sells her own jewelry over the Internet. A
customer browses Bonnie’s catalog online and fills out a sales order. The sales order is
transmitted electronically to Bonnie, who checks her inventory for each item ordered.
If the item is on hand, Bonnie packs it securely and ships it to the customer via a com-
mon carrier. If the item is not on hand, Bonnie e-mails the client with an expected ship-
ment date; at that point, the customer must agree to wait until the expected shipment
date or cancel the order. Bonnie encloses an invoice with all shipped merchandise; the
client sends a check directly to Bonnie’s bank for deposit. The bank reports all deposits
to Bonnie on a weekly basis; Bonnie reconciles her bank account every day.

STUDENTS-HUB.com

a. In a format specified by your instructor, document Bonnie’s sales/collection process.

b. What are Bonnie’s risk exposures? What internal controls does she have in place to address
them? Which additional internal controls would you recommend?
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c. Create database specifications for Bonnie’s inventory and customer tables. Also create data-
base specifications for any required junction tables.

d. Design a sales order form and a customer invoice for Bonnie.

13. Terminology. Match each item on the left with the most appropriate item on the right.

Sales department, credit department, warehouse
Value chain

. Flowchart column headings
. Comprises primary and support activities

1. Bill of lading a. Support activity

2. Face-to-face, Internet, mail, phone b. Specifies freight terms

3. For deposit only c. Restrictive endorsement

4. Independent order checking d. Primary activity

5. Information technology e. Order taking methods

6. Outbound logistics f. Junction file

7. Picking list g. Internal control

8. Sales/inventory h. Guides product selection from warehouse
9. i

0. j

—

14. Multiple choice. Please refer to the case in Problem 12 as you respond to these questions.

15.

1. In a systems flowchart, which of the following is most likely to be depicted with a prede-
fined process symbol?
a. Browse catalog
b. Make bank deposit
c. E-mail client
d. None of the above.
2. In a systems flowchart, which of the following is most likely to be depicted with a decision
symbol?
a. The customer’s decision to order from Bonnie.
b. Bonnie checking the inventory on hand.
c. Bonnie’s decision to reconcile her bank account.
d. The client’s decision to remit payment.
3. At what point will Bonnie make a journal entry that debits accounts receivable and credits sales?
a. When the order is transmitted
b. When the goods are shipped
c. When the cash is deposited
d. When Bonnie reconciles the bank statement
4. Which of the following internal controls should Bonnie implement in the first step of the
sales/collection process?
a. Data encryption
b. Separation of duties
c. Lockbox system
d. Bank reconciliation
5. All of the following are likely to be tables in Bonnie’s relational database except:
a. Customer.
b. Inventory.
c. Employee.
d. Order/inventory.

Statement evaluation. Indicate whether each of the following statements is (i) always
true, (ii) sometimes true, or (iii) never true. For those that are (ii) sometimes true,
explain when the statement is true.
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. A junction table would be required in a relational database for the sales/collection process.
. Cash receipts clerks should reconcile a company’s bank statement at least monthly.

. Companies complete all activities in the value chain to serve their stakeholders.

. Customers should borrow money to take advantage of cash discounts in paying their bills.

a

b

©

d

e. Documents in the sales/collection process can be paper or electronic.

f. In the sales/collection process, separation of duties can be applied to credit decisions.
g. Restrictive check endorsements eliminate the need for other internal controls over cash.
h. Separation of duties helps safeguard inventory in the sales/collection process.

1. Transactions in the sales/collection process require a bill of lading.

j- Web sites assist companies in the sales/collection process.

16. Application of prior material. Consider the following short case as you respond to the
requirements for this problem:

The Institute for Computer Enthusiasts (ICE) sponsors four computer seminars each year:
Access, Excel, PowerPoint, and QuickBooks. Participants can sign up for any or all of the
seminars; pricing varies with the number of seminars and with the participant’s membership
and professional status as shown in the chart below:

Classification Single-Seminar Price Four-Seminar Price
Professional member $40 $120
Student member $30 $100
Non-member $50 $150

ICE has a four-member executive board: president, vice president, secretary, and treasurer. The
vice president processes all registrations for each seminar; the treasurer collects payment at the
beginning of each seminar.

a. Use COSO’s enterprise risk management framework to develop an ERM plan for ICE’s
computer seminars.

b. How could ICE use the principles of business process management to improve its sales/
collection process with respect to the seminars?

c. ICE’s board of directors is interested in expanding their seminar offerings to other IT-related

topics. Consider the other topics we’ve discussed in previous chapters. Work with a group of
students to develop materials for a seminar based on one of them.

17. Excel application. Consider the data below and on the next page for DSC Corpora-
tion’s recent sales. (The file is available on my AIS blog in the 3 February 2014 post.)

Transaction Sales Cost of Goods

Number Revenue Sold
1 $ 4,818 $ 973
2 1,070 411
3 3,783 817
4 4,862 979
5 1,510 477
6 4,419 913
7 3,269 740
8 2,477 622
9 2,409 611
10 3,643 796
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Transaction Sales Cost of Goods

Number Revenue Sold
11 4,163 874
12 1,926 539
13 4,659 949
14 4,421 913
15 1,120 418
16 1,107 416
17 3,320 748
18 4,955 993
19 3,568 785
20 2,315 597

a. Use appropriate formulas to calculate the following amounts in the columns indicated: gross
profit (Column D), cost of goods sold divided by sales (Column E), gross profit divided by
sales (Column F), and cost of goods sold divided by gross profit (Column G).

b. Use Excel’s conditional formatting ability to format each added column as follows: Column D,
Top 10%. Column E, Greater than 25%. Column F, Green solid fill data bar. Column G, Below
average.

c. Explain how conditional formatting could be useful in the sales/collection process.
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Chapter Thirteen

Acquisition/Payment
Process

AlS in the Business World
Krispy Kreme Doughnuts

The acquisition/payment process can focus on virtually any asset, but most commonly
focuses on inventory. Since Krispy Kreme makes its own doughnuts (in the conversion
process, which we'll explore in the next chapter), “inventory” refers to the required
raw materials—items like flour, yeast, and sugar.

To order raw materials, KKD would issue a purchase order to a vendor. The purchase
order includes information like the vendor’s identification data (name, address, and so
on), the items KKD wants to purchase, the quantities of each item and the expected
cost of each item. The purchase order can be electronic or paper-based.

In its relational database, KKD would include an “issue purchase order” table like
the one shown below:

Field Name | Data Type |
i|Purchase order number AutoNumber
|Purchase order date Date/Time
| Inventory ID Text
 |Employee ID Text

iVendor 1D Text

Allowing only employees in the purchasing department to issue purchase orders is
a form of internal control—specifically, separation of duties.

Discussion Questions

1. What steps, other than “issue purchase order,” are included in the acquisition/
payment process?

2. How is the acquisition/payment process related to Porter’s value chain?

3. List and discuss, within the context of the acquisition/payment process, examples
of each generic element of the AlS.

238
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The acquisition/payment process is the flip side of the sales/collection process. Like the
sales/collection process, it follows a fairly common set of steps and uses some consistent
documents and internal controls across a wide range of companies and industries.

The chapter follows the same structure as Chapter 12. When you finish studying this
chapter, you should be able to complete the following tasks within the context of the acqui-
sition/payment process:

. Explain its role and purpose.

. List and discuss, in order, the steps in the process.

. Explain how the generic structure of most AIS applies to the process.

. Process common transactions.

. Design and critique internal controls based on common risk exposures.
. Develop and interpret process-related systems documentation.

~N N AW =

. Explain how the process relates to Porter’s value chain.

Although it can be applied to virtually anything an organization needs to acquire, our
discussion of the acquisition/payment process will focus on inventory. In addition, the
acquisition/payment process can incorporate noninventory purchases such as fixed assets
(equipment, furniture, and similar items) and other current assets (such as supplies).

PROCESS DESCRIPTION

The primary purpose of the acquisition/payment process is to obtain the resources the orga-
nization needs and to pay for them. Fundamentally, organizations exist to create value for
their stakeholders; the acquisition/payment process is one element of that basic purpose. In
the last chapter, we looked at Porter’s value chain as a way to think about business processes;
the acquisition/payment process is principally related to procurement and inbound logistics.
Procurement is a synonym for purchasing; inbound logistics refers to the process of getting
resources from “where they are” to “where they are needed.” For example, McGraw-Hill
might use air and ground transportation to ship books to university bookstores.

Reflection and Self-Assessment

Other than inventory, what resources would an organization commonly need to create value for its stakeholders?

Although an acquisition/payment process can have slight differences across organizations
and industries, its basic steps include (Hollander, Denna, and Cherrington, 2000)

1. Request goods and services based on monitored need. Organizations use all sorts of
tools and techniques to establish the need for a good or service. Inventory levels, for
example, might be monitored with a reorder point; orders could be based on an eco-
nomic order quantity formula. Other resources may be time-sensitive; for example,
your car insurance bill may be paid monthly or semiannually. A special project, such as
the design and implementation of an accounting information system, may lead to a
request for goods or services on a more episodic basis. In many organizations, requests
for inventory, supplies, and services are coordinated through a central purchasing
department, thus creating economies of scale and discounted purchase prices.
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In many organizations,
employees can use a
departmental credit card
to purchase small items
quickly. But, those pur-
chases must be moni-
tored as a form of
internal control.

An audit trail consists of
source documents, jour-
nal entries, and ledger
postings; it also may
involve electronic data
in a computer-based
accounting information

2. Authorize a purchase. This step, illustrated in this chapter’s AIS in the Business World,

promotes strong internal control (discussed in greater depth later in the chapter). For exam-
ple, your AIS instructor may be authorized to select her own textbook for the course. Or the
decision may be a collaborative one, with a department chair or course coordinator having
the final authorization for placing a textbook order with your university bookstore. Even in
the bookstore, not every employee is authorized to deal with publishers and other suppli-
ers; rather, that right is probably vested in one employee or a small group of employees.

. Purchase goods/services. Once a purchase has been authorized, the appropriate docu-

mentation (purchase order) must be submitted to the vendor/supplier.

. Receive goods and services. Major purchases of goods, particularly inventory, are received

through a dedicated receiving department for stronger internal control. The receiving depart-
ment should get a “blind copy” of the purchase order. A “blind copy” indicates what items
are expected from what vendor, but not the item quantities. Thus, the receiving department
employees must count the items to verify the quantity.

. Disburse cash. Once the goods have been properly purchased and received, accounting

personnel generate payment to the vendor. Keeping a solid audit trail is very important
here, as it is in the other steps and in the sales/collection process. Document matching is
an important form of internal control at this step. Before issuing a check, the accounting
department should have the purchase order (to show what was purchased), the receiving
report (to show what was received), and the vendor invoice (to show the amount due).

system. All three documents should agree before payment is issued.

6. When necessary, process purchase returns. If received goods are defective, do not meet
quality standards, or are otherwise unacceptable to the buyer, they may need to be
returned to the vendor.

As with our discussion of the sales/collection process, keep in mind that those six steps are

very generic. Each organization will have its own modifications to the basic steps; the fun-

damental idea is purchasing the goods and services you need, when you need them, and
paying for them timely. Figure 13.1 shows a partial systems flowchart depicting some of
the basic steps in the acquisition/payment process (later in the chapter, you’ll find a Level

Zero DFD and a REA model encompassing the same steps).

FIGURE 13.1 Requesting Purchasing
Partial Systems department department Vendor
Flowchart of the
Acquisition/Payment ( Start ) Yes -
Process
Prepare purchase
purchase order order
Request
goods/ No
services
Notify End
department
Purchase
requisition
—_ Purchase
order
Requisition
database
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The steps in the sales/collection process are related to those in the acquisition/payment
process as shown in the table below:

Sales/Collection Acquisition/Payment
Take customer order Purchase goods and services
Ship the product Receive goods and services
Collect payment Disburse cash

As we did in Chapter 12, let’s take a look at how the five generic parts of an AIS are
applied to the acquisition/payment process.

AIS STRUCTURE

Documents in the acquisition/payment process, as in the sales/collection process, can be
paper-based, electronic, or some combination of the two. Table 13.1 summarizes the most
commonly used documents in the acquisition/payment process; we’ll take a look at each of
them in more detail in the following paragraphs. Note that an output from one step in the
acquisition/payment process often serves as an input to subsequent steps; likewise, an out-
put from one organization can serve as an input to another.

Once an operating department establishes the need for a good or service, its personnel
generate a purchase requisition. The purchase requisition, like all forms, should have a
clear title and plenty of white space for easy reading. Information should be complete and
logically laid out. In most cases, the operating department keeps a copy of the purchase
requisition for its own files and sends a copy to the purchasing department; in Figure 13.1,
the requesting department stores the requisition electronically, then sends the paper copy to
the purchasing department. Figure 13.2 shows an example of a purchase requisition.

The purchasing department, then, will consolidate various purchase requisitions into a
single purchase order. Consolidating purchase requisitions may allow the company to take
advantage of quantity discounts. Creating a separate purchasing department also facilitates
strong internal control through the separation of duties. Purchasing agents may be in charge of
dealing with a specific set of vendors, a certain group of parts or supplies, or the purchase
requisitions from one or more operating departments. While the purchase requisition gen-
erated by the operating department is an informal, internal document, the signed purchase
order functions as a “contract” between the company and the vendor. The purchase requisi-
tion will normally include the goods and quantities requested; the purchase order will

TABLE 13.1

. Document
Documents Used in Name Basic Purpose Originator | Recipient
the Acquisition/
Payment Process Purchase To request that the purchasing department | Operating Purchasing
requisition order goods or services from a vendor department | department

Purchase order | To specify the items to be ordered, freight | Purchasing | Vendor
terms, shipping address, and other department
information for the vendor

Receiving To ensure that goods have been ordered Receiving Various
report and received in good condition department | departments
Vendor invoice | To request payment from a customer Vendor Accounting
department
Check To pay the vendor Accounting | Vendor
department
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FIGURE 13.2 Purchase Requisition

George Mason

PURCHASE REQUISITION

. . 835457
University Sample Sample
SUGGESTED VENDOR DELIVERY INSTRUCTIONS | DEPARTMENTAL APPROVAL
DELIVER TO: DATE NEEDED:
DEPARTMENT: FUND CODE:
TELEPHONE: APPROVAL SIGNATURE:
BUILDING:
ROOM NUMBER: TITLE:
DATE APPROVED:
ITEM | DESCRIPTION OF ITEM/SERVICE UNIT
NUMBER DESIRED QUANTITY [UNIT | PRICE |[EXTENSION
TOTAL AMOUNT OF REQUISITION:
+++ FOR BUYER'S USE ONLY +++
VENDOR ADDRESS: CONTRACT NO:
FOB:
DELIVERY:
CONTACT: BUYER:
PHONE: REMARKS
EIN/SSN:
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specify the vendor, the expected price, the freight terms, and other important data for the
transaction. In most cases, the purchasing department keeps a copy on file; it also sends
copies to the receiving department and the accounting department. Figure 13.3 shows an
example of a purchase order. From a database perspective, purchase requisitions and pur-
chase orders may have a many-to-many relationship. Similarly, each will have a many-to-
many relationship with inventory.

When the goods arrive from the vendor, the receiving department prepares a receiving
report. The goods should be matched and verified against an existing purchase order so that the
company does not receive goods that were not properly ordered; remember that the receiving
department gets a “blind copy” of the purchase order. The receiving personnel also may verify
the quality and condition of the goods before accepting delivery. Commonly, the receiving
department copies the accounting department and purchasing department as well.

FIGURE 13.3 Purchase Order

Purchase Order

Purchase Order No.:
Requisition No.:
Vendor Code:
Vendor Name:
Vendor Address:

Vendor Contact: Vendor Phone: ( ) -

Order Description

Product
Item Product Estimated
No. Description Quantity Cost Tax | Total
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Notice that the accounting department receives both a copy of the purchase order and a
copy of the receiving report. When the vendor mails an invoice for payment, then, account-
ing personnel use those documents to ensure that the invoice reflects goods that were prop-
erly ordered and received before generating payment. The department then issues a check
in payment of the invoice, taking advantage of any discounts offered.

How do organizations process the input documents to create outputs for the acquisition/
payment process? They use the seven steps discussed earlier in this chapter. In addition,
transactions must be appropriately recorded in the AIS.

Reflection and Self-Assessment

What journal entries would you make for each of the e Cash payments for payments on account
following transactions? Which input/output documents o |nventory returns
would trigger each one?

e Purchase of inventory on account
e Purchase of inventory for cash

As you read in Chapter 1, “storage” in the AIS often happens in a computer database or
other electronic medium. Even in the small number of cases where storage happens with paper
files, though, the AIS still must capture certain basic information in master files and transaction
files. Table 13.2 shows a list of the common files, along with the data they would contain.

TABLE 13.2 File Structures in the Acquisition/Payment Process

File Name | File Type Primary Key | Other Data

Employee Master Employee ID Last name, first name

Street address, city, state, ZIP code
Phone number

Emergency contact

Department

Hire date

Vendor Master Vendor ID Vendor company name

Street address, city, state, ZIP code
Phone number

Contact person name

Credit limit

Date of first purchase

Inventory Master Product ID Product name

Beginning balance date
Beginning balance quantity
Beginning balance cost per unit
Preferred supplier

Purchases Transaction | Transaction ID | Transaction date

Vendor ID

Employee ID
Purchases/ Junction Transaction ID | Product ID
inventory Quantity purchased

Purchase price per unit
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Notice that both the sales/collection and acquisition/payment processes need data from
the employee table. Although conceptually possible to create a separate employee table for
each process/department, most organizations find it simpler to use a single employee
table—that’s why you need a field titled “department.” The purchases/inventory table is
needed because each inventory item can be involved in multiple purchase transactions, and
each purchase transaction can include multiple inventory items.

In the next section, we’ll turn our attention to the last generic AIS element: internal
controls.

INTERNAL CONTROLS

As with the sales/collection process, our discussion is centered on the various risks manag-
ers confront in the acquisition/payment process. Many of the controls discussed in the last
chapter also apply here, so don’t consider the list that follows comprehensive or exhaustive.
Remember: The idea is to implement internal controls that provide reasonable assurance—
not absolute assurance. Even if the latter were possible, it almost certainly would not be
cost-effective in most organizations.

As in the previous chapter, the numbered items below suggest risks to be addressed; the
lettered items beneath them discuss possible internal controls.

1. Ordering unneeded goods.

a. Institute a system for monitoring inventory levels. In addition to traditional systems
like EOQ, many organizations use information technology to monitor inventory lev-
els. Jonietz (2001) reported on the use of wireless systems in a Tulsa-based retail
warehouse for inventory control.

b. Regquire justification for unusual orders or orders over a specified dollar amount. 1f
an employee is ordering goods unnecessarily, or is attempting to defraud the organi-
zation by ordering goods for personal benefits, an additional authorizing signature or
approval process can be effective in detecting the problem.

c. Specify the business purpose for ordered goods. This control is connected to the previ-
ous one. Consider, for example, a company with unusually high travel expenses;
employees should be required to justify the business purpose of a trip before taking it.

2. Purchasing goods from inappropriate vendors.

a. Develop and enforce a conflict-of-interest policy. Such policies make clear the
actions that constitute a conflict of interest, as well as the consequences for engaging
in those actions. The World Wide Web Consortium (www.w3.0rg) established a
detailed policy in 2003; you may view it at their Web site: www.w3.0rg/2000/09/
06-conflictpolicy.html.
b. Establish criteria for supplier reliability and quality of goods. Managers may estab-
lish standards for delivery time, product quality, and availability for their suppliers.
Home Depot (www.homedepot.com), for example, requires its vendors to maintain
The value chain consists adequate inventory levels in their own operations so that they can fill Home Depot’s

of four support activities inventory needs. Many organizations use a “preferred vendor list” for that purpose.
(infrastructure, human

resource management, c. Create strategic alliances with preferred vendors. Porter (1985, p. 33) conceptual-
technology develop- ized the value chain as a way of “examining all the activities a firm performs and
ment, and procurement) how they interact. . . . The value chain disaggregates a firm into its strategically rel-

and five primary activi- evant activities in order to understand the behavior of costs and the existing and
ties (inbound logistics,

operations, outbound potential sources of dllffere.nt.le}tloq. When an organization is partl.cularly expert at
logistics, marketing and one or more value chain activities, it may form a strategic alliance with organizations
sales, and service). that are more adept at other value chain components. For example, an outstanding
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manufacturer may establish a strategic alliance with a particular common carrier,
thus creating value for both organizations.

3. Receiving unordered or defective goods.

STUDENTS-HUB.com

a. Match receiving reports with approved purchase orders. Document matching is a
fundamental internal control found in many organizations. In the acquisition/
payment process, the receiving clerk should verify that goods have been ordered by
an authorized company representative before accepting them. Goods received with-
out a purchase order are suspicious; such receipts should either be refused outright or
investigated more carefully to ensure that no fraud is involved.

b. Inspect goods before accepting a shipment. This control is especially applicable
when dealing with very specialized goods. Receiving clerks should have a clear
grasp of acceptable quality standards and verify that (at least) a sampling of products
meets those standards.

c. Insure products en route. Purchasing transit insurance cannot necessarily prevent dam-
age, but it can help organizations recover financially if goods are damaged in transit.

. Experiencing theft of inventory and/or cash.

a. Establish an internal audit function. The Sarbanes-Oxley Act of 2002 has done a lot
to establish the importance of internal audits in organizations. Your university may
have a separate class on internal auditing; you also can get more information about
the field from the Institute of Internal Auditors (www.theiia.org/).

b. Reconcile bank statements promptly. Consider the case of Wholelife Counseling
Center (Hurt, 1994). In that organization, failure to reconcile bank statements
promptly led to a major loss of cash due to embezzlement.

c. Separate authorization, custody, and usage functions for both inventory and cash. Sep-
aration of duties is another common, and essential, internal control procedure. Three
important duties should always be separated to foster good internal control: physical
custody of an asset, authorization for its use, and recordkeeping associated with it.

d. Install employee monitoring systems. Systems like these are controversial and may
involve ethical and legal issues. Consider, for example, one company that put detec-
tion sensors in its employees’ identification badges. The sensors allowed manage-
ment to track employee movements inside the corporate headquarters.

e. Bond employees who handle high-value goods. Fidelity bonding is a form of insur-
ance focused on employee behavior. According to Kishel and Kishel (1993), three
types of fidelity bonds are common. “Individual bonds cover theft by a specific
named individual. Schedule bonds list every name or position to be covered. Blanket
bonds, the most encompassing of the three, cover all employees without reference to
individual names or positions.”

. Making errors in paying invoices.

a. Require document matching (purchase order, receiving report, invoice) before issu-
ing a check. This control technique is especially effective when incorporated with
good separation of duties. When the accountant/cash payments clerk has all three
documents in hand, he or she will know that goods were properly ordered and
received. The invoice will show the amount due, and the accountant/cash payments
clerk will cut a check for the vendor. Notice how, in a relational database or ERP
system, a cash payments clerk could create a query to match the documents.

b. Employ information technology to take advantage of available discounts. Most gen-
eral ledger software packages, such as QuickBooks or Great Plains Dynamics, can
prompt users to pay invoices before cash discounts expire.
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c. Stamp documents “paid” to avoid duplicate payments. This control seems simple
(anditis!), butitis very effective in avoiding duplicate payments. Whether documents
are stamped electronically or physically, they should be somehow marked so they
are not paid more than once.

Those risks, and the suggested internal controls that accompany them, are by no means
exhaustive. In designing and evaluating internal controls for the acquisition/payment pro-
cess, you must develop an intimate knowledge of an organization’s processes and person-
nel. Use your own creativity and critical thinking abilities, coupled with your sense of
cost-benefit issues, when confronted with the important task of internal control assess-
ment in practice.

Reflection and Self-Assessment

Relate the six risks described above to Brown’s taxon-  primarily preventive/detective/corrective. Suggest one
omy of risk. Explain whether each suggested control is additional internal control for each risk.

SYSTEMS DOCUMENTATION

Figure 13.1 showed a partial flowchart of the steps in the acquisition/payment process.
Figures 13.5 and 13.6 at the end of the chapter show, respectively, a Level Zero DFD and a
REA model of the same steps.

CRITICAL THINKING

The chapter discussed several common documents associated with the acquisition/
payment process, providing examples of two (purchase requisition and purchase order).
A sample receiving report is shown in Figure 13.4.

The relational database form would be based on the receiving report/inventory table; a
junction table is required because each receiving report can include many inventory items,
and each inventory item can be included on many receiving reports. In the junction table,
Employee ID and Vendor ID are foreign keys. Figure 13.4 also includes a subform com-
prising two fields: Inventory ID and Quantity received.

FIGURE 13.4
Receiving Report
Form

Receiving Report Form

hd|

Receiving report ID [ (New)
Recelving report date |
Employee ID

Vender ID

Inventory ID - | Quantity received -
*
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When a shipment arrives at the receiving department, an employee would query the
database/ERP system to ensure that it is related to a valid purchase order. Provided it is, the
receiving department employee would access the receiving report form, count the items
received and record the relevant data.

Handling receiving transactions in that way promotes strong internal control by:

1. Matching the shipment with an existing purchase order.
2. Requiring the receiving department to count the items received.

3. Establishing responsibility for the receiving transaction by including the Employee ID
in the form.

4. Having one centralized location for receiving all shipments.

The Accounting department would be able to view (not edit) both the purchase order
and the receiving report as an additional internal control (document matching) before issu-
ing a check to pay the vendor’s invoice.

BUSINESS PROCESS RELATIONSHIPS

So, now we’ve looked at both the sales/collection process and the acquisition/payment pro-
cess. Keeping in mind that the two complement one another in two different organizations,
here’s a comprehensive view of both processes:

1. An operating department in the buying organization requests goods and services.
For example, the production department might need additional raw materials. Or the
accounting department might need new computers. A purchase requisition is the rele-
vant document in this step. The purchase requisition serves as an important internal
control by allowing the organization to respond to legitimate needs, take advantage of
quantity discounts, and establish relationships with suppliers based on objective crite-
ria. A purchase requisition would indicate the items needed and their quantities; one
copy would typically remain with the requisitioning department, while another copy
would go to purchasing.

2. The purchasing department in the buying organization authorizes the purchase. Having
a central location that handles all purchasing for an organization is an important ele-
ment of internal control. It promotes adequate supervision, helping ensure that the
organization is only buying things that are legitimately needed; in addition, it promotes
operating efficiency through coordination. A purchasing agent would complete a seri-
ally numbered purchase order based on one or more requisitions; the purchase order
would be transmitted to the supplier electronically and/or in paper form. One copy of
the purchase order, without the quantities of items ordered, would be sent to the receiv-
ing department; a second copy would go to the accounting department.

3. The sales department in the selling organization takes the customer’s order. Taking a
customer order can refer to receiving a purchase order; on the other hand, the selling
organization can receive orders over the phone, electronically (such as through a Web
site), or via electronic data interchange. The sales staff member would fill out an order
form based on the data in the purchase order.

4. The credit department in the selling organization approves the customer’s credit.
Having a credit department promotes good separation of duties. If the sales staff is
allowed to grant credit, internal control is weakened; customers might be allowed to
purchase items on credit when they are not creditworthy, which can lead to collection
problems later.
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5. The warehouse in the selling organization fills the order based on approved credit.
Again, we see good separation of duties here—physical custody of inventory is
separated from its recordkeeping (handled in the accounting department) and from
authorization for its use (which comes from the sales and credit departments). The
warehouse employee would complete a picking slip to show what merchandise he or
she took off the shelves.

6. The selling organization’s shipping department ships the product. The shipping depart-
ment would verify the customer’s name and address; shipping also would fill out a
packing slip to enclose with the goods, showing what was shipped. If the seller uses a
common carrier such as UPS to ship the goods, a bill of lading also would be required.
Insurance could be an important internal control here as well. The shipping depart-
ment would send a copy of the shipping documents to the accounting department, as
the shipment would trigger a journal entry recording the sale.

7. The buying organization’s receiving department receives the goods. The receiving
department would have a “blind copy” of the related purchase order(s). A blind copy
contains all the usual information but not the quantities ordered. Thus, the receiving
department can verify that the goods really were ordered (an important element of
internal control) but would have to count the merchandise received physically, rather
than simply verifying quantities against the purchase order. Receiving would send a
copy of the receiving report to accounting and the merchandise itself to the warehouse
or the location where it is needed.

8. The billing department in the selling organization bills the client. Document matching
is an important internal control in this step and the ones that follow. Before issuing a
bill, the selling organization needs to ensure that the client has indeed ordered the
goods and that the goods have actually been shipped. Separation of duties also comes
into play here, as the authorization to bill is separated from the physical custody of the
inventory. The invoice (bill) could be mailed, faxed, and/or transmitted electronically;
it would normally include the payment terms (e.g., 2/10, n/30) and the seller’s address.

9. The cash disbursements department in the buying organization disburses cash. The cash
disbursements department needs to ensure that the goods really were ordered (purchase
order), that they were received (receiving report), and that the company is being billed
for the correct amount (invoice). If all three documents match, the company could issue
a check and/or an electronic funds transfer in payment of the invoice. The cash disburse-
ments clerk would typically not be a signatory on the company’s checking account;
rather, the clerk would prepare the check and send it to an authorized signer—once again
promoting good internal control through separation of duties. Checks would be sequen-
tially numbered; they should ideally be kept in a locked filing cabinet until needed.

10. The cash receipts department in the selling organization collects payment. If the pay-
ment is mailed, it would be received in the selling organization’s mailroom. Adequate
supervision in the mailroom is an important internal control, as it is throughout most
business processes. Most companies will not accept currency and coin through the
mail, as it weakens internal control. The mail clerk would separate the check from the
remittance advice; the check would be endorsed restrictively and prepared for deposit.
The remittance advice would go to the accounting department to serve as a source
document for the related journal entry.

So, that’s a comprehensive picture of both the acquisition/payment and sales/collection
business processes. I’ve described an “ideal” situation here; as an accounting professional,
you might be called upon to audit or recommend improvements to similar systems in
practice.
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Summary This chapter continued our discussion of business processes by looking at the acquisition/
payment process. In addition to introducing new information about the process, we also
saw how to apply other topics. Here’s a summary of the chapter’s main points, structured
according to its learning objectives:

1. Explain its role and purpose. The acquisition/payment process is all about an organiza-
tion acquiring the resources it needs to create value for its stakeholders. It’s most often
applied to inventory, but can be applied to virtually any resource.

2. List and discuss, in order, the steps in the process. The acquisition/payment process com-
prises six steps: (i) request goods and services based on monitored need; (ii) authorize
a purchase; (iii) purchase goods/services; (iv) receive goods and services; (v) disburse
cash; and (vi) when necessary, process purchase returns.

3. Explain how the generic structure of most ALS applies to the process. Inputs and outputs
most often come in the form of paper-based or electronic documents, such as the purchase
requisition, purchase order, receiving report, vendor invoice, and check. For each docu-
ment, accountants should understand its content and purpose, where it originates, and
where it terminates. The acquisition/payment process includes three major types of storage
files: master (e.g., vendors and inventory), transaction (e.g., purchases), and junction (e.g.,
purchases/inventory). Common transactions can be processed with paper-based journals
and ledgers or with the benefit of information technology (such as ERP systems and gen-
eral ledger software). XBRL also includes a multitude of tags for information related to the
process. Internal controls for the acquisition/payment process help fulfill the four purposes
of internal control: safeguarding assets, ensuring financial statement reliability, promoting
operating efficiency, and encouraging compliance with management directives.

4. Process common transactions. Common transactions associated with the acquisition/
payment process include purchases of goods and services for cash and on account, cash
payments for purchases on account, and inventory returns.

5. Design and critique internal controls based on common risk exposures. Most acquisition/
payment processes have at least five major risk exposures. Table 13.3 summarizes the
information discussed in the chapter.

TABLE 13.3

i Risk Recommended Controls
Risks and Internal
Controls in the Ordering unneeded goods Inventory monitoring system
Acquisition/Payment Order justification
Process Business purpose specification
Using inappropriate vendors Conflict of interest policy

Supplier criteria
Strategic alliances

Receiving unordered/defective goods Document matching
Inspection
Insurance

Theft of inventory/cash Internal audit

Bank reconciliations
Separation of duties
Employee monitoring systems
Employee bonding

Payment errors Document matching
Information technology
“Paid” stamp
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6. Develop and interpret process-related systems documentation. Figures 13.1, 13.5, and
13.6 present, depictions of portions of the acquisition/payment process

7. Explain how the process is related to Porter’s value chain. The acquisition/payment
process has several links to Porter’s value chain. “Procurement” (a support activity) is
another name for the purchasing department—a key component in this process. Once
goods are purchased, they must be moved from the vendor to the buyer, a description
of inbound logistics. Information technology is important in all business processes;
specific to the acquisition/payment process are things like RFID, UPC codes, and bar
code scanners.

FIGURE 13.5

Partial Level Zero Requesting

DFD of the department Vendor
Acquisition/

Payment Process

Requisition

data External p.o.

data
1.0
Prepare
purchase
order
Internal p.o.
data
P.O. database

FIGURE 13.6 (0, (1,1)
Partial REA Model (1,5 | Requisition Employee
of the Acquisition/ goods

Payment Process

(1.7 (1.9 (1.1

Inventory

(1.9

0 0%
Prepare
h purchase )
(1.9 order .7

(1.1

Vendor
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End-of-Chapter 1. Reading review questions.
Activities a. What is the basic purpose of the acquisition/payment process?

b. What steps do companies commonly complete as part of the acquisition/payment process?
c. How are the generic elements of the AIS exemplified in the acquisition/payment process?
d

. What risks do managers face as part of the acquisition/payment process? What internal con-
trols help reduce exposure to those risks?

e. Prepare a response to the questions for this chapter’s “AlS in the Business World.”

2. Reading review problem. The chapter discussed how the acquisition/payment process
functions for inventory, but it can also apply to virtually any asset on an organization’s
balance sheet. In responding to the following questions, consider KKD’s capital
assets, such as buildings and equipment.

a. If a KKD franchise location wants to purchase equipment through the KKD corporate office,
what document would the franchise use? What document would the corporate office use to
buy the equipment from a vendor?

b. What documents would the franchise location need before issuing a check to pay for the
equipment?

c. Suppose a franchise location purchased a piece of equipment with a list price of $25,000;
transportation and testing costs totaled $5,000, and sales tax of 5% was levied on the list
price alone. Create the required journal entry if the franchise location paid 30% of the list
price, all the sales tax and all the transportation and testing costs in cash and financed the
remainder with a 10-month, 6% note payable.

d. Other than document matching prior to issuing a check, what internal controls should the
franchise location have in place with respect to the equipment?

e. Each purchase transaction can involve multiple pieces of equipment, but each piece of
equipment is only purchased one time. What tables should the franchise location maintain
in its relational database for the purchase transaction and the equipment itself? What fields
would each table contain? Indicate primary and foreign keys in the usual way.

3. Multiple choice review.

1. The acquisition/payment process can involve an organization buying:
a. Inventory.
b. Plant assets.
c. Supplies.
d. All of the above.

2. All of the following are methods for monitoring inventory levels except:
a. Reorder point.
b. FIFO and LIFO.
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c. Time.
d. RFID.
3. Which of the following documents specifies items to be ordered, freight terms, shipping
address, and other information for a vendor?
a. Purchase requisition
b. Purchase order
c. Receiving report
d. Bill of lading
4. Internal controls that address the risk of purchasing goods from inappropriate vendors
include:
a. Strategic alliances.
b. RFID technology.
c. Sequentially numbered purchase orders.
d. Order justification.

5. The primary key for the inventory master file is most likely to be:
a. Product name.
b. Product description.
c. Product ID.
d. Quantity on hand.

4. Making choices and exercising judgment. Consider the following short case:

FMD Corporation is a multinational corporation, with corporate headquarters in

Colorado. The corporate headquarters comprises the following divisions: market-

ing, finance, operations, information systems, and human resources. The informa-

tion systems division provides IT support and training to the remaining corporate

divisions.

a. FMD has asked you to design a process by which the other divisions request work from the
IT division. How would you adapt the generic steps in the acquisition/payment process to
that situation?

b. Once you have designed the process, use one of the techniques discussed in Part Two of this
book (flowchart/DFD/REA model) to document it.

c. Create database specifications for the process you describe.

5. Field exercises.

a. Contact a practicing accountant involved in auditing (either external or internal). Discuss
the risks involved in the acquisition/payment process and internal controls he or she has
observed in various organizations that address those risks.

b. Contact a practicing accountant in a corporate environment. Ask about forms of infor-
mation technology the company employs in its acquisition/payment process. Also find
out how various functional managers use the AIS data from the process for making
decisions.

6. Modeling acquisition/payment processes.

a. The library at Big State University routes all purchase requests through its requisitions
department. Faculty, staff, and students can suggest titles for books, periodicals, elec-
tronic media, and other items via e-mail or by using a paper form sent to the requisitions
librarian. The requisitions librarian tracks the various requests in a database; once at least
10 requests for the same item have come in, the requisitions librarian orders it from an
appropriate vendor using a standard purchase order. The requisitions librarian e-mails the
requestors to tell them the item has been ordered and files a copy of the purchase order by
title. When the item is received, the receiving clerk matches it against the purchase order
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supplied by the requisitions librarian; if it matches, the item moves out of the receiving
department into the library, where it is filed. A copy of the receiving report goes to the req-
uisitions librarian and to the financial services department; financial services clerks match
the invoice against the receiving report and purchase order. They also reconcile any dif-
ferences between them with the vendor. Invoices are paid on a monthly basis according to
the company name of the vendor; for example, vendors starting with A through C are paid
the first five days of the month. The financial services clerk creates a payment packet of all
relevant documents, stamps “Paid” on the top, and files it alphabetically by vendor name,
and by date within vendor name. Create a flowchart or data flow diagram that depicts the
preceding process.

b. Goodkind Corporation replaces one-third of its desktop computers every year, so that
every employee has a new computer every three years. In January of each year, Goodkind’s
information technology division accesses the corporate database to determine which com-
puters are eligible for replacement. The information technology division manager consults
with the chief financial officer to determine the budget for computer replacement, then asks
each employee whose computer is eligible to be replaced for a list of three “must have”
features and three “wish list” features for his or her new computer. A committee comprised
of the information technology manager, the chief financial officer, and three employees
prepares a request for proposal (RFP) to send to various computer vendors; vendors typi-
cally have about 30 days to respond to the RFP. At the end of the RFP period, the commit-
tee ranks the proposals based a on standard set of criteria. After discussion, they select the
best proposal and contact the vendor. Goodkind’s purchasing department issues a purchase
order; the original goes to the vendor, while Goodkind’s accounting department receives a
copy. The receiving department gets a “blind copy” of the purchase order. When the com-
puters arrive, the receiving department inspects them for quality; any computers that do not
meet quality specifications are returned to the vendor. The receiving department prepares
a receiving report for all good computers received. The computers are transferred to the
information technology department; IT staff install them for the employees, typically in
April of each year.

c. Visit my AIS blog at http://bobhurtais.blogspot.com/. Access the entry titled “Acquisition/
Payment Process: Buying a Home,” posted on 16 April 2011. Watch the video, then write a
short description of the home buying process. In a format specified by your instructor, docu-
ment the written description you prepared.

d. Brooks Corporation strives to keep a minimum cash balance of $10,000 for its operating
needs. When its actual cash exceeds that threshold by at least $5,000, Brooks” manage-
ment frequently invests the excess cash by purchasing marketable securities. The board
of directors’ finance committee consults preestablished criteria for such investments, then
conducts a search to identify potential investments. From the list of potential investments,
the finance committee chooses the top three to present to the full board of directors. After
discussion, the board approves up to two of the investments; Brooks’ chief financial officer
purchases the securities through the corporation’s broker. Brooks maintains an electronic
database of its short-term investments, liquidating them as necessary to meet the corpora-
tion’s cash needs.

e. Complete Figures 13.1, 13.5, and/or 13.6 based on the generic steps in the acquisition/
payment process.

7. Acquisition/payment transactions. As of 30 April 2011, PLR Corporation’s accounts
payable subsidiary ledger included the following information:

Vendor Invoice Number Invoice Date Invoice Amount Terms

HRP Corp. 1398 15 April 2011 $12,890 n/30
VLD Corp. 432 10 April 2011 $ 5,780 2/10, n/30
RGN Corp. 848 21 April 2011 $ 4,500 1/15, n/45
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PLR completed the following transactions in May 2011:

Date Transaction
1 Paid half the amount due to HRP Corp.
3 Purchased inventory on account form VLD Corp., $1,220.
6 Paid the amount due to RGN Corp.
12 Purchased inventory on account form HRP Corp., $3,555.
14 Paid the total amount due to HRP Corp.
18 Purchased supplies on account from QOC Corp., $600. Terms: 2/10, n/30.
21 Issued a check to VLD Corp. in payment of Invoice 432, including the applicable discount.
24 Purchased inventory on account form RGN Corp., $1,500.
25 Paid the total amount due to RGN Corp.
27 Purchased factory equipment, $20,000. Paid 20% down and financed the rest with a

6-month, 12% note payable.

a. Record the May transactions in general journal format.

b. Prepare a schedule of accounts payable as of 31 May 2011.
c. Beyond the information in the journal entries, what information about the transactions would
you include in a relational database?

8. Document information. The documents discussed in this chapter are listed below on
the right. Various information items that might appear in them are listed on the left.
For each information item listed on the left, indicate the document(s) in which it
would most likely appear with the appropriate letter(s).

Vendor name

Items needed

Vendor address
Purchasing agent’s name
Operating manager’s name
Transaction date

Cost per unit

Total cost of all items

P.O. number

ABA routing number

Purchase requisition
Purchase order
Receiving report
Vendor invoice
Check

opo o

PELR SN =

9. Internal controls. (CMA adapted, June 1991) Brock Company is a manufacturer of
children’s toys and games. The company has been experiencing declining profit mar-
gins and is looking for ways to increase operating income. Because of the competitive
nature of the industry, Brock is unable to raise its selling prices and must either cut
costs or increase productivity.

As the company purchases a variety of raw materials, the volume of paperwork in
the Accounts Payable Department is very large, and there are several accounting clerks
involved in processing and paying the invoices. The repetitive nature of this work leads
to errors because of inattention to details such as part numbers and unit prices. These
errors have led to double payments, payments for goods not yet received, and delays in
the receipt of raw materials because suppliers that should have been paid have not been
paid. These situations often require a great deal of supervisory time to resolve.

The department manager has recommended that increased emphasis be placed on
quality control. This would be achieved by increased monitoring of daily output, cur-
tailing talking among staff members, and strict adherence to work hours. All errors
would be discussed with the employee, and the staff would be informed that perfor-
mance evaluations will be negative if errors are not reduced.

Comment on the costs and benefits of Brock’s proposed new internal control system
in Accounts Payable. Suggest an alternative system that would achieve the same results.
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10. Internal control analysis. (CMA adapted, December 1992) LCK Corporation manu-
factures small tools such as hammers and screwdrivers. Many of LCK’s employees
pocket some of the firm’s manufactured tools for their personal use. Since the quanti-
ties taken by any one employee were typically immaterial, the individual employees
did not consider their actions detrimental to LCK. As the company grew larger, man-
agement instituted an internal audit department. The internal auditor charted gross
profit percentages for particular tools and discovered higher gross profit rates for tools
related to industrial use than for personal use. Subsequent investigation uncovered the
fraudulent acts.

As an internal auditor, what steps would you take to uncover the fraud? What addi-
tional internal controls should LCK Corporation institute to prevent this problem from
occurring in the future?

11. Terminology. Please match each item on the left with the most appropriate item on the

right.
1. Authorize a purchase a. A way to monitor inventory needs
2. Bank reconciliation b. Audit trail components
3. Purchase order c. Internal control to manage the risk of embezzlement
4. Purchase requisition d. One reason for consolidating purchase requisitions
5. Quantity discounts e. Possible internal control for purchasing from
6. Receiving report inappropriate vendors
7. Reorder point Prepared by purchasing department
8. Source documents, journal Promotes separation of duties

entries, ledger postings
9. Strategic alliance
10. Vendor invoice

Requests customer payment
Several can be combined on one purchase order
Step in the acquisition/payment process

i b = a1 =T ]

12. Multiple choice questions.

1. PLP Corporation maintains an electronic database file for all its vendors and purchases.
Which of the following amounts would you be least likely to find in the “vendor” table?
a. Total amount owed
b. Vendor name
c. Part numbers commonly purchased
d. All of the above would be included in the vendor table.

2. An accounting clerk debited inventory and credited accounts payable for $500. Which of the
following is the most likely source document for that transaction?
a. Purchase order
b. Receiving report
c. Vendor invoice
d. Purchase requisition

3. In the context of an acquisition/payment process, the three-way match concept applies to
which of the following sets of documents?
a. Purchase requisition, vendor invoice, and remittance advice
b. Vendor invoice, receiving report, and purchase requisition
c. Receiving report, purchase order, and vendor invoice
d. Remittance advice, purchase order, and receiving report

4. The difference between a purchase requisition and a purchase order is

a. Purchase orders are paper, while requisitions are electronic.
b. Purchase requisitions are electronic, while purchase orders are paper.
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c. Purchase requisitions are purely internal documents; purchase orders leave the company.
d. Purchase requisitions often have different prices than purchase orders.
5. Which of the following is the best example of a conflict of interest?
a. RKH Corporation established a list of preferred vendors.
b. RKH’s conflict-of-interest policy was developed by their auditors.

c. RKH purchases 80 percent of its inventory from a firm where its purchasing agent is a
stockholder.

d. All of the above constitute conflicts of interest.

13. Statement evaluation. Indicate whether each statement below is (i) always true,
(ii) sometimes true, or (iii) never true. For any statements that are (ii) sometimes true,
explain when the statement is true.

a. A bill of lading is required in the acquisition/payment process.
b. A data flow diagram of the acquisition/payment process has six numbered circles.

c. A vendor invoice triggers a cash disbursement event in a well-organized acquisition/
payment process.

d. Companies without a conflict-of-interest policy have weak internal control over the acquisition/
payment process.

Daily bank reconciliations eliminate the need for other forms of internal control over cash.
Most of the documents in the acquisition/payment process are paper-based, rather than electronic.
Purchase orders are binding contracts between a customer and a vendor.

0 oo

The passage of time triggers events in the acquisition/payment process.

S

The receiving department should have a blind copy of the purchase order.

j- When two signatures are required, blank checks should be signed by one person to promote
operating efficiency.

14. Process relationships. The steps in the sales/collection and acquisition/payment pro-
cesses are listed below, but they are out of order. Put the statements in the proper order
based on how they occur in organizations.

An operating department in the buying organization requests goods and services.

The billing department in the selling organization bills the client.

The buying organization’s receiving department receives the goods.

The cash disbursements department in the buying organization disburses cash.

The cash receipts department in the selling organization collects payment.

The credit department in the selling organization approves the customer’s credit.

The purchasing department in the buying organization authorizes the purchase.

S o e e

The sales department in the selling organization takes the customer’s order.

The selling organization’s shipping department ships the product.

B

j- The warehouse in the selling organization fills the order based on approved credit.

15. Prior material application.

a. Point your Web browser to www.download.com, and search for inventory management soft-
ware packages, such as inFlow Inventory Software and Inventoria Stock Manager. Choose
two or three such packages, and use the weighted rating technique discussed in Chapter 5 to
evaluate them for use in a small business.

b. Point your Web browser to www.acfe.com, the Web site for the Association of Certified
Fraud Examiners. Look for the June 2001 article by Joseph T. Wells titled “Ghost Goods:
How to Spot Phantom Inventory.” Use expectancy theory to analyze what might motivate
someone to commit inventory fraud.
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16.

17.
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Relational database design. In many business processes, resources and agents have no
relationship outside the context of a specific event. For example, a customer has no
relationship with an inventory item unless the customer buys the item. A REA model
of that scenario appears below:

) Sell 1 @
Inventory inventory Customer

However, in some situations, an agent has a relationship with a resource outside the
context of a specific event. Consider, for example, the relationship authors have with
books: a single book can have many authors, and a single author can have many
books; whether the books are sold is another matter. Here is a REA model of that
scenario:

1, 1,
Book L) L) Author

a. How many tables would be required in a relational database of the second REA model?
Justity your response.

b. For each table indicated by the second REA model, indicate: its name, its primary key, and
at least two additional fields.

c. Update the second REA model by adding the event “revise book.” Create appropriate cardi-
nalities. Indicate any additional table(s) that would be required; specify needed primary and
foreign keys for any additional tables.

Excel application. Consider the data array below (also available in the 3 February
2014 post in my AIS blog):

A B C

Transactio Units Cost per
n Number |Purchased| Unit

1

1 212 $25
2

2 226 12
3

3 200 13
4

4 256 14
5

5 219 15
6
7 6 250 18
8 7 292 19
9 8 262 21

9 214 17
10

10 213 23
1
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a. Use Excel’s “SumProduct” function to calculate the total cost of all units purchased in
Transactions 1 through 10. (Check figure: $41,568)

b. In Column D, using Excel’s “If” function, create a formula that will calculate the total trans-
action cost for any transaction with fewer than 250 units. For transactions with 250 units or
more, the output should be the phrase “250 units or more.”

c. In Column E, using Excel’s “If” function, create a formula that will output the phrase “cost
less than $15” where applicable. For transactions where the cost is at least $15, the formula
should calculate the total transaction cost.
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Chapter Fourteen

Other Business
Processes

AlS in the Business World
Krispy Kreme Doughnuts

Although the sales/collection and acquisition/payment processes are vitally important
for KKD, its overall operation encompasses many other processes.

When KKD combines raw materials, direct labor and overhead to make doughnuts
and other finished goods, it is engaged in the conversion process. If you've taken a
cost or introductory management accounting class, you may recall that those three
items are first combined in a work in process account; when the doughnuts are ready
to sell, they are moved from work in process to finished goods.

KKD also needs people to work in both its corporate office and in the retail
locations; all activities related to personnel are accounted for in the human resources
process. Those activities include: interviewing, hiring, evaluating performance, paying,
and managing separation from KKD, whether an employee quits, retires, or is fired.
The human resource process is heavily regulated by both Federal and State laws.

Finally, KKD (like most organizations) has a financing process. The financing
process includes activities like issuing capital stock, paying dividends, borrowing
money through short- or long-term debt, making principal and interest payments on
borrowed money, purchasing treasury shares, and many others.

Those three activities are all included in one chapter because their details can vary
significantly across organizations. As a publicly-traded, multinational manufacturing
organization with thousands of employees around the globe, KKD’s processes are likely
to be much more complex and sophisticated than a sole proprietorship CPA firm.

Discussion Questions
1. How are the preceding business processes aligned with Porter’s value chain?

2. What documents, journal entries, and internal controls are associated with each
process?

3. How should a relational database for each process be designed?

260
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In the last two chapters, we’ve examined business processes that are very similar even in
diverse organizations. In this last chapter on business processes, we turn our attention to
three others that can vary greatly in their detail, depending on the kind of organization
you’re considering: conversion, financing, and human resources.

When you finish studying this chapter, you should be able to complete the following
tasks for each process listed above:

. Explain its role and purpose.

. Explain how the generic structure of most AIS applies.

. Identify and process common transactions.

. Design and critique internal controls based on common risk exposures.
. Develop and interpret process-related systems documentation.

. Appropriately use terminology common to each process.

~N N AW =

. Explain how each process is related to Porter’s value chain.

We’ll be taking a “big picture” look at each process in the next few pages—not because
these processes are less important or less interesting than those we’ve already examined,
but because it’s more difficult to talk about them in a generic way. The end-of-chapter
exercises will give you plenty of opportunity to apply the concepts in specific situations.

CONVERSION PROCESS

Your study of cost Organizations can be classified in several ways in today’s economy; one such way is by the

accounting elsewherein - bagic nature of their operations: service, merchandising/retail, and manufacturing. The

lyl?rirvjﬁifiﬁctﬁﬁ ;‘:emcu' conversion process is typically associated with manufacturing enterprises; its basic pur-

conversion process in pose is to convert direct material, direct labor, and manufacturing overhead into a finished

much greater depth. product. Collectively, direct material, direct labor, and manufacturing overhead are often
referred to as “factors of production.” Direct material refers to the major kinds of materials
in a product—those you can easily “see” when you look at it. Direct labor refers to the
salaries, wages, and benefits of assembly-line workers—people who are directly involved
in the manufacture of the product. Manufacturing overhead, sometimes referred to as fac-
tory overhead, comprises everything else in the production operation. Items such as factory
equipment depreciation, salaries of factory supervisors, factory utilities, and custodial
costs are typically included in manufacturing overhead.

Manufacturing companies typically organize their conversion processes in one of three
major ways: job costing, process costing, or a hybrid system that combines elements from
both. Understanding the kind of production system a manufacturing firm uses is important
because it helps us design the right kind of AIS.

In job costing, units of product are differentiated from one another; that is, you can
tell them apart simply by looking at them. Custom-built homes or commissioned works of
art fall into that category. At Krispy Kreme doughnuts, the different doughnut types are
differentiated; it’s easy to distinguish between a plain glazed doughnut and an apple
fritter.

Process costing systems produced undifferentiated goods; in other words, you cannot
tell them apart simply by looking at them. Think about mass-produced furniture, like the
chairs in a university classroom, or office supplies, like three-ring binders, as examples of
process costing. At KKD, within each type of doughnut, the units are undifferentiated. In
other words, it’s virtually impossible to distinguish one glazed doughnut from another
glazed doughnut.
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Hybrid systems combine some elements of both job and process costing systems. They
often take a base product (accounted for in a process costing model) and customize it
(accounted for in a job costing model). A computer manufacturer, for example, might pro-
duce a base unit that can be customized with additional memory, different kinds of ports,
and optical drives. Since KKD’s operations have characteristics of both job and process
costing, it has a hybrid system.

Reflection and Self-Assessment

Give examples of two products that would be accounted for in a job costing system. Also give two examples for a
process costing system.

AIS Elements

Although the specifics of every conversion process are different, certain tasks are common
in nearly every one. And, as with the other business processes we’ve considered, we use
conversion process documents as inputs and outputs of the AIS to track and report on those
common activities. Consider Table 14.1, which summarizes some of the input and output
documents for the conversion process.

As you can imagine, the processes associated with conversion can be radically different,
depending on the finished product. Nevertheless, there are some common conversion pro-
cess journal entries needed in the accounting information system. In a job costing system,
those include:

* Purchasing raw materials
* Debit raw material inventory
* Credit accounts payable
* Accumulating costs by job
*  Debit “job account” (e.g., Job 123A)
* Credit raw materials inventory
» Credit wages payable (for direct labor costs)
* Credit manufacturing overhead (for applied overhead)

TABLE 14.1 Conversion Process Documents

Form Name Purpose Originator Recipient

Materials requisition | Requests raw material from the warehouse for production Production Warehouse

Job cost sheet Summarizes the material, labor, and overhead costs in a job Production Accounting
costing system

Labor time ticket Accumulates labor data (time, pay rate, total labor cost) Production Accounting

Production cost Summarizes cost and quantity information in a process Production Accounting

report costing system

Materials move Documents the movement of materials from the warehouse | Warehouse Production

ticket into production
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* Selling finished goods

* Debit accounts receivable

* Debit cost of goods sold

*  Credit sales

e Credit “job account”

In a process costing system, things are a bit more complex. Costs have to be moved
from one process to another; they also have to be transferred to finished goods when units
are completed and awaiting sale.

* Transferring costs from Process A to Process B

* Debit Work in Process—Process B

* Credit Work in Process—Process A
* Transferring costs of completed units to finished goods

* Debit Finished Goods

* Credit Work in Process—Process B

Data from the conversion process can be stored electronically or with paper. You would
use file structures similar to those we examined in Chapters 12 and 13 for that purpose.

What risks need to be addressed in the conversion process? And what internal controls
could organizations use to address them? Consider Table 14.2 as a starting point.

Consider the process of writing a textbook like this one. Authors and publishers typi-
cally go through a set of steps such as those listed below:

1. Author. Develop a textbook proposal. The proposal includes a general overview of the book
and a sample first chapter. The author sends the materials to the publisher for review.

2. Publisher. Accept or reject the proposal. If accepted, prepare standard contracts govern-
ing the development and publication process.

3. Author. Write chapter drafts based on the proposal. Submit the drafts to the publisher in
batches.

4. Publisher. Solicit professors in the field to review the chapters as they are submitted.
Reviews consist of responses to a common set of questions.

5. Publisher. Summarize and analyze the reviewers’ responses. Send them to the author.

6. Author. Revise chapters as necessary based on reviewer feedback. Submit revised chap-
ters to publisher.

7. Publisher. Publish and print the text.

Figure 14.1 shows a flowchart depicting those steps.

TABLE 14.2
Risks and Controls in the Conversion Process
Risk Control
Damage to raw materials Special storage conditions
Backup power supplies for heating and cooling
Loss/theft of raw materials Secured storage areas

Adequate documentation
Separation of duties

Worker injuries Workers' compensation insurance
Safety training
Protective clothing
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FIGURE 14.1 Conversion Process Flowchart
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The key in understanding the conversion process is to understand the company’s
operations. AIS designers and auditors can gather data via direct observation, inter-
view, and/or survey, then prepare a flowchart to ensure that they understand the process
thoroughly.

Reflection and Self-Assessment

Draw a flowchart to depict the conversion process at frying. (iv) Fry the doughnuts. (v) Complete additional
KKD. Use the following steps as the basis for the flow- steps to finish the doughnut (e.g., glazing). (vi) Store
chart: (i) Assemble the required raw materials. (ii) Make the doughnuts appropriately.

the dough. (iii) Complete any additional steps before
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As you learned in our previous discussion of internal controls, the idea in risk assess-
ment and internal control design is to understand the overall operation. Then, you can think
of the most likely problems and create controls to mitigate those problems.

FINANCING PROCESS

Courses in intermediate
accounting cover the
technical aspects of
these transactions, while
finance courses explore
them from a conceptual
perspective with discus-
sions of optimal capital
structure and weighted
average cost of capital.

Treasury shares can be
accounted for at par, but
most organizations use
the cost method.

The recordkeeping is
more involved in an [PO
than in subsequent secu-
rities transactions; for
more information, point
your Web browser to
www.entrepreneur.com
or do a Google search.

STUDENTS-HUB.com

Role and Purpose
In our discussion of the acquisition/payment process, we looked at how an organization
acquires and pays for many of the physical assets it needs for operations, with a particular
emphasis on inventory. But, organizations also need money to operate. While some money
comes from the successful operation of the business, some funds have to come from out-
side; that’s where the financing process comes into play.

In general, organizations have two choices about acquiring external financing: debt or
equity. As you may recall from your introductory financial accounting course, debt financ-
ing has the following characteristics:

* Amounts borrowed must be repaid, usually with interest.
¢ Interest is, in most cases, a tax deduction.

It does not dilute ownership of the business, but can throw a firm into bankruptcy if not
repaid on time.

You’ll commonly see debt financing in the long-term liabilities section of a balance sheet.
Equity financing, on the other hand, is seen in the equity section of the balance sheet. Its
characteristics include:

*  Amounts do not have to be repaid.
* Dividends are optional, but are not a tax-deductible expense in most cases.
* Equity investors become owners of the organization.

Which is better, you might ask. The answer: it depends. The “best mix” of debt and equity
financing is sometimes called the “optimal capital structure.” You’ll learn more about that
topic in an introductory finance course.

AlS Elements

The input and output documents associated with the financing process include shares of capital
stock, various forms of notes payable (including mortgages and bonds), and checks (for paying
dividends, interest, and principal). Under certain circumstances, the SEC also requires registra-
tion forms before a publicly traded corporation can sell its securities in U.S. capital markets.

The process of issuing debt and/or equity securities is highly regulated and very detailed.
So, we won’t go into a lot of depth on it here. The very first time a corporation offers its
stock for sale is called an initial public offering (IPO). KKD’s initial public offering took
place on 5 April 2000. The steps in an IPO are:

. Choose an investment bank, an accounting firm, and a lawyer.
. Develop a prospectus.

. File the prospectus with the SEC and wait for approval.

. Do a “road show” to solicit investors.

. Distribute a final prospectus.

. Determine the initial offering price and size of the IPO.

. Sell the shares of stock.
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In the accounting information system, we have to be concerned about how to record
various financing process transactions. Some of those transactions include issuance
of capital stock, purchase of treasury shares, issuance and repayment of long-term debt,
and dividend distributions.

Reflection and Self-Assessment

Issuance of capital stock is recorded in the AIS by debit- capital for the difference. How are the other transac-
ing cash for the total market price, crediting capital tions listed above recorded?
stock for the par value, and crediting additional paid-in

Storing information about financing process transactions is particularly important. If a
company misses a principal or interest payment or if it fails to issue a dividend check to the
right stockholder, the consequences can be severe. The AIS therefore needs to capture at
least the following information for financing process transactions:

* Equity financing transactions
* Number of shares
* Par value per share
* Market value per share
 Shareholder identification data
* Dividend type
* Dividend per share
* Dividend dates (declaration, record, payment)
* Debt financing transactions
* Principal
* Coupon interest rate (the rate of interest paid in cash)
* Market interest rate (the rate prevailing in the market for investments of similar risk)
* Issue date
* Time to repayment
* Frequency of payments
* Lender identification data

One of the most anticipated, best known IPOs of the early 21st century was Facebook;
its IPO took place on 18 May 2012. All the hype drove up both the expected price and the
number of shares to be offered. As you may be aware, the IPO did not live up to most
expectations. For the year ended 20 February 2014, Facebook’s stock price fluctuated
between a low of $22.67 to a high of $70.11 per share. As of that date, Facebook had
declared no dividends, so the only way investors could make money with the company’s
stock was to sell it for a higher price than their cost.

Clearly, the biggest risk associated with the financing business process is the misap-
propriation of cash, either through skimming or larceny. The internal controls over cash
discussed in the previous chapters are at least as applicable to the financing business
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process: separation of duties, bank reconciliations, and adequate documentation, to
name a few. Other risks here include missing payment deadlines and insufficient cash to
repay principal. Missing payment deadlines can be addressed via automatic electronic
funds transfers or simple scheduling software installed on accounting department com-
puters. A sinking fund can be used to mitigate the risk of insufficient cash to repay prin-
cipal. As you may know, a sinking fund is a pool of money restricted to just one purpose:
debt repayment. Because of the time value of money, a borrower can put small amounts
of cash into a sinking fund throughout the life of the debt; when it matures, then, the
sinking fund has sufficient cash to handle the transaction. Finally, a lender also may
institute a debt covenant as an internal control. Debt covenants may restrict the borrow-
er’s ability to pay dividends to shareholders, specify a minimum current ratio level
throughout the life of the debt, or hold the borrowing organization accountable for its
overall financial leverage.

HUMAN RESOURCE PROCESS

Role and Purpose

The human resource process may be the most complex of all business processes today.
Whole textbooks, courses, and fields of study have been devoted to its objectives, which
include

* Hiring employees.

e Paying them.

* Coordinating employee benefits (insurance, pensions, and the like).
The Web site of the » Evaluating their performance.
Professionals in Human .
Resources Association
(www.pihra.org) lists Consider the systems flowchart in Figure 14.2, which illustrates some of the preceding
many similar organiza- t in the h
tions involved in virtu steps in the human resource process. o .
ally all facets of the Because of its complexity and legal implications, many organizations outsource their
human resource process. human resource functions to organizations such as ADP.

Managing their departures from the firm via termination, quitting, or retirement.

AlS Elements

From an AIS point of view, a main concern of the human resource process is the payroll
function. It must be managed carefully and diligently to ensure accuracy and integrity. The
payroll forms listed in Table 14.3 are commonly used as input and output documents in
the payroll function.

Non-payroll forms associated with the human resource process would include com-
pleted job applications, interview notes, written performance reviews, and termination
documents. As you can imagine, each of those can vary radically among firms.

Reflection and Self-Assessment

Suggest two or three information items you would want to include in a termination letter.

STUDENTS-HUB.com Uploaded By: anonymous


https://students-hub.com

268 Part Four Business Processes

FIGURE 14.2 Human resources
Partial Systems department Employee
Flowchart of the
Human Resources .
Review documents
Process ‘ Start > & sign
acknowledgement
Process \
new hire Reviewed
Acknowledgement hiring
documents

Hiring
documents

Employee
database

The risks associated with the human resource process fall into two major groups: finan-
cial and human. Financially, managers must ensure that they have sufficient cash on hand
to meet payroll obligations; for that reason, companies often maintain a payroll checking
account separate from their regular operating accounts. In addition, companies that pay
employees by the hour typically need a way of tracking hours worked; Internet time-
tracking systems or even simple time clocks mitigate the risk that hours will be recorded
and reported inaccurately. When employees depart the company, whether through quitting,
termination, or retirement, their access to organizational information systems (e.g., intranet
accounts, passwords) should be eliminated to mitigate the risks of hacking, sabotage, and
other forms of fraud.

Human risks in this business process are equally significant; some might say the human
risks are weightier than the financial risks because of their long-term nature and potential for
costly litigation. Human risks associated with the HR business process include hiring unqual-
ified workers, failing to follow applicable laws (such as the Americans with Disabilities Act),
engaging in acts of sexual harassment, and illegal or inappropriate employee terminations.
Perhaps the best internal control for all those risks is a well-informed, educated human
resources staff. Seeking the advice of legal counsel also may be appropriate in some cases;
adequate documentation of human resource processes is essential, regardless of the type of
organization under consideration.

Fraud is also a significant risk associated with employees. Internal controls that can
help prevent and detect fraud include

e Thorough background checks. Several years ago, one of my students applied for a job
with the federal government. The agency sent a representative to my home to ask me
about the student, who had listed me as a reference.

e Forced vacations. You may be thinking, “Why would anyone need to be forced to take
a vacation?” Consider the case of accounts receivable lapping. A/R lapping occurs
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TABLE 14.3 Payroll Forms

Form Name Purpose Data Included

Form W-4 Establishes payroll withholding status Employee identification data
Withholding status
Number of withholding allowances

Form W-2 Reports year-end information for tax purposes Employee identification data
Employer identification data
Gross pay and tax withholdings
401(k) contributions

Payroll register Computes payroll data for all employees for a Employee identification data
given pay period Hours worked
Pay rate

Total gross pay
Tax and benefit withholdings

Net pay
Employee Summarizes payroll data for a single employee for Virtually the same as the payroll register
earnings record multiple pay periods
Form 1099 Reports amounts paid to an independent I.C. identification data
contractor (1.C.) Payer’s identification data
Total amount paid
Form 940 Reports employer’s federal unemployment taxes Company name
Amount paid
Form 941 Reports amounts withheld by employer to IRS Company name

Employee identification data
Amounts withheld

Reflection and Self-Assessment

Visit the Web site of the Internal Revenue Service (www W-2, W-4, 1099, 940, 941. List two or three information
.irs.gov) and find examples of all the following forms: items you find in each.

when a clerk steals money sent by one client, then uses money from another client to
cover up the theft. For example, a clerk might steal money from Smith; then, when
Jones pays her bill, the clerk would credit Jones’s cash to Smith’s account. Maintain-
ing a lapping system requires an ongoing fraud; so, if an employee is forced to take a
vacation, there’s a greater chance of detecting the fraud than if vacations are not
mandatory.

* Adequate training and supervision. We’ve looked at this control in connection with
other business processes, but it’s worth repeating here. Training can help promote effec-
tive and efficient operations, while adequate supervision can help safeguard assets.
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While those controls will not prevent problems completely, they will be very effective
in limiting opportunities to commit fraud.

CRITICAL THINKING

Dividend payments are part of the financing process; they are nearly always entirely
voluntary for the paying corporation. Although KKD has not paid a dividend as of
February 2014, the process it would use might look like the one pictured in Figure 14.3
below.

KKD’s related database would include, at minimum, a shareholder table and a “prepare
check” table. The primary key of the shareholder table would be Shareholder ID, while the
“prepare check” table’s primary key would be an auto-numbered transaction number—
perhaps the actual check number itself. Since each shareholder can receive many checks,
but each check goes to just one shareholder, the primary key from the shareholder table
would be included as a foreign key in the “prepare check” table.

Internal controls over the dividend payment process include:

1. Verifying that the organization has sufficient cash to pay a dividend, perhaps via a cash
budget.

2. Requiring adequate documentation before preparing dividend checks.

3. Sequentially numbering the dividend checks.

4. Transmitting the dividend payments electronically.

We’ll conclude this chapter by considering how all five business processes are related
to one another.

FIGURE 14.3 Board of Finance

Systems Flowchart Directors Department

of the Dividend

Payment Process

‘ Start ’
Determine
>| recipients and
amounts
4
Shareholder
database
Declare
dividend
Y
Prepare
( checks
Dividend
information
\/ Y

Dividend — To
checks shareholders
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PROCESS RELATIONSHIPS

This chapter concludes our examination of business processes. In total, we’ve looked at five:
sales/collection, acquisition/payment, conversion, financing, and human resources. We stud-
ied the business processes separately to focus attention on the issues for each one, but, in
real organizations, the processes are interrelated and highly dependent on one another.

Organizations typically need three kinds of resources to function effectively: people,
money, and other assets (such as supplies, inventory, and equipment). The human resource
process is concerned with people—how do organizations find them, train them, compen-
sate them, and manage their separation from the company (e.g., through retirement or ter-
mination)? The financing process is associated with money—in particular, funds obtained
from outside the company. Those funds typically come in the form of debt and equity
financing. The acquisition/payment process is concerned with other kinds of assets: inven-
tory, office equipment, factory machinery, supplies, and furniture, for example. The
conversion process is particularly applicable to manufacturers, but also has implications for
other types of organizations. In the conversion process, manufacturing companies combine
raw material, direct labor, and manufacturing overhead to create a finished product. Finally,
then, the company sells its product (or service) through the sales/collection process.

Summary

TABLE 14.4
Chapter Summary

This chapter concludes our discussion of business processes. We’ve looked at the conver-
sion, financing, and human resource processes, briefly examining the same issues we con-
sidered for sales/collection and acquisition/payment. Table 14.4 summarizes those issues.

Conversion

Financing

Human Resource

Role and purpose

Transform material, labor,
and overhead into
finished products

Obtain external funding from
debt and equity securities

Manage employees from
initial hiring to termination,
including payroll and
performance evaluation

AlS structure

Input and output forms

Materials requisition, job
cost sheet, labor time ticket,
production cost report,
materials move ticket

Shares of capital stock, various
forms of notes payable,
checks, SEC forms

W-2, W-4, 1099, 940,
941, payroll register,
employee earnings record

Common transactions

Purchasing raw materials,
accumulating and
transferring costs, selling
finished goods

Capital stock issuance,
treasury shares purchase,
dividend distributions, issuance
and repayment of debt

Wage payments, tax
deposits

Storage

Raw material data and
transactions, cost
accumulation data, and
transactions

Capital stock files, shareholder
data files, debtholder data files

Applicant database,
employee database,
payroll database

Internal controls

Adequate raw material
storage, procedures
manuals, separation of
duties, insurance, training

Separation of duties, electronic
funds transfers, sinking funds,
debt covenants

Separate payroll checking
account, time clocks,
employee database update
procedures, adequate
training, background checks

STUDENTS-HUB.com

Uploaded By: anonymous


https://students-hub.com

272 Part Four Business Processes

Regarding Objective 6, important terms in the conversion process include: job costing,
process costing, hybrid costing, raw material, direct labor, overhead, and the various docu-
ments outlined in Table 14.1. In the financing process, important terms include: debt
financing, equity financing, principal, interest, capital stock, dividends, treasury stock, ini-
tial public offering, and prospectus. In the human resource process, important terms
include the forms discussed in Table 14.3, including all the terminology used within them.

Finally, with respect to Porter’s value chain (Objective 7), the conversion process most
closely aligns with operations (a primary activity). The support activity, human resource
management, encompasses the activities of the human resource process. Since accounting
and finance are commonly viewed as part of an organization’s infrastructure, the financing
process is found there in the value chain.

Key Terms conversion process, 261/ human resource process, 267 payroll forms, 267
financing process, 265 job costing, 261 process costing, 261/
financing process
transactions, 266

End-of-Chapter 1. Reading review questions.
Activities a. What is the basic purpose of each business process discussed in this chapter (conversion,
financing, human resources)?
b. What are the similarities and differences between job costing and process costing systems?
How is each system reflected in the organization of the accounting information system?
c. What are the four common transactions associated with the financing business process?
What information must be tracked for each transaction?
d. What forms are commonly used in processing payroll transactions?
e. How are the purposes of internal control fulfilled in each business process discussed in the
chapter?
f. Respond to the questions for this chapter’s “AlS in the Business World.”

2. Reading review problem. Throughout the text so far, we’ve examined the following
companies in the various chapter openers: Starbucks, Amazon, Papa John’s, Google,
Barnes & Noble, Microsoft, and Target. Choose one of those companies as the basis
for responding to the following questions:

a. Does the organization have a conversion process? If so, what is its primary product? Which
type of costing system does it use? If the organization does not have a conversion process, sug-
gest a product it might use to start one. Which type of costing system would that product use?

b. Figure 14.2 shows a systems flowchart of the employee hiring process. Choose another task
associated with the human resources process, such as paying employees, evaluating their
performance or terminating them. Draw a systems flowchart of the task, then suggest at least
three internal controls you would implement for it.

c. Do some research on your chosen company to determine: its IPO date, its current stock
price, its last dividend payment date and amount, its total market capitalization. Explain how
each of those items relates to the financing process.

3. Multiple choice review.
1. In which type of costing system are goods undifferentiated?

a. Job order

b. Process

STUDENTS-HUB.com Uploaded By: anonymous


https://students-hub.com

Chapter 14  Other Business Processes 273

c. Bothaandb
d. Neither a nor b
2. Which type of costing system combines characteristics from both job order and process
systems?
a. Activity-based costing
b. Value chain costing
c. Hybrid costing
d. Just-in-time costing
3. Which of the following steps in an IPO typically occurs first?
a. Determine the initial offering price.
b. Develop a prospectus.
c. Determine the size of the IPO.
d. Sell shares of stock.
4. All of the following are typical database files in a human resource process except:
a. Applicant.
b. Employee.
c. Payroll.
d. Performance evaluation.

5. Which of the following payroll forms is most closely associated with independent
contractors?

a. Form W-2
b. Form W-4
¢. Form 940
d. Form 1099

4. Making choices and exercising judgment.

a. In the last three chapters, you've learned about five different business processes: sales/
collection, acquisition/payment, conversion, financing, and human resources. Draw a dia-
gram or write a paper that explains the connections between the five.

b. Phil and Lil are the owners of Planters for All, a company that makes small decorative plant-
ers for homes and offices. Their planters come in various shapes, including a well with a
bucket, a telephone, a wheelbarrow, and others. Each shape can be made in two sizes: large
and small. If you were advising Phil and Lil about setting up their production process, would
you recommend a job costing system or a process costing system? Why?

c. PKT Corporation has annual sales of $1,600,000 and a profit margin averaging 8 percent.
The corporation employs 40 people and currently does its payroll processing internally.
Typically, the two accounting staff spend one day every two weeks calculating and process-
ing payroll; each accounting staff member’s annual salary is $48,000. The president of PKT
has asked your advice regarding outsourcing payroll processing. List and discuss at least
three factors you would tell the president to consider in making this decision. Based on the
data provided, should PKT outsource its payroll or keep doing it internally?

5. Field exercises.

a. Look online or in your local Yellow Pages for a company that manufactures a product.
Arrange an interview with a member of the company’s accounting staff and a tour of its
production facilities. Prepare a brief presentation or paper discussing the results of your
research.

b. Contact a local human resources professional or an attorney that specializes in labor law.
Ask about legislation that impacts the human resource function in organizations, such as the
Americans with Disabilities Act, the Family and Medical Leave Act, the Occupational
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Safety and Health Act, or the Immigration Reform and Control Act, or about the company’s
policies with regard to sexual harassment, substance abuse testing, or use of information
technology. Prepare a brief presentation or paper discussing the results of your research.

Costing systems. Indicate whether each of the following types of businesses would be
more likely to use a job or process costing system. Justify your choices.

a. Architect f. Landscaper

b. Attorney g. Magazine publisher

c. Dentist h. Management consultant

d. Heavy-equipment manufacturer i. Pet groomer

e. House painter j. Tax preparer

Transaction and business processes. Which business process (conversion, financing,
or human resources) is most closely associated with each transaction listed below?

a. Payroll taxes expense f. Retained earnings
Cash Capital stock
b. Manufacturing overhead g. Work in process
Accumulated depreciation Manufacturing overhead
c. Treasury stock h. Interest expense
Cash Premium on bonds payable
d. Cash Interest payable

Cash

Discount on bonds payable
Bonds payable

Cost of goods sold
Finished goods

Capital stock i.
Additional paid-in capital

e. Payroll expense
\Wages payable j-
Withholding taxes payable

Transaction explanations. Explain what is happening in each transaction presented in
the previous exercise. For example, in transaction (a), the company is paying its share
of payroll taxes.

Payroll forms data. Several data items that might be included on a payroll form are
listed below on the left. The standard payroll forms discussed in the chapter are listed
below on the right. For each data item, indicate the form(s) on which you’d find it.

Address of employee 1. Form 940
Employee name 2. Form 941
Employer identification number 3. Form 1099
. Federal income tax withheld 4. Form W-2
Location of employer 5. Form W-4

Marital status

. Number of withholding allowances
. Social Security number

State income tax withheld
Unemployment tax paid—federal

S E@E b Ao O

Risk analysis and internal controls. In each independent situation below, identify and
describe at least three risks. For each risk, suggest two internal controls to address it.

a. (CMA adapted, June 1992) Midwest Electronics Corp. manufactures computers. Recently,
its products have met stiff competition from lower-priced imports, and the firm is seeking
ways to improve its workers’ productivity in order to maintain its market share. Over lunch
in the company cafeteria, Alice Kumar (manager of the Accounting Department) and Greg
Mossman (manager of the Sales Department) recently discussed a presentation made to the
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management of Midwest by a consultant on employee motivation. In the course of the con-
versation, Kumar recalled what happened at Spokane Computer Associates, her former
employer. A national labor union had sought repeatedly to unionize the workers at the plant
but had never succeeded. There was very little turnover among the workers, and the plant
was considered a safe and pleasant place to work. Salaries were relatively high, and workers
earned not only a base salary but incentive bonuses based on their individual output and
company profits.

b. (CMA adapted, June 1992) Alaire Corporation manufactures several different types of
printed circuit boards; however, two of the boards account for the majority of the company’s
sales. The first of these boards, a television circuit board, has been a standard in the industry
for several years. The market for this type of board is competitive and, therefore, price sensi-
tive. Alaire plans to sell 65,000 television circuit boards next year at a price of $150 each.
The second high-volume product, a personal computer circuit board, is a recent addition to
the company’s product line. Because it incorporates the latest technology, it can be sold at a
premium price; next year’s budget calls for the sale of 40,000 personal computer boards at a
price of $300 each.

c. (CMA adapted, December 1991) Microtronics Inc. is a private company involved in genetic
engineering. The company was started several years ago by Joseph Graham, a scientist, and
is financed by a group of venture capitalists. Microtronics has had some successful research,
and one of its products recently received approval from the Federal Drug Administration
(FDA). Two other products have been submitted to the FDA and are awaiting approval.
Because of these successes, the investors believe the time is right for preparing the company
for a public stock offering.

d. (CMA adapted, December 1991) Princess Corporation grows, processes, packages, and sells
three apple products: sliced apples used in frozen pies, applesauce, and apple juice. The
outside skin of the apple, which is removed in the Cutting Department and processed as
animal feed, is treated as a by-product. In the company’s conversion process, the Cutting
Department washes the apples and removes the outside skin. The apples are then cored and
trimmed for slicing; the three main products and the by-product are recognizable after pro-
cessing in the Cutting Department. Each product is then transferred to a separate department
for final processing. The trimmed apples are forwarded to the Slicing Department, where
they are sliced and frozen. Any juice generated during the slicing operation is frozen with
the slices. The pieces of apple trimmed from the fruit are processed into applesauce in the
Crushing Department. Again, the juice generated during this operation is used in the apple-
sauce. The core and any surplus apple generated from the Cutting Department are pulverized
into a liquid in the Juicing Department. The outside skin is chopped into animal feed and
packaged in the Feed Department.

e. (CMA adapted, June 1994) Damian Information Inc. is a four-year-old information process-
ing and software development company serving a number of small clients in the midwestern
United States. As its customer base has grown, DII has increased its staff to 30 employees.
The company has been considering an arrangement whereby they would lease employees.
Currently, there are in excess of 400 employee leasing companies in the United States repre-
senting nearly one million workers. The major users of this service are companies that need
fewer than 100 workers. If DII were to enter into an employee-leasing arrangement, all of
DII’s current employees would become employees of the leasing company and then leased
back to DII.

f. (CMA adapted, June 1994) Richmond Inc. operates a chain of department stores located in
the northwest. The first store began operations in 1965 and the company has steadily grown
to its present size of 44 stores. Two years ago, the board of directors of Richmond approved
a large-scale remodeling of its stores to attract a more upscale clientele. Before finalizing
these plans, two stores were remodeled as a test. Linda Perlman, assistant controller, was
asked to oversee the financial reporting for these test stores, and she and other management
personnel were offered bonuses based on the sales growth and profitability of these stores.
Based on the apparent success of the test (sales growth for the two stores was reported at
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11 percent and profitability showed a 14 percent increase), the board is now considering two
alternatives for financing the balance of the remodeling effort. Alternative one involves pure
debt financing. The company would make a public offering of bonds with a face value of
$30million and a stated interest rate of 11 percent. Alternative two is a combination alterna-
tive. It would involve $12million in 9 percent bonds, common stock of $14.5 million, and
retained earnings of $4.5 million. The current market value of Richmond’s common stock is
$30 per share; the dividends per share have held steady at $3.00 per share for the last year,
but investors are expecting growth of 6 percent in the dividend.

11. Systems documentation. In each of the following independent cases, document the
system using whatever technique(s) your instructor specifies.

a. Dreambox Creations (www.dreamboxcreations.com/) in Diamond Bar, California, partners
with Automatic Data Processing Inc. (ADP) for its payroll processing. Dreambox employs
Internet-based time tracking. Employees log in and out based on the client for whom they’re
working; in that way, the company can track billable hours, which feed into the sales/
collection process. (The concept of billable hours is also important in other professional
organizations such as law firms and CPA firms.) Dan, in charge of operations and informa-
tion technology, summarizes each employee’s hours on a biweekly basis. He transmits them
to ADP electronically or via telephone; ADP then processes the payroll, including all tax
withholdings and deposits. ADP also handles Dreambox’s year-end reporting via W-2 forms.
Dreambox maintains a payroll account separate from its regular operating cash account for
internal control purposes. ADP sends paper checks drawn on the payroll account back to
Dan, who distributes them to the employees. The checks lag the pay period by one week; for
example, checks for the pay period January 10 to January 21 are distributed on January 28.

b. Point your Web browser to www.sba.gov, the Web site for the Small Business Administra-
tion. The SBA is a federal organization that helps entrepreneurs start and manage businesses.
Click the link for “Financing Your Business.” Browse the topics under “Financing Eligibility
Topics” as the basis for documenting the system.

c. Hiring new faculty is one of the most important human resource processes for universities.
The department chair requests funding for a new full-time position and sends it to the dean,
who approves or rejects the request. If approved, the department selects a faculty hiring
committee. Their first task is to prepare a position description, which must be approved by
the university’s human resource office. The position description is submitted by the search
committee to various Web sites, professional organizations, and periodicals; candidates sub-
mit required documentation for consideration. The committee reviews the required docu-
mentation and selects a small number of candidates for phone interviews. Based on the
phone interviews, a few candidates (perhaps three to five) are invited to an on-campus inter-
view. Based on feedback from references and on-campus interviews, the hiring committee
forwards names to the dean, who makes the final selection. The dean’s office sends out offer
letters, which are either accepted or rejected by the applicant.

d. Geoff is a Registered Tax Preparer in the State of California. Each year, he renews his regis-
tration on the Web site of the California Tax Education Council (www.ctec.org/). Geoff then
makes his advertising plans for the year, which usually include direct mail flyers and classi-
fied ads in local newspapers. He also sends out appointment cards to his clients from the
previous year; about 80 percent of them hire Geoff again. Clients call Geoff to make an
appointment; Geoff maintains his appointment schedule in an online calendar. He uses com-
mercial software to prepare and e-file each client’s return.

e. As part of discussing the financing process, the chapter laid out the seven steps associated
with an IPO. Use those steps as the basis for documenting the IPO process.

12. Database design. In each of the following independent cases, indicate primary and
foreign keys in the usual way.

a. Consider the Dreambox Creations case presented in the preceding problem. Create specifi-
cations for the following tables: employee, report hours. Suggest at least two queries
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Dreambox could run based on one or both of those tables; for each query, indicate how it
would be useful in decision making and the fields it would include.

b. Consider the “hiring new faculty” case presented in the preceding problem. Create specifica-
tions for the following tables: request funding, advertise position/advertisers, candidate.
Suggest at least two queries the hiring committee could run based on one or more of those
tables; for each query, indicate how it would be useful in decision making and the fields it
would include.

c. Consider the case involving Geoff from the preceding problem. Create specifications for the
following tables: client, schedule appointment, prepare tax return/client. Suggest at least two
queries Geoff could run based on one or more of those tables; for each query, indicate how it
would be useful in decision making and the fields it would include.

d. Accounting information systems configured as relational databases would include at least
the following tables with the indicated primary keys: chart of accounts (account number),
make journal entries (journal entry ID), make journal entries/chart of accounts (account
number and journal entry ID). What other fields would be included in each of those tables?
How would you use the tables to determine account balances for the general purpose finan-
cial statements?

13. Terminology. Please match each item on the left with the most appropriate item on

the right.

1. Custom-made bicycles a. Associated with dividend payments

2. Date of record b. Human resource process internal control

3. Direct material c. Internal control for missed payments

4. Electronic funds transfer d. Job costing product

5. Factory supplies e. Method for gathering data

6. Number of interest payments f. Needed for stock issuance transaction

7. Observation g. Overhead

8. Par value of a share h. Process costing product

9. Pencils i. Required data for long-term debt transactions
10. Time clock j- Steel, for an automobile

14. Multiple choice questions.

1. A company that reproduces fine works of art, such as the Mona Lisa, would most likely use
what kind of production process?
a. Hybrid
b. Conversion
c. Job
d. Process

2. A journal entry in a company’s accounting information system debited retained earnings.
The purpose of the journal entry is most likely
a. To record the declaration of a cash dividend.
b. To account for the sale of finished goods inventory.
c. To apply manufacturing overhead.
d. To account for an employee leasing arrangement.

3. TRN Corporation produces a product that is highly perishable. Which of the following inter-
nal controls is the best alternative for controlling the risk of product spoilage?
a. Separation of duties
b. Adequate documentation

c. Employee training

o

. Specialized storage containers
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4. In a DFD of the human resources business process, “evaluate employees” would be repre-
sented with a

a. Line.
b. Circle.
c. Rectangle.
d. Triangle.
5. RKH Corporation maintains its job costing system using a relational database. Which of the
following pieces of information would not be stored in a table in their system?
a. Total cost of Job A244
b. Manufacturing employee names
c. Department affiliations of each employee
d.

Location of manufacturing equipment

15. Statement evaluation. Indicate whether each statement below is (i) always true,
(i) sometimes true, or (iii) never true. For statements that are (ii) sometimes true,
explain when the statement is true.

. All five business processes discussed in the text are required to create value for stakeholders.
. Companies with long-term debt establish sinking funds.
. Conversion process forms are paper-based.

. Individual units of product in a process costing system are homogeneous.

Separation of duties can be applied to fixed assets used in the conversion process.
. The “date of record” determines who receives dividends on capital stock.

a
b
©
d
e. Information technology eliminates the problem of accounts receivable lapping.
f.
g
h. The par value of a share of capital stock is determined by the stock market.

i. The total cost of a batch of units should be calculated and stored in a relational database table.

j- With respect to long-term debt, the “coupon interest rate”” and the “market interest rate” are
two ways of referring to the same thing.

16. Prior material application.

a. You read a bit about Porter’s value chain at the beginning of Chapter 12. The value chain links
together most, if not all, of the business processes we’ve examined in the last three chapters. To
illustrate how, point your Web browser to www.heatercraft.com, a small manufacturer of
marine accessories and other products in northern Idaho. List the primary and support activi-
ties in Porter’s value chain, and give an example of each activity for Heater Craft. For example,
the Web site itself is an example of “marketing and sales” in the value chain.

b. Use COSO’s enterprise risk management framework to develop a risk management plan for
Heater Craft (or some other organization that focuses on one of the business processes dis-
cussed in the chapter).

c. Most of today’s college and university students have never known a world without information
technology; MP3 players, digital video recorders, and laptop computers are commonplace
tools in the 21st century. Work with a group of students to “invent” some new IT tool that will
improve one or more of the business processes discussed in this chapter; for example, a voice-
activated system for accessing employees’ human resource records. Then, use the systems
development life cycle to explain how you would develop and implement your idea.

17. Excel application. RVO Corporation makes and sells decorative picture frames and
scenic photographs. Each unit is sold for $32 and incurs $17 variable cost per unit.
RVO’s total fixed costs are $18,000 annually.

a. Use the preceding data to create a cost-volume-profit graph for RVO. Use absolute and rela-
tive cell referencing where appropriate. Here’s an illustration of how it should look:
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b. If the selling price per unit increases to $40, what happens to the graph? (All other factors
remain the same as in the original data set.)

c. If the variable cost per unit decreases to $15, what happens to the graph? (All other factors
remain the same as in the original data set.)

d. If the total annual fixed cost increases by 30%, what happens to the graph? (All other factors
remain the same as in the original data set.)

e. If the selling price per unit decreases to $35, the variable cost per unit decreases to $12 and
the total annual fixed cost increases by 10%, what happens to the graph?

Each part of the comprehensive problem is based on Big Marker (www.bigmarker.com).
Consider the narrative in Part 1 as necessary in responding to the following questions on
business processes.

a.

Consider the following transactions from Big Marker’s accounting information system.
Accrued one month’s interest on an existing note payable, $300.
Billed 30 communities for monthly dues of $600.
Borrowed $10,000 from First National Bank with a 6-month, 4% note payable.

Created a Chief Financial Officer position and established a support team for that
function. The CFO’s annual salary will be $150,000; each support team member will
earn $60,000 annually.

Depreciated computer servers, $8,000.

Hired a new employee for the Development Team. The new employee’s salary will be
$45,000 annually.

Paid six months’ rent in advance, $12,000.

h. Purchased new computer servers from Dell, $40,000.

Reimbursed employees for business expenses: Supplies, $500. Travel, $1,500.

. Took an inventory of supplies on hand, which revealed $450 supplies used.
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Part Four Questions
1. Which business process is most closely associated with each transaction?

2. What is the appropriate journal entry (if any) to record the transaction in Big Marker’s
AIS?

3. Which elements of financial statements are represented in the journal entry?
4. What forms/documents would be used to process each transaction?

5. For each transaction, suggest at least two additional pieces of information you would
want to capture in a relational database.

6. For each transaction, suggest two internal controls you would implement. Justify your
response.

Here’s an example to guide you:
e Transaction: Big Marker purchased supplies on account, $100.
* Business process: Acquisition/payment
* Journal entry: Debit Supplies $100. Credit Accounts Payable $100.
* Elements: Supplies is an asset; accounts payable, a liability.
e Forms: Purchase requisition and purchase order.

e Additional information: name of the primary contact person at the vendor, specific
type and quantity of supplies purchased (e.g., 10 boxes of paper clips)

 Internal controls: Transaction authorizations would ensure that only the Purchasing
department can issue purchase orders. Sending a blind copy of the purchase order to
the Receiving department would aid in the segregation of duties.
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Chapter Seventeen

Auditing and Evaluating
the AIS

AIS in the Business World

Bitcoin

Bitcoin is a decentralized, peer-to-peer, and completely digital currency. Developed in
the early 2000s by a person/group of people named Satoshi Nakamoto, Bitcoin has
had frequent media mentions that both criticize and applaud its existence. As a
completely digital currency, Bitcoin has no “backing” in any other world currency,
making it significantly different from services like PayPal. On PayPal, for example,
users can complete digital transactions, but the currency amounts represent real
world currencies like the U.S. dollar or the Euro.

At present, very few companies accept Bitcoins as payment, so most people who
hold them convert them into a physical currency at some point. (You can find real-
time information about Bitcoin trading at www.blockchain.info.) Mt. Gox was the
world’s largest Bitcoin exchange until it shut its doors and filed for bankruptcy in
February 2014.

For more information on Bitcoin, check out the February 2014 podcast of the
Association of Certified Fraud Examiners (www.acfe.com/podcast), the FBI report,
"Bitcoin Virtual Currency: Unique Features Present Distinct Challenges for Deterring
lllicit Activity” and/or “A Fistful of Bitcoins: Characterizing Payments among Men
with No Names” by Meiklejohn et al. (The simplest way to find the two papers is via
Google search.)

Discussion Questions

1. What types of audits would benefit Bitcoin users and related parties?
2. What steps are involved in a financial statement audit?

3. What is the Audit Clarity Project? Why is it important?

4. How are auditing and accounting information systems related?

316
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Auditing is the area of accounting associated with AIS evaluation. The corporate scandals
of the late 20th and early 21st centuries such as Parmalat, Global Crossing, and Enron
point to the need for regular, thorough AIS evaluation as part of accountants’ professional
responsibility and fiduciary duties to shareholders and the public.

When you finish studying this chapter, you should be able to:

1. Describe the various kinds of audits you might encounter in your accounting career.
2. Explain the purpose of the Audit Clarity Project and summarize its essential components.

3. Explain 10 generally accepted auditing standards (GAAS) and their role in a financial
statement audit.

4. Discuss the basic steps associated with a financial statement audit.
5. Explain the connection between auditing and accounting information systems.

Your accounting curriculum probably includes at least one course in auditing, so this
chapter certainly will not make you an expert in the field, but it will give you an introduc-
tion to this important area of professional practice.

TYPES OF AUDITS

The AICPA’s Audit
Clarity Project (dis-
cussed later in the
chapter) made signifi-
cant changes to audit
reports. Formerly, for
example, a clean report
was called “unquali-
fied.” Under the new
standards, it is
“unmodified.”

STUDENTS-HUB.com

Dictionary.com lists several definitions for audit, but the one that seems most appropriate
here is “a methodical examination or review of a condition or situation.” There are seven
basic kinds of audits you might be involved in as your career progresses:

1. Financial audit. A financial audit involves the examination of a company’s accounting
information system and financial statements. Auditors issue one of four types of audit
reports on the company’s financial statements. An unmodified report (also known as a
clean report) says that the company’s statements are prepared in accordance with gener-
ally accepted accounting principles (GAAP). Auditors issue a qualified report when one
or more items don’t conform to GAAP—but not so many items as to compromise the
overall fairness of the statements. An adverse report means the statements are not
prepared in accordance with GAAP, while a disclaimer denotes that the auditors could
not tell if they were. Adverse reports and disclaimers are hard to find—most companies
would change auditors (or the auditors would resign) before such an opinion was issued.

2. Operational audit. In an operational audit, auditors examine a company’s rules and pro-
cedures for conducting business. They’re asking if a company’s rules make sense, and if
they’re followed. Systems documentation techniques such as flowcharting are particu-
larly important in operational audits; for example, a flowchart of the purchasing process
would give the operational auditor a standard for comparison against a company’s actual
practice in the same area. Internal auditors often are involved in operational auditing.

3. Systems audit. As we’ve discussed before, information technology is an integral part of
most accounting information systems today. A systems audit determines whether the
various forms of information technology in an AIS are producing expected results. It
also examines the issue of systems security very closely, making sure the data are safe
within the system. Basically, a systems audit looks “inside the box,” rather than treating
the computer as an unknown quantity in an audit. One important issue in systems audit-
ing is the service organization audit discussed in SSAE 16 (Statement on Standards for
Attestation Engagements 16). You may recall reading about SSAE 16 in Chapter 10.
Many organizations outsource certain duties and responsibilities to external parties; for
example, a corporation might hire ADP to do its payroll processing. Auditors need to
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know that those service organizations are maintaining adequate internal controls for
their client; SSAE 16 provides guidance in those situations.

4. Compliance audit. Governmental and not-for-profit organizations (GNFPs) are subject
to compliance audits. Although almost every audit involves some sort of judgment on
the part of the auditor, compliance audits are virtually devoid of judgment. GNFPs are
subject to very strict government rules and regulations, many of which are contained in
the Yellow Book published by the Government Accountability Office (GAO). You can
learn a lot more about the Yellow Book and compliance auditing on the GAO’s Web
site: www.gao.gov. A compliance audit determines whether or not a GNFP is following
the rules and regulations in the Yellow Book.

5. Management audit. Of all the kinds of auditing discussed here, the management audit
may involve the greatest degree of judgment. A management audit determines the
degree to which the assumptions underlying decisions are valid; it also examines the
ways in which management decisions are supported. In the chapter on decision-making
models, you read about the Steps for Better Thinking; a management audit would be
looking for that type of support for major decisions.

6. Investigative audit. Also known as a fraud audit, it is associated with the broader field
of forensic accounting. The recent ethics scandals at Enron, WorldCom, Global Cross-
ing, and other firms have raised awareness of the costs of occupational fraud and abuse
in organizations. An investigative audit, which may be conducted by a Certified Fraud
Examiner, may be triggered by observation of unusual behavior or discrepancies in the
accounting information system. Figure 17.1 lays out a common order for gathering evi-
dence in an investigative audit (www.cfenet.com).

Most investigative audits start with reviewing pertinent documents; for example,
the auditor might examine physical or electronic copies of checks in cases where
embezzlement is suspected. Interviews of neutral third-party witnesses often come next.
For example, an employee might have observed a coworker taking computer equipment
out of the office; the employee might have assumed a perfectly innocent, legitimate rea-
son/motivation, even if fraud was involved. Corroborative witnesses can lend additional
information to the investigation by (for example) confirming information collected in the
first two stages—or even in subsequent stages. Coconspirators are involved in the fraud,
but often not as deeply or as seriously as the target of the investigation. For example,

FIGURE 17.1
Investigative Audit
Tools

oocument ana’)’s/s

Source: Wells, 2004.
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a purchasing agent might collude with a receiving department employee to steal mer-
chandise; the receiving department employee would be considered a co-conspirator.
Finally, the investigative auditor interviews the farget. By that time, the auditor has a clear
idea of how the fraud occurred—an idea supported by evidence from the other steps.

7. International audit. This type of audit is really a “basket” of the other types. It can be
conducted in a U.S.-based firm with international operations or a non-U.S.-based firm.
International auditing is exceptionally challenging. It requires the auditor to understand
the accounting rules in another country, but it also necessitates an intimate understand-
ing of national culture, laws, religion, and other nonaccounting issues.

While the degree, role, and type of professional judgment vary among the seven
types of audits discussed here, all of them incorporate judgment to some degree. Other
commonalities between the seven types of audits include

* Checking existing conditions against some predetermined standard.

* Questioning, firmly but professionally, managers and employees of the organization
being audited.

* Maintaining an independent attitude and appropriate professional “distance” from the
client.

Reflection and Self-Assessment

What type of audit is indicated by each of the following that the software is processing the transactions

descriptions? Justify your choices, particularly if more correctly.

than one type of audit seems applicable. 4. A German-based organization hires a U.S. firm to

1. Ray and Gary, partners in a psychotherapy practice, check out its accounting information system. The
hire Rob to determine if their secretary has been overall objective is enabling the German firm to list
embezzling cash. its securities on the NYSE.

2. Aninternal auditor works with managers in the pur- 5. A CPA firm conducts its annual evaluation of CHC
chasing department to determine a more efficient Corporation’s accounting information system. After
way to handle inventory transactions. the evaluation, the CPA firm issues an unqualified

3. An audit client uses Peachtree for transaction pro- ORILON

cessing. An auditor examines the system to ensure

The AICPA’s Audit Clarity Project (ACP) made significant changes to virtually every
aspect of the audit process. The next section discusses some of the basics of the ACP.

AUDIT CLARITY PROJECT

According to Skinner (2012), the Audit Clarity Project “had two main objectives: (i) to
make auditing standards easier to read, understand and apply, and (ii) to converge the U.S.
Auditing Standards with International Auditing Standards.” Think of the ACP as similar to
the FASB Codification you may have learned about in intermediate accounting.

The ACP involved four groups of changes to the standards that guide financial state-
ment audits: format, terminology, additional requirements, and the audit report.

The standards issued as part of the ACP all follow the same format, illustrated in Figure 17.2.
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FIGURE 17.2 Introduction
Format of Audit
Clarity Project
Standards Guidance and Objective
explanatory
material
Requirements Definitions

Each standard’s introduction explains when the standard applies in an audit engage-
ment. The objective section discusses the overall goal of the standard; it specifies what the
auditor is trying to achieve in the audit with respect to the standard. The definitions section,
as you might expect, identifies key terms related to the standard and explains their mean-
ings. Requirements explain what the auditor needs to do to fulfill that standard; it can serve
as a guide for designing specific procedures as part of a financial statement audit. The last
section of each standard, guidance, and explanatory material, gives additional information
about the requirements and related matters.

The clarity standards also introduce some new terminology, such as “applicable finan-
cial reporting framework™ and “emphasis-of-matter paragraph.” Auditors need to under-
stand the financial reporting framework a company used in preparing its financial
statements; for example, the company might use the International Financial Reporting
Standards or U.S. Generally Accepted Accounting Principles (US GAAP). An emphasis-
of-matter paragraph is used when the auditor wants to call attention to something in the
financial statements themselves and/or in the related footnote disclosures.

The third element of the ACP requires financial statement auditors to do several things,
including: (i) ensure that the “applicable financial reporting framework,” if other than US
GAAP, is appropriate, (ii) obtain agreement from management as to their responsibility for
the financial statements and internal control, and (iii) adhere to quality control standards as
they conduct the audit.

The ACP also made changes to the standard format of the auditor’s report (sometimes
referred to as the audit “opinion”). Under the ACP standards, the report must include the
items indicated in Table 17.1. Additionally, the report must include subheadings for each
paragraph to focus the reader’s attention.

If the auditor’s report contains a qualified/adverse/disclaimer of opinion, it must specify
the basis for the opinion in an “emphasis-of-matter” paragraph.

TABLE 17.1 Elements of the Unmodified Auditor’s Report

Element Explanation

Title Must include the phrase “independent auditor’s report”

Addressee May be the board of directors, management, or other parties

Introductory paragraph Must identify the organization, the financial statements audited, and related
information

Management's responsibilities Financial statements and internal controls

Auditor’s responsibilities Performing an audit according to generally accepted auditing standards (GAAS)

Auditor’s opinion States that, in the auditor’s opinion, the statements are fairly presented

Signature, address, and date Audit firm’s information
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GENERALLY ACCEPTED AUDITING STANDARDS

Prior to the Audit Clarity Project, audits were guided (in part) by ten auditing standards.
The ACP did not eliminate the standards completely; rather, it incorporated them. Never-
theless, they are still widely referenced both in actual audits and auditing textbooks; I'm
therefore including them here for your review. Please refer to Figure 17.3 for an overview
of the standards.

The three general standards focus on the auditor’s background and approach to the
audit. First and foremost, an auditor must be well-trained in auditing before an engage-
ment commences. Generalized knowledge of accounting principles and information
systems is important, but specific training related to auditing is essential. Auditing is an
important element of professional practice in accounting; without good auditing, deci-
sion makers cannot rely on the financial statements to be fair. Independence speaks to
the auditor’s mental attitude; that is, the auditor must always remain independent from
the client. While some have questioned how independent an auditor can be from the
organization signing his or her paychecks, maintaining a professional distance and
appropriate professional skepticism are key to the conduct of a successful audit. Finally
(in this group), the auditor must exercise due professional care in preparing for and com-
pleting the audit. The engagement must be properly planned in terms of personnel on the
audit team and specific audit procedures. The duty of professional care also extends to
preparing the audit report.

The second group of standards focuses on field work; in other words, they set out
important ideas for conducting the audit itself. The audit is to be properly planned,
and all staff members must be adequately supervised. Most audit teams comprise

FIGURE 17.3
Generally Accepted Gen.e.rally Accepted
Auditing Standards Auditing Standards

General Reporting
Field work
Training Supervision GAAP
Consistency
Independence Internal control
Disclosure
Professional care Evidence Opinion
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professionals at various stages of their careers, with varying levels of experience in
auditing. As a team member’s experience increases, the need for supervision may
decrease. A thorough assessment of internal controls is a critical step early in the audit
process. While such an assessment has always been critical, the Sarbanes-Oxley Act of
2002 has placed even greater emphasis on internal control issues. Auditors must assess
an organization’s risk exposures and determine the degree to which the organization’s
internal controls ameliorate those risks. The evidence standard speaks to the impor-
tance of having an objective, reasonable basis for expressing an opinion on the com-
pany’s financial statements. Evidence can be obtained in many different ways,
including observing organizational processes, inspecting documents, and obtaining
external confirmations of account balances.

GAAS also contains four reporting standards, which speak to the ultimate opinion the
auditors express on the financial statements. First, the opinion must state whether or not
the statements are presented in accordance with generally accepted accounting principles
(GAAP). The language of an audit opinion is very specific; unqualified opinions always
include such a statement. You may recall that consistency is one of the qualitative charac-
teristics of accounting information in the conceptual framework; it is also one of the
reporting standards. The audit report must explain any inconsistencies between the current
period’s application of GAAP and the prior period’s application. Full disclosure is another
commonality between GAAS and the conceptual framework. Financial statement users
can assume the disclosures in the financial statements are appropriate unless the audit
opinion specifically states they are not. Finally, the audit report must clearly state the
auditor’s opinion on the financial statements. The auditor also must explain the reason(s)
for the opinion.

GENERIC AUDIT STEPS

Although professional judgment is an important aspect of auditing, auditors commonly
follow a generalized set of steps when conducting an audit. Figure 17.4 outlines the generic
steps often involved in a financial statement audit.

Ultimately, and particularly since Sarbanes-Oxley, management is responsible for the
content of the organization’s financial statements. So, assessing management’s integrity
is a necessary first step in the audit process. Dictionary.com defines “integrity” as “stead-
fast adherence to a strict moral or ethical code.” Managers have a fiduciary duty to

FIGURE 17.4
Audit Steps Issue the audit report.

Perform compliance testing.

Review the internal control system.

Evaluate management’s credentials.

Assess management’s integrity.
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their employees and stockholders to act in the best interests of the organization—even
when those interests may conflict with their own. COSO’s Internal Control—Integrated
Framework (Committee of Sponsoring Organizations, 2002) alludes to this step in its dis-
cussion of an organization’s control environment:

The control environment sets the tone of an organization, influencing the control
consciousness of its people. It is the foundation for all other components of internal control,
providing discipline and structure. Control environment factors include the integrity, ethical
values and competence of the entity’s people; management’s philosophy and operating style;
the way management assigns authority and responsibility, and organizes and develops its
people; and the attention and direction provided by the board of directors.

Management must set the example by demonstrating integrity and ethical behavior; other-
wise, employees throughout the organization are likely to feel justified in engaging in
unethical actions.

Reflection and Self-Assessment

What tools and techniques would you use to assess management’s integrity?

After evaluating management’s integrity, the auditor should consider management’s
credentials. This evaluation focuses on two questions: (i) Is management technically
competent? (ii) Is management financially competent? Notice that the evaluation of
management’s competence comes affer the evaluation of integrity. Managers can under-
stand the organization at a deep and fundamental level; they can even comprehend
clearly the role, purpose, and importance of accounting as a reporting mechanism. But
those credentials mean very little without a generalized disposition toward ethical behav-
ior. Managers can develop technical and financial competence via formal education and/
or experience.

The next step is evaluating the organization’s internal control system. The auditor must
assess the organization’s risk exposures and then determine whether the controls are in
place to address those risks successfully. Remember: the goal is not to eliminate risk—
that’s impossible anyway. Rather, the goal is to address, manage, and/or reduce risk.
Common controls you’d expect to find include

* Adequate documentation of business processes.

* Background checks for prospective employees.

e Comprehensive employee training.

* Document matching.

e Multiple signatures for checks over a specified threshold.
* Physical safeguards for assets.

* Regular bank reconciliations.

e Separation of duties.
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Computerized AIS environments often require unique internal controls. Louwers et al.
(2005, p. 732) listed the following examples:

Administrative Controls Physical Controls Technical Controls

Security checks on personnel Controlled access Data encryption

Segregation of duties Computer room entry log record Access control software and passwords

Program testing after modification Data backup storage Transaction logging reports

Rotation of computer duties Preprinted limits on documents Range and reasonableness checks on
(e.g., checks) transaction amounts

Transaction limit amounts Inconspicuous location Control totals

The auditor’s confidence in an organization’s internal control system dictates the extent
and character of compliance testing conducted in the next phase. Compliance testing
involves examining a sample of transactions and verifying that they have been recorded in
accordance with GAAP, thus leading to fair account balances on the financial statements.
For example, an auditor might conduct a physical count of the inventory. Independent veri-
fication of major accounts receivable and accounts payable balances are also common
compliance tests at this stage of an audit.

A company’s financial statements implicitly involve several assertions by management
that must be evaluated as part of auditing. Those assertions are commonly organized into
five groups (Louwers et al., 2005, p. 9):

* Existence or occurrence. Did the recorded sales transactions really occur? Do the assets
listed on the balance sheet really exist?

* Rights and obligations. Does the company really own the assets? Are related legal
responsibilities identified?

e Valuation and allocation. Are the accounts valued correctly? Are expenses allocated to
the period(s) benefited?

*  Completeness. Are the financial statements (including footnotes) complete? Were all
the transactions recorded in the right period?

e Presentation and disclosure. Were all the transactions recorded in the correct accounts?
Are the disclosures understandable to users?

You may recall that a Note that the questions listed above are illustrative, not comprehensive. A well-designed
risk-control matrix can 5ccounting information system that incorporates strong internal controls and appropriate
include an area for these . . . . . e .
assertions. forms of information technology can assist auditors in verifying the five assertions related
to financial statements.
The audit culminates with the issuance of the audit report, or opinion. As stated earlier,
audit opinions fall into four broad categories: unmodified, qualified, disclaimer, or adverse.
The Sarbanes-Oxley Act has increased the role of judgment and the responsibility of
management for financial statements. In addition, SOX requires its own compliance audit,
conducted by a different firm, in addition to the financial audit. SOX is divided into 11
titles (similar to chapters in a book), which are further subdivided into sections. Some of
the most important sections that relate to auditing and the accounting information system
include

e Section 302. This section relates to the evaluation of internal controls in an audit.
Specifically, it obligates the chief executive officer and chief financial officer to
attest that they have personally reviewed internal controls within the preceding 90 days.
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The CEO and CFO also acknowledge that they are responsible for the financial state-
ments and the internal controls that promote their reliability and integrity. The responsi-
bilities outlined in this section of SOX cannot be delegated, even via a power of
attorney.

e Section 401. This section is titled “Disclosures in Periodic Reports.” The financial state-
ments must be “accurate and presented in a manner that does not contain incorrect state-
ments or admit to state material information. These financial statements shall also
include all material off-balance-sheet liabilities, obligations or transactions” (www
.soxlaw.com). If you’ve made any study of the Enron debacle in this or another course,
you may recall that off-balance-sheet transactions were one of the corporation’s primary
problems. Enron accountants structured transactions to conform to the “letter” of
accounting rules and regulations while disregarding the “spirit” of those regulations.

* Section 404. Entitled “Management Assessment of Internal Controls,” this section
reemphasizes the importance of a sound internal control system as part of maintaining
AIS integrity and reliability. As part of their annual reports, SOX-compliant organiza-
tions must discuss the scope and adequacy of internal controls. Independent auditors
also must comment on the opinion expressed by the organization’s management. In
practice, you may hear this practice referred to as a “404 audit.”

e Section 409. Real-time reporting is the primary issue in this section. If an organization
experiences a material change in its financial condition or operations, it is required to
disclose that change “on an urgent basis.” In other words, the company cannot wait until
its quarterly or annual SEC filings to communicate the change; it must be disclosed as
quickly as possible. Additionally, section 409 requires that the disclosure be made in
nontechnical, easy-to-understand terms. The disclosures should be supported by quali-
tative information as well.

e Section 802. This section spells out the penalties for noncompliance with the
Sarbanes-Oxley Act. According to www.soxlaw.com, “This section imposes penalties
of fines and/or up to 20 years imprisonment for altering, destroying, mutilating, con-
cealing, falsifying records, documents or tangible objects with the intent to obstruct,
impede or influence a legal investigation. This section also imposes penalties of fines
and/or imprisonment up to 10 years on any accountant who knowingly and willfully
violates the requirements of maintenance of all audit or review papers for a period
of 5 years.”

With my own students, I’ve often referred to SOX as the “full employment act for
accountants.” So long as SOX remains in effect, accountants will have jobs because of the
responsibilities the act imposes on organizations.

ACCOUNTING INFORMATION SYSTEMS AND AUDITING

So how does this discussion of auditing relate to your study of accounting information
systems? Many of the topics we’ve discussed in this text, as well as many of the skills you
have developed in your study of AIS, have direct relevance when it comes to auditing.
First, this text has emphasized the importance of critical thinking in the design and
implementation of accounting information systems. Developing and exercising your pro-
fessional judgment have been consistent themes in this book—whether they relate to
selecting information technology tools, evaluating internal controls, documenting account-
ing information systems with flowcharts, or making recommendations for improving busi-
ness processes. Decision-making models such as Wolcott and Lynch’s Steps for Better
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Thinking (www.wolcottlynch.com) provide a rational, systematic approach for making
complex decisions. Professional judgment is critically important in the auditing process. It
is an integral component of the general standards of independence and professional care;
critical thinking also comes into play in maintaining appropriate levels of professional
skepticism in the audit process.

Second, the discussion of internal controls throughout the text has an important rela-
tionship to auditing. Understanding the four broad purposes of internal control, the risk
exposures for a specific organization, and the types of controls that can reduce those risk
exposures are key elements of the third step in an audit: reviewing internal controls.
Because no two organizations are likely to have identical sets of risk exposures and inter-
nal controls, accounting professionals must consistently return to the bedrock principles
and ideas of this important area in their examination and evaluation of accounting infor-
mation systems.

Third, in our examination of business processes, we talked about the importance of
understanding an organization’s environment as part of understanding its accounting infor-
mation system. Understanding the organization’s internal and external environment is also
an important skill for the auditor. Specialization in specific industries is therefore a some-
what common practice among auditing firms. For example, Vicenti, Lloyd and Stutzman
(www.vlsllp.com) in southern California maintains a strong practice in the government
and not-for-profit sector.

Finally, information technology skills link accounting information systems and auditing
in very important ways. Familiarity and skill with common forms of IT, such as spread-
sheets and databases, can enable an auditor to examine the accounting information system
much more effectively and efficiently. Auditors with backgrounds in both accounting and
information systems may conduct information technology audits. As more and more large
organizations move to enterprise systems and the utilization of enterprise resource plan-
ning software, this connection will only become more important.

CRITICAL THINKING

I’'m using the fraud audit
as an example in this
section because most of
my students find
discussions of fraud and
forensic accounting
really interesting. Also,
as a certified fraud
examiner, I like to use
any opportunity I can to
educate people about
fraud detection and
prevention.
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Like accounting information systems, auditing is a multidisciplinary field. Of course, it
requires an in-depth knowledge of accounting; but auditors also need to master various
aspects of information technology, business law, and human behavior. Let’s look at how
each of those topics might impact one of the seven types of audits listed at the beginning of
this chapter: the fraud audit.

Information technology can certainly be used to commit fraud; the good news is, infor-
mation technology also can be used to detect fraud. IT allows auditors to examine transac-
tion databases quickly and efficiently; here are some tasks auditors can complete more
easily using information technology when conducting a fraud audit:

*  Graphical trend analysis. Consider the data below, which shows total cash disburse-
ments by week for two years:

Week 20x2 20x1
1 $2,245 $2,720
2 1,557 1,886
3 3,710 4,494
4 4,792 2,441
5 1,657 2,008
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If you were looking for anomalies between the two years, a graphical representation of
the data would be a lot easier to evaluate than a table of numbers. Here’s that same data
in graphic form:

$6,000

$5,000

$4,000

20X 2

$3,000
Y S = = 20x1

$2,000

$1,000

$_ | | | | |

 Statistical tests. You’ve probably completed at least one statistics course by this time in
your education. You may recall some of the tests that can be used to analyze differences
between two samples, such as a t-tests. While #-tests can be performed without the use
of information technology, they are much easier and quicker when IT is used—whether
the IT is a simple spreadsheet or some more complex statistics software like SPSS.

* Database queries. A “find unmatched” query could be used to generate a list of unpaid
purchase invoices or uncollected receivables. If a fraud auditor finds significant num-
bers of those transactions associated with a particular manager, department, or location,
additional investigation is probably a good idea. A “just under limit” query can be used
to locate suspicious amounts. For example, if an organization requires two signatures
on purchase orders over $10,000, a “just under limit” query could identify purchase
orders that are more than $9,000 but less than the $10,000 limit. Too many of those
transactions may indicate that someone is trying to circumvent internal controls.

We’ve talked a lot about the Sarbanes-Oxley Act and its impact on accounting and audit-
ing, but forensic auditors need to be aware of many other laws and legal issues, too. The
Bank Secrecy Act, for example, requires banks to file a Currency Transaction Report for
cash transactions that exceed $10,000 in a single day—whether from a single transaction
or a series of transactions. The act also requires banks to keep a Monetary Instrument Log
that records cash purchases between $3,000 and $10,000 of money orders, cashier’s
checks, traveler’s checks, and other monetary instruments; finally, banks must file a
Suspicious Activity Report for any transaction where it seems the customer is trying to
avoid other reporting requirements, launder money, or engage in other potentially illegal
activity.

While no single behavior provides conclusive evidence of fraud, there are some behav-
ioral indications that a person may be lying or otherwise distorting the truth during a fraud
audit. Some of them include nervous gestures (like tapping a pencil on the table), answer-
ing a question with a question (What possible motivation would I have for stealing
money?), trying to cast suspicion on someone else in the organization, or an employee
obviously living beyond his/her means (e.g., an employee who makes $20,000 a year driv-
ing an expensive new sports car to work).
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If you’d like to know more about fraud auditing, check out Managing the Business Risk
of Fraud: A Practical Guide, published by the Institute of Internal Auditors, the American
Institute of CPAs, and the Association of Certified Fraud Examiners. According to its
introduction (pp. 5-6):

This guide recommends ways in which boards, senior management, and internal auditors can
fight fraud in their organization. Specifically, it provides credible guidance from leading
professional organizations that defines principles and theories for fraud risk management and
describes how organizations of various sizes and types can establish their own fraud risk
management program. The guide includes examples of key program components and
resources that organizations can use as a starting place to develop a fraud risk management
program effectively and efficiently. Each organization needs to assess the degree of emphasis
to place on fraud risk management based on its size and circumstances.

You can download the guide free from the Web site of any one of the three organiza-
tions: www.theiia.org, www.aicpa.org, or www.acfe.com.

Summary In this chapter, then, you’ve had the briefest introduction to auditing—the evaluation of an
accounting information system. Here is a summary of the chapter in terms of its learning
objectives:

1. Describe the various kinds of audits you might encounter in your accounting career.

a. Financial. In a financial statement audit, a team of CPAs examines the AIS and
expresses an opinion on the organization’s financial statements.

b. Operational. Operational audits consider whether an organization’s business pro-
cesses are functioning as intended.

c. Systems. In a systems audit, we consider whether the organization’s information
technology tools are producing expected results.

d. Compliance. Compliance audits focus on governmental and not-for-profit entities.

e. Management. Management audits consider the integrity and reliability of decision
making processes.

f. Investigative. Often referred to as a “fraud audit,” the investigative audit helps to
determine whether fraud has occurred.

g. International. An international audit can comprise any/all of the preceding types; its
defining feature is the setting.

2. Explain the purpose of the Audit Clarity Project and summarize its essential components.
The Audit Clarity Project (ACP) was implemented to make auditing standards easier to
comprehend. It made four broad types of changes in the financial statement audit
process: format, terminology, additional requirements, and the audit report.

3. Explain the 10 generally accepted auditing standards (GAAS) and their role in a finan-
cial statement audit.

a. The general standards (training, independence, and due professional care) focus on
the auditor’s overall attitude and approach.

b. The field work standards (supervision, internal control, and evidence) relate more
specifically to how the audit is carried out.

c. The reporting standards (GAAP, consistency, disclosure, and opinion) provide
information on the audit opinion.
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4. Discuss the basic steps associated with a financial statement audit. Financial statement
auditors commonly use five steps in the process: (i) assess management’s integrity, (ii)
evaluate management’s credentials, (iii) review the internal control system, (iv) perform
compliance testing, and (v) issue the audit report.

5. Explain the connection between auditing and accounting information systems. Auditing
and AIS are linked via at least four important skill areas: critical thinking, internal con-
trols analysis, understanding of business processes, and effective use of information
technology.

Recent financial scandals have shaken public confidence in financial reporting and the
accounting profession in general. Therefore, conducting audits with diligence and integrity
is even more important today than in the past.
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End-of-Chapter 1. Reading review questions.

Activities a. List and discuss the seven types of audits described in the chapter.
b. Explain the 10 generally accepted auditing standards that guide financial audits.
c. Describe the common steps associated with an audit.

d. Prepare a response to the questions for this chapter’s “AlS in the Business World.”

2. Reading review problem. John C. Beale was a senior policy advisor with the U.S.
Environmental Protection Agency. In late 2013, however, he was sentenced to
prison for stealing close to $900,000 in taxpayer funds. According to Marimow and
Bernstein (2013):

Beale had skipped out on work for years by telling a series of supervisors . . . that he
was doing top-secret work for the CIA. He was paid for a total of 2%2 years of work
he did not perform since early 2000 and received about $500,000 in bonuses he did
not deserve, according to his plea agreement. He lied about contracting malaria to
obtain a reserved parking space that cost the EPA $8,000 over three years. He took
trips to visit his family in Los Angeles for which he charged the government more
than $57,000.

He had retired from the EPA in April after learning he was under investigation.

Source: A. Marimow and L. Bernstein, “EPA Official, Who Pretended to Work for the
CIA, Sentenced to 32 Months,” Washington Post, December 2013.
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a. Which type(s) of audits discussed in the chapter are relevant to this situation? Why?

b. The Audit Clarity Project standards apply to financial statement audits. Using Table 17.1 as
a guide, prepare a memo that summarizes Beale’s case.

c. How is the Beale case related to other topics you’ve discussed in your AIS course?

3. Multiple choice review.
1. The Yellow Book published by the GAO is most closely associated with ___ audits.
a. operational
b. compliance
c. investigative
d. international

2. The purpose of the Audit Clarity Project includes:
. eliminating all types of audits except the financial statement audit.

a
b. revising US GAAP to make it easier to understand.
c. making audit standards easier to apply.

d

. reorganizing the structure and content of audit opinions.
3. As specified in the Audit Clarity Project, which of the following elements of an unmodified
audit report comes first?

. Auditor’s opinion

. Addressee

a
b. Auditor’s responsibilities

©

d. Management’s responsibilities

4. Which of the following belong to the same group of generally accepted auditing standards?
a. training and independence
b. training and internal control
c¢. internal control and disclosure
d. evidence and opinion
5. In conducting a financial statement audit, which of the following immediately follows “eval-
uate management’s credentials?”
a. Review the internal control system.
b. Assess management’s integrity.
c. Perform compliance testing.

d. Issue the audit report.

4. Making choices and exercising judgment. Barb is an auditor for Vicenti, Lloyd and
Stutzman (VLS), a regional CPA firm; she earned her CPA license three years ago and
is supervising the audit team for CDR Corporation, a company that manufactures
blank CDs. Last year’s audit resulted in a qualified opinion, and both Barb and CDR’s
management are highly motivated to achieve a clean opinion this year. The audit team
comprises four individuals (including Barb):

» Richard has been with VLS a little over two years. He has passed three parts of the CPA exam
and is currently working on the fourth part. He graduated with a 3.8 GPA from a prestigious
local university and is working on CDR’s audit for the first time. In previous audits, Richard
has been in charge of inventory observation and bank reconciliations.

* Laura joined VLS at the same time as Barb. She was licensed as a CPA one year ago. Laura
has a master’s degree in accounting from a local university and is an experienced auditor.
In previous audits, she has taken the lead in evaluating internal controls and discussing audit
matters with company management. This audit is her first for CDR Corporation.
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* Albert came to work for VLS from one of the Big Four CPA firms about six months before the
CDR audit started. He is an experienced CPA and made the move to get better working hours
and a better chance at becoming a partner. The CDR audit will be Albert’s first for VLS.

What responsibilities should Barb assign to each member of the audit team for the CDR audit?
Explain your choices.
5. Field work.

a. Contact an experienced auditor in your area for an interview about common audit proce-
dures. Compare the process with the generic one presented in Figure 17.4. Prepare a short
report or presentation comparing and contrasting the two.

b. Reviewing internal controls is an important part of any AIS evaluation. Visit a local business
such as a restaurant, movie theater, bank, or amusement park; observe one or more common
transactions and assess the strength of internal control over those transactions. Classify the
internal controls as preventive, detective, or corrective. If you wanted to circumvent the
internal control system, how would you do it?

c. Point your Web browser to www.soxtoolkit.com. Review and summarize the tools available
for accountants and managers seeking to comply with the Sarbanes-Oxley Act of 2002.

6. Audit types. What type of audit is indicated in each of the following situations?
a. Checking internal controls over the sales/collection process.
b. Determining how an employee embezzled cash.
. Establishing whether an audit conformed to all provisions of Sarbanes-Oxley.
. Evaluating the accounting policy choices management made for conformity with GAAP.
. Expressing an opinion on the fairness of a company’s financial statements.
. Inputting sample transactions and verifying the output from Peachtree.

. Observing internal controls over inventory to improve process effectiveness.

5 0Q - 0 &0

. Performing a comprehensive analysis of an Italian firm’s accounting information system.
i. Using test data to determine how QuickBooks processes transactions.

j- Validating the assumptions made for a major capital investment.

7. Audit Clarity Project. Fill in the blanks below based on the ideas in the Audit Clarity
Project.
a. As structured under the ACP, each standard concludes with .
b. Audit reports prepared under the ACP must have a ____ at the start of each paragraph.
c. Auditors must obtain management’s acknowledgement that they are responsible for ___ and

. If an auditor expresses an adverse opinion, they must indicate the reason in a(n) .
. In an unmodified audit report, the opinion states that the financial statements are .
. In each audit standard, the requirements section can guide the auditor in .

. In terms of purpose, the ACP is similar to the FASB .

= 09 -, 0 &

. One goal of the ACP is to converge ___ with .
i. Specifying when an audit standard should be applied is part of the standard’s ___ .
j- US GAAP and IFRS are examples of ___.

8. Violations of GAAS. Which of the 10 standards is violated in each of the following
independent situations? Some situations may violate more than one.

a. A team of auditors, each with varying levels of experience, divided up the audit tasks and
completed them independently before expressing an opinion on the statements.

b. An audit client changed its inventory cost flow assumption from LIFO to FIFO in the last
year. The audit opinion makes no mention of the change.
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c. Auditors relied solely on the client’s assertions in evaluating account balances.
d. Austin supervised the audit team for a company in which he has an investment.

e. Chip relied solely on the client’s assessment of its AIS integrity in determining compliance
tests for an audit.

f. Sebastian conducted his first audit during his last semester of college. He audited the
accounting information system of a nonprofit organization where he volunteers.

9. Investigative audit. For each independent case presented below, use Figure 17.1 as a
guide in explaining the steps you would take to uncover fraud. Also suggest at least
two internal controls that could have prevented the fraud described.

a. KC Group is basically a high-integrity company with sound approaches to financial report-
ing. Associates involved in financial reporting are of high competence and ethical values.
KC Group has grown in recent years. There are new systems, sometimes administered by
those who do not fully understand them. KC Group is performance driven, and managers
are under tremendous pressure to make their goals. KC Group has acquired several new
companies. Some of the associates in the acquired companies do not share certain values
inherent in the KG culture. Consequently, reporting and integrity in some of these
subsidiaries have proven to be a problem. At an acquired subsidiary, certain executives
who never traveled had traditionally been allowed $2,000 to $25,000 in travel advances.
These permanent travel advances were essentially noninterest-bearing loans. The subsidiary
had been told to stop the practice. Instead, the subsidiary’s controller obtained repayment
checks from the executives and credited the travel advance account. Rather than actually
depositing the checks at the bank before year-end, he held them until after the end of the
year. He then issued company checks to the executives to replace the travel advances
purportedly repaid. The executives thus could cover their own checks by depositing
company checks before their checks cleared. The controller back-dated the deposit slip
reflecting the repayments from the executives and a fictitious deposit in transit. Although
the amount was minor, the controller was knowingly and intentionally making false entries
in the company records. (Source: C. Thompson, “The Reporting Challenge,’Internal
Auditor, December 2002.)

b. During a routine audit of your client, you discover the price the company pays for widgets
has doubled in the past year. Moreover, you notice all of the business is going to a new ven-
dor. You check further and find the price of widgets on the open market is half what your
client is currently paying. Maybe there is a legitimate reason for this anomaly. Or maybe
it’s a fraud. (Source: J. Wells, “Sherlock Holmes, CPA—Part 1,” Journal of Accountancy,
August 2003.)

10. Terminology. Match each item on the left with the most appropriate item on the right.

1. Assesses whether a company’s processes
and procedures are followed

Systems audit
SOX Section 802

. Compliance testing Reporting standards

. Consistency and disclosure . Professional care

. Designed to make audit standards easier to read Operational audit

L AW N

. Determines whether IT assets are generating
expected results

International audit
. Field work standards

P oo a0 o

6. Must be exercised in planning and conducting

) . . Checking account balances
a financial statement audit

prior to issuing an audit report
i. Audit Clarity Project
j- Audit assertions associated
with asset ownership

7. Requires an understanding of culture, law,
and religion

8. Rights and obligations
9. Spells out penalties for noncompliance

10. Supervision and evidence
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11. Multiple choice. Please select the best answer for each of the following questions.
1. An ERP system could be associated with ____ audits.

. Systems

. Financial

. Investigative

. All of the above.

2. In an investigative audit, coconspirators are interviewed before the target

00 o W

a. Because the information they can provide is more important.

b. So the investigative auditor will be certain to get a confession from the target.
c. Because they can be offered a “deal” that will help prove the fraud.

d. Because they are younger.

3. Which type of audit opinion ensures that financial statements are true and correct?
a. Unmodified
b. Qualified
c. Both of the above.
d. None of the above.
4. An auditor is dating an accounting manager in a firm he is auditing. His behavior is most
likely in violation of a ____ standard.
a. General
b. Field work
c. Reporting
d. Forensic
5. A client refuses to let a financial statement auditor examine certain documents. The auditor
is most likely to issue a(n) ___ opinion.
a. Unmodified
b. Qualified
c. Disclaimer
d. Adverse

12. Statement evaluation. Determine whether each of the following statements is (i) always
true, (i) sometimes true, or (iii) never true. For those that are (ii) sometimes true,
explain when the statement is true.

a. A disclaimed audit opinion means the financial statements contain errors.

. Audits focus on a company’s financial statements.

. Field work standards contain guidelines for conducting an audit.

. Financial statement audits result in an unmodified opinion.

o 2 o o

. Following the provisions of Sarbanes-Oxley, CEOs can delegate their responsibility to
examine internal controls.

. In an investigative audit, the target should be interviewed first.

. Independent auditors in the United States help determine whether financial statements are true.

5 0e -

. Investigative audits examine five main assertions about financial statements.
i. U.S. companies need to undergo annual financial statement audits.
j- Weak internal controls lead to qualified audit opinions.

13. Prior material application.

a. Consider the five generic AIS elements discussed in Chapter 1. A financial statement auditor
might examine input documents like purchase orders for mathematical accuracy, complete
information, and proper recording in the AIS. How might a financial statement auditor
examine the other four generic elements of the AIS?

STUDENTS-HUB.com Uploaded By: anonymous


https://students-hub.com

334 Part Five Other Topics in AIS

b. Many organizations process thousands of transactions every year. An auditor, therefore, can-
not possibly examine all of them in the course of an investigative audit. How would an
investigative auditor determine which transactions to examine more closely?

c. WHM Corporation recently established an internal audit function. The chief internal auditor
has developed a plan for conducting operational audits throughout the organization but has
not shared the plan with anyone else at WHM. How would you classify the plan based on the
capability maturity model? Suggest some signs that would indicate the internal audit plan is
moving up the model’s hierarchy.

14. Excel application. In this exercise, we’ll use Excel’s “sampling” function to create a
random sample. Random samples of transactions are often used in financial statement
audits.

a. Access the Excel data file in the 3 February 2014 post on my AIS blog. An excerpt of the file
appears below:

Transaction

Transaction # Amount
1 $ 645
2 350
3 630
4 432
5 BEE

b. Use Excel’s sampling function (part of the data analysis tools) to select a sample of five
transaction numbers. Sort the five transaction numbers from smallest to largest.

c. Use Excel’s VLOOKUP function to find the associated transaction amounts. Here’s an
example of how it might look; your transaction numbers will likely be different.

Transaction

Transaction # Amount
11 $ 523
22 464
28 370
29 327
48 361

d. Use appropriate Excel formulas to calculate the mean and standard deviation of the transac-
tion amounts.

Conlprehensive Each part of the comprehensive problem is based on Big Marker (www.bigmarker.com).
Problem Consider the narrative in Part 1 as necessary in responding to the following questions on
decision making models, knowledge management, ethics, and auditing.

Alex is a community organizer at Big Marker, specializing in topics related to cost and
management accounting; she is considering organizing a Big Marker webinar on zero-
based budgeting. Investopedia (www.investopedia.com) defines zero-based budgeting as
“a method of budgeting in which all expenses must be justified for each new period. Zero-
based budgeting starts from a ‘zero base’ and every function within an organization is
analyzed for its needs and costs.”

Part 5 of 5
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Part Five Questions

1. In preparing for the webinar, what causes of information overload is Alex likely to
experience? Why? For each cause, discuss at least one countermeasure Alex can use.

2. Complete the partial knowledge map below by suggesting connections between the
four elements.

Technical elements
of zero-based

budgeting
Behavioral issues Strategic advantages
in zero-based of zero-based
budgeting budgeting
Information

technology tools
for zero-based
budgeting

3. Use Steps for Better Thinking to help Alex decide whether to present the webinar.

4. Which characteristics of a professional is Alex demonstrating by preparing for and
presenting the webinar?

5. One ethical issue related to budgeting is “padding” the budget; that is, deliberately
overstating resources needed. How would an ethical egoist, a utilitarian, a deontolo-
gist, and a virtue ethicist view the practice of padding the budget respectively?

6. One of the steps in a financial statement audit is to review the company’s internal con-
trol system. What internal controls would you recommend for a zero-based budgeting
process?
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Answers for Multiple Choice
Review Questions

Part One
Chapter 1 Chapter 2 Chapter 3 Chapter 4 Chapter 5
Question 1 A A D A B
Question 2 D C A C A
Question 3 C A B D C
Question 4 B C D D B
Question 5 A D A C D
Part Two
Chapter 6 Chapter 7 Chapter 8
Question 1 C B A
Question 2 D A D
Question 3 A D B
Question 4 C C C
Question 5 D A B
Part Three
Chapter 9 Chapter 10 Chapter 11
Question 1 B D B
Question 2 C C A
Question 3 C B A
Question 4 A A C
Question 5 D A C
Part Four
Chapter 12 Chapter 13 Chapter 14
Question 1 B D B
Question 2 A B C
Question 3 C D B
Question 4 B A C
Question 5 D C D
Part Five
Chapter 15 Chapter 16 Chapter 17
Question 1 B A B
Question 2 A C C
Question 3 B B C
Question 4 A A A
Question 5 C A A
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Glossary

A

accounting Accounting is the process of identifying,
measuring, and communicating economic information to
permit informed judgments and decisions by users of the
information. (Ch. 2)

accounting cycle The set of repetitive activities used to
prepare general purpose financial statements. Although
many parts of the accounting cycle can be completed more
easily with information technology, some parts require sig-
nificant human judgment and decision making. (Ch. 2)

accounting information system A collection of
interrelated processes, technologies, and documents
designed to capture primarily financial data and process
them into information for making decisions. (Ch. 1)

accounting information system (AIS) structure Most
accounting information systems comprise five parts: inputs
(such as source documents), processing tools (such as gen-
eral ledger software), outputs (such as the general purpose
financial statements), storage (such as computer disks), and
internal controls (such as separation of duties). (Ch. 1)

Adelphia Communications Corporation Well-known
fraud case involving a cable company. Key figure was John
Rigas. (Ch. 16)

adjusting entries Journal entries made at the end of an
accounting period to account for timing differences between
cash flow and accrual basis revenues and expenses. Types
include accrued revenue, accrued expense, deferred revenue,
prepaid assets, uncollectible receivables, and depreciation.
(Ch. 2)

administrative security controls One of three internal
control types necessary to protect data integrity in a comput-
erized information system. (Ch. 11)

agents One element of an REA model. Agents can be
internal (such as a sales clerk) or external (such as a cus-
tomer). In laying out an REA model, agents should be in
the third column from the left. (Ch. 8)

AICPA core competency framework A three-part
framework that outlines skills needed for success in the
accounting profession. The three parts include broad busi-
ness perspective competencies, functional competencies,
and personal competencies. (Ch. 1)

application service providers Companies that deliver
software on an as-needed basis to their clients. (Ch. 10)
audit clarity project An AICPA project designed to make
audit standards easier to understand and follow, as well as to
align US and international standards. (Ch. 17)
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auditing A systematic review of an organization’s
accounting information system, often for the purpose of
expressing an opinion on the financial statements. (Ch. 17)
auditing standards The rules auditors use to promote
integrity and consistency in the audit process. Often referred
to collectively as GAAS (generally accepted auditing stan-
dards). (Ch. 17)

B

balanced Characteristic of a set of data flow diagrams.
Balanced diagrams do not allow symbols to disappear
between levels. (Ch. 7)

basic principles of business process management The
text discusses seven principles suggested by Eppele. The
seven principles focus on the relationship between BPM and
strategy, attitude toward change, top management support,
focusing on people, external consultants, task definition, and
communication. (Ch. 4)

basic principles of information security Confidentiality,
availability, and data integrity are the three basic principles
of information security. They are often referred to as the
C-I-A triad. (Ch. 11)

benefits of XBRL XBRL facilitates information exchange
regardless of hardware or software platform. In addition,
XBRL is flexible, allowing users to create their own tags
when the need arises. (Ch. 9)

Bernie Madoff Perpetrator of a massive Ponzi scheme,
convicted and sentenced to 150 years in prison. (Ch. 16)

Big Data Diverse data types available in organizations.
The five types include: Web and social media data, machine-
to-machine data, big transaction data, biometric data, and
human-generated data. (Ch. 15)

bookkeeping The process of recording transactions in a
journal, posting them to ledger accounts, and preparing
basic financial statements. Though often confused with
accounting, bookkeeping is distinct; it focuses on the
mechanical aspects and rules of accounting and often can
be completed more easily with the aid of information
technology. (Ch. 2)

bounded rationality The idea that most decision makers
will avoid uncertainty; rather, they will depend on a set of
rules for making decisions. (Ch. 15)

Brown’s taxonomy of risk A way of looking at and cate-
gorizing risk. Four broad categories include financial, opera-
tional, strategic, and hazard. (Ch. 3)

business process The set of steps associated with

an activity; one way an organization creates value.
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The processes discussed in the text include sales/collection,
acquisition/payment, conversion, financing, and human
resources. (Ch. 12 through 14)

business process management Analyzing business
processes with a view toward making them more efficient
and/or effective. (Ch. 4)

C

capability maturity model A five-stage model developed
by Humphrey, used to categorize and improve business pro-
cesses. (Ch. 5)

cardinalities Relationships between elements of an REA
model. Cardinalities are set up in pairs, with each element of
the pair having a minimum value and a maximum value.
Proper design of cardinalities facilitates the development of
a relational database. (Ch. 8)

career plan The plans an accountant makes for his/her
career in the profession. (Ch. 16)

causes of ERP implementation failure ERP systems
most often fail because of poor planning and lack of
strategic vision. The chapter discusses other causes of
ERP failure. (Ch. 10)

causes of information overload As discussed in the
chapter, at least five things can cause information overload:
personal factors, information technology, information char-
acteristics, organizational design, and task and process
parameters. (Ch. 15)

characteristics of a professional Bell’s list includes
seven components: communicates effectively; thinks
rationally, logically, and coherently; appropriately uses
technical knowledge; integrates knowledge from many
disciplines; exhibits ethical professional behavior;
recognizes the influence of political, social, economic,
legal, and regulatory forces; and actively seeks additional
knowledge. (Ch. 16)

Charles Ponzi Originator of the fraud, now labeled a
“Ponzi scheme,” that involves paying off old investors with
money from new investors, rather than money generated by
an investment itself. (Ch. 16)

cloud computing A general term for delivering data and
applications over the Internet. (Ch. 15)

CoBIT framework The CoBIT framework (Control
Objectives for Information and Related Technology) was
developed by the Information Systems Audit and Control
Association (ISACA) to provide guidance for information
systems internal controls. (Ch. 11)

common files AIS include three major types of files:
master, transaction, and junction. Every business process
has specific examples of them. (Chs. 12, 13 and 14)
compound primary key A primary key that comprises at
least two fields in a relational database table. Junction files
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require compound primary keys, commonly including the
primary keys of the tables they join. (Ch. 7)

computer networks The defining feature of e-commerce.
Computers can be networked via hardware or software, in
the same physical location or different physical locations.
(Ch. 10)

conceptual framework of accounting A document pro-
duced by the Financial Accounting Standards Board in
1977, intended to guide the development of future account-
ing principles. The framework was updated in 2010. (Ch. 1)

conditions for a successful ERP implementation Condi-
tions include organizational commitment, clearly communi-
cated strategic goals for the project, and involvement of the
entire organization. (Ch. 10)

context diagram Highest-level data flow diagram. Con-
tains the least detail. Depicts a business process in a single
circle, showing its interaction with external entities. (Ch. 7)

conversion process The process of combining raw mate-
rial, labor, and overhead in the production of finished goods.
(Ch. 14)

Cost-benefit analysis The process of analyzing an alter-
native’s costs and benefits, not all of which are expressed in
dollar terms. Should be utilized when designing internal
controls and other elements of the AIS to ensure that bene-
fits outweigh costs. (Ch. 4)

COSO Committee of Sponsoring Organizations of the
Treadway Commission. Includes five organizations: the
Institute of Management Accountants, the American Insti-
tute of Certified Public Accountants, the American Account-
ing Association, the Institute of Internal Auditors, and the
Financial Executives Institute. Created two important docu-
ments (integrated frameworks) related to internal control
and risk management. (Ch. 3)

countermeasures Actions people can take to avoid, or
reduce the effects of, information overload. Examples
include allowing additional time to complete important tasks
and using graphs or other visual aids. (Ch. 15)

D

data analytics Descriptive, predictive, and prescriptive
tools used to analyze data, including Big Data. (Ch. 15)

data flow One of four elements of a data flow diagram.
Depicted with an arrow. Always contains a noun phrase as a
label, such as “purchase order information.” (Ch. 7)

data store One of four elements of a data flow diagram.
Depicted with two parallel lines containing a noun phrase
label, such as “employee database.” (Ch. 7)

database tables Primary organizational element of a
relational database. Composed of fields and records.
Each record must contain a primary key that uniquely
identifies it. (Ch. 7)
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deontology A school of ethical thought that emphasizes
the rights of individuals. Teaches that people should never
be used as a means to achieve a goal. (Ch. 16)

document flowcharts One of four flowchart types dis-
cussed in the chapter. Follows the flow of one or more docu-
ments through an information system. (Ch. 6)

documents Hard copy or electronic forms, often used as
the basis for data entry in an accounting information system.
For the sales/collection process, they may include remit-
tance advices and customer invoices; in the acquisition/pay-
ment process, they may include purchase orders and
receiving reports. (Chs. 12, 13)

E

e-business categories Most taxonomies in this area iden-
tify five categories: business-to-business, business-to-
consumer, government-to-consumer, government-to-business,
and consumer-to-consumer. (Ch. 10)

e-commerce The process of conducting business using
computer networks. (Ch. 10)

eight-step model Generic process for responding to ethical
problems developed by Langenderfer and Rockness. (Ch. 16)

Enron/Arthur Andersen At the time, the largest bankruptcy
in U.S. history. Issues of organizational culture and reward sys-
tems contributed to financial statement fraud through the use
of special-purpose entities and non-GAAP revenue recognition
policies. Andersen served as Enron’s independent auditor; the
scandal led to the demise of both firms. (Ch. 16)

enterprise resource planning system A very large rela-
tional database, designed to capture data for use in decision
making. Most ERP systems are organized into modules such
as human resource management and supply chain manage-
ment. (Ch. 10)

Enterprise Risk Management: Integrated Framework
One of two COSO documents. Contains eight elements to
help professionals think about managing risk: internal envi-
ronment, objective setting, event identification, risk assess-
ment, risk response, control activities, information and
communication, and monitoring. (Ch. 4)

ethical egoism A school of ethical thought that empha-
sizes self-interest above all others. Recognizes that, in some
cases, acting in one’s self-interest is not the same as acting
selfishly. (Ch. 16)

events One element of an REA model. Events typically fall
into one of three categories: operating, information, and deci-
sion/management. Only strategically significant operating
events appear in an REA model; examples include selling
services to a client or paying employees. Information events,
such as updating ledger account balances, focus on recording
and maintaining data, as well as reporting information.
Decision/management events involve human decision
making, such as changing compensation packages. (Ch. 8)
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expectancy theory Motivation = Expectancy X Instru-
mentality X Valence. Suggested by Vroom. (Ch. 4)

external entity One of the four elements of a data flow dia-
gram. Depicted with a rectangle. Represents an entity outside
the boundary of an information system, such as a vendor. (Ch. 7)

external transactions Transactions that involve parties
external to the organization. Typically do not require adjusting
entries at the end of a period. Examples include selling inven-
tory, purchasing plant assets, and paying vendors. (Ch. 2)

F

fiduciary duty The responsibility of an accountant to act
in the best interests of others, such as stockholders. (Ch. 17)

financing process The process of acquiring external fund-
ing, most commonly through debt or equity. (Ch. 14)

financing process transactions Issuance of capital stock,
purchase of treasury shares, issuance, and repayment of
long-term debt, and dividend distributions. (Ch. 14)

flat file Information not structured in relational database
tables, such as a spreadsheet. Through the process of nor-
malization, flat files can be converted to relational database
tables. (Ch. 7)

Foreign Corrupt Practices Act One of the earliest laws
focused on business ethics. Passed in 1977. Prohibits conduct
that would be considered illegal in the United States, even if
that conduct is acceptable in foreign countries. (Ch. 3)

foreign keys A field in a database table that is a primary
key in another table. For example, a customer identification
number would be a primary key in the customer table and a
foreign key in a sales transaction table. (Ch. 7)

form A relational database object used to look up data
and/or populate tables. (Ch. 7)

freight terms Terms that govern when title to merchandise
passes from the seller to the buyer (destination or shipping
point) and who is responsible for the cost of freight (collect
or prepaid). (Ch. 12)

G

general purpose financial statements Collective term
referring to the balance sheet, income statement, statement
of changes in equity, and statement of cash flows. Must be
prepared in accordance with generally accepted accounting
principles. (Ch. 2)

generalized model of BPM  Seven generic steps associated
with many business process management initiatives. (Ch. 4)

H

hardware flowcharts One of four flowchart types dis-
cussed in the chapter. Depicts the hardware layout of an
information system. (Ch. 6)
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human judgment A critical element of accounting and
accounting information systems. For example, accountants
exercise judgment in deciding which transactions are record-
able in the AIS and in making decisions based on financial
information. (Ch. 2)

human resource process Associated with personnel
activities in an organization, from the time of hiring to the time
of discharge via retirement, termination, or quitting. (Ch. 14)

I

information competence The ability to formulate
research questions, locate the information to answer the
questions, evaluate information quality, and use it for deci-
sion making. (Ch. 1)

information overload One factor that negatively impacts
decision making. Symptoms and effects include limited
information retrieval strategies, increased stress, arbitrary
analysis, and suboptimal decisions. (Ch. 15)

information technology Computer hardware and software,
often employed in accounting information systems to make
routine tasks more efficient. Examples include general ledger
packages and enterprise resource planning software. (Ch. 2)
instance document As applied in XBRL, an instance
document refers to properly tagged information. For
example, a balance sheet with XBRL tags would be an
instance document. (Ch. 9)

internal control One element of an accounting informa-
tion system. Policies and procedures designed to achieve
four objectives: safeguarding assets, ensuring financial state-
ment reliability, promoting operational efficiency, and
encouraging compliance with management’s directives.
(Chs. 3,12, 13)

Internal Control: Integrated Framework One of two
COSO documents. Contains five elements to help profes-
sionals think about internal control: control environment,
risk assessment, control activities, information and commu-
nication, and monitoring. (Ch. 3)

internal transactions Transactions that do not involve
parties external to the organization. Typically require adjust-
ing entries at the end of an accounting period. Examples
include depreciation of fixed assets and the use of prepaid
assets such as supplies. (Ch. 2)

iterative In the context of accounting information systems,
iterative refers to the idea that steps don’t always proceed in
a linear fashion and/or that the development of systems
documentation, internal controls, and other AIS elements is
rarely accomplished in a single attempt. (Ch. 5)

J

job costing A production operation typically associated with
unique, customized, or made-to-order goods. Examples include
consulting assignments and custom-built homes. (Ch. 14)
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junction table Type of relational database table used

to capture cardinalities where the maximum is many on
both ends. For example, consider this cardinality: Sales
(0,*)—(1,*) Inventory. That cardinality indicates that each
sale involves one to many items of inventory; each item of
inventory can be included in zero to many sales transactions.
A junction table would be required in this situation. It would
capture data such as the sales transaction number and inven-
tory item numbers for each transaction. (Ch. 8)

K

knowledge management The way(s) managers and other
decision makers organize knowledge to facilitate decision
making. (Ch. 15)

L

Level Zero diagram One element of a leveled set of data
flow diagrams. The next level down from a context diagram.
Shows the processes, data flows, data stores, and external
entities of an information system at a high level, but with
more detail than a context diagram. (Ch. 7)

leveled sets Applied to data flow diagrams. Refers to the
idea that business processes are decomposed into greater
levels of detail until they cannot be decomposed any more.
Leveled sets of data flow diagrams must be balanced.
(Ch.7)

M

macro-level issues The “big picture” issues to be consid-
ered in adopting a specific form of information technology.
The chapter discusses need, strategic fit, personnel involve-
ment, and financing. (Ch. 5)

McCarthy Professor credited with the development of
REA modeling techniques and their application to account-
ing information systems. (Ch. 8)

micro-level issues The more focused issues to be consid-
ered in adopting a specific form of information technology.
The chapter discusses cost, adaptability, training, and vendor
reliability. (Ch. 5)

Microsoft Visio Software that can be used to create flow-
charts and other forms of systems documentation. (Ch. 6)

N

namespace Related to XBRL. A place on the Internet that
defines tags used for coding. Users can use an existing
namespace and/or create one of their own. (Ch. 9)

normalization The process of making relational database
tables as efficient and effective as possible. Steps include
first normal form, second normal form, and third normal
form. (Ch. 7)
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P

payroll forms The forms commonly used to process pay-
roll transactions. Examples include Form W-4, Form W-2,
payroll register, employee earnings record, Form 1099,
Form 940, and Form 941. (Ch. 14)

physical security controls One of the three internal con-
trol types necessary to protect data integrity in a computer-
ized information system. (Ch. 11)

primary key The field in a database table that uniquely
identifies each record in the table. For example, a product
identification code in an inventory table. (Ch. 7)

primitive The lowest level of decomposition for processes
in a data flow diagram. Systems analysts and designers use
judgment in selecting/establishing primitive processes. (Ch. 7)

principles of debit and credit The rules used to record
transactions in a journal. Assets and expenses increase with
debits and decrease with credits; liabilities, equity, and reve-
nue follow the opposite rules. (Ch. 2)

process Any set of procedures an organization uses to gather
data, change the data into information, or report the informa-
tion to system users. Depicted in data flow diagrams with

circles, each of which has both a number and a name. (Ch. 7)

process costing A production operation typically associated
with mass-produced, undifferentiated goods such as flash
drives. (Ch. 14)

professional judgment A key element of the audit pro-
cess and accounting information systems design and imple-
mentation. (Ch. 17)

program flowcharts One of the four flowchart types dis-
cussed in the chapter. Illustrates the logic of a computer pro-
gram and the steps required to complete it. (Ch. 6)

Q

query One object in relational databases. Allow the user
to ask questions of the database based on specific condi-
tions. For example, what are the names of all customers
with credit limits exceeding $10,000? (Ch. 7)

R

relapse errors The human tendency to make the same
mistakes repeatedly, even when determined not to. (Ch. 15)

relational database A type of software that allows users
to enter data, ask questions about the data, and create reports
in response to those questions. Microsoft Access is an exam-
ple of relational database software, which forms the basis
for event-driven accounting systems. Enterprise resource
planning systems are a sophisticated form of relational data-
bases. (Ch. 8)

report A relational database object used to display
information from tables and/or queries.
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resources One element of an REA model. Resources
refer to items such as inventory, cash, and supplies, which
are required to carry out the events in an REA model. In

a properly constructed REA model, all resources appear in
the leftmost column. (Ch. 8)

risks and threats Potential hazards for information sys-
tems. The development of internal controls often begins by
identifying risks and threats. (Ch. 11)

rules/conventions The rules associated with creating data
flow diagrams. (Ch. 7)

S

Sarbanes-Oxley Act of 2002 Federal legislative response
to the corporate scandals of the late 20th century. Imposes
specific duties on managers and auditors for the review of
internal controls, disclosures, and related issues. Specifies
fines and penalties for noncompliance. (Ch. 3)

satisficing The idea that decision makers will not neces-
sarily look for the best solution to a problem—just a solution
that solves the problem. (Ch. 15)

six-step process The steps AIS designers take to develop
an REA model. (Ch. 8)

SmartDraw Software that can be used to create flowcharts
and other forms of systems documentation. www.smartdraw
.com. (Ch. 6)

source documents Paper-based or electronic documents
often used as the basis for journal entries in an accounting
information system. Examples include remittance advices,
purchase orders, and check stubs. (Ch. 2)

specification A specific example of a larger group. For
example, “California” is a specification of “U.S. states.”
XBRL is a specification of a larger family of languages
called XML (eXtensible Markup Language). (Ch. 9)

steps The common activities associated with a business
process. Although the steps may vary slightly for some
processes between organizations, certain common elements
are nearly always present. (Chs. 12, 13)

Steps for Better Thinking A decision-making model
developed by Wolcott and Lynch. The model is organized in
five levels: knowing, identifying, exploring, prioritizing, and
envisioning. (Ch. 15)

steps to create a knowledge management system The
seven-step process for creating a knowledge management
system (recommended by Call) begins with developing an
organizational culture that supports knowledge sharing and
concludes with periodically reevaluating the system’s value
and making needed adjustments. (Ch. 15)

strategically significant operating activities The subset
of operating activities depicted in an REA model. AIS
designers use judgment to identify strategically significant
operating activities, which may include things such as pur-
chasing inventory and paying vendors. (Ch. 8)
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symbols Elements of a flowchart and other forms of sys-
tems documentation. (Ch. 6)

systems development life cycle Generic set of steps
used to develop, implement, and maintain information
systems. Four iterative phases include analysis, logical
design, physical design, and implementation and
maintenance. (Ch. 5)

systems flowcharts One of the four flowchart types dis-
cussed in the chapter. Shows the components of an informa-
tion system. Of the four types, this one is used most often in
accounting information systems work. (Ch. 6)

T

taxonomies In general, a taxonomy is a way of organizing
knowledge. In XBRL, a taxonomy refers to a specific set of
tags, most often associated with an industry group. For
example, XBRL contains government accounting taxono-
mies and manufacturing industry taxonomies. (Ch. 9)

taxonomy for computer crime A classification system
for computer crime. Carter’s taxonomy has four parts: target,
instrumentality, incidental, and associated. (Ch. 11)

technical security controls One of three internal control
types necessary to protect data integrity in a computerized
information system. (Ch. 11)

three-stage process Framework proposed by Sylla and
Wen regarding the adoption of information technology.
Stages include intangible benefits evaluation, IT investment
risk analysis, and tangible benefits evaluation. (Ch. 5)

U

unstructured problems Frequently encountered in the
study of accounting information systems and the practice of
accounting. Refers to problems without single, correct
responses/solutions that require creativity and judgment.
Unstructured problems may have more than one acceptable
answer, although some responses to them may clearly be
incorrect or inappropriate. (Ch. 1)
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utilitarian model of ethics One of four schools of ethical
thought discussed in the chapter. Relies on the idea that the
“end justifies the means.” (Ch. 16)

\Y%

value chain Model suggested by Porter that describes how
organizations create value. Activities are in two groups: pri-
mary and support. (Ch. 12)

virtues model One of four schools of ethical thought dis-
cussed in the chapter. Relies on the idea that people should
do what is right/moral/virtuous. (Ch. 16)

W

Watts Humphrey First suggested the capability maturity
model. (Ch. 5)

weighted-rating technique System for comparing spe-
cific software packages. The user selects a list of criteria,
such as cost and ease of use, and assigns each criterion a
weight. Then, each software package is rated on each crite-
rion. The rating is multiplied by the weighting to arrive at an
overall weighted score, which informs (but does not dictate)
the choice. (Ch. 5)

X

XBRL The eXtensible Business Reporting Language.

A software- and hardware-independent way of coding finan-
cial data. According to www.xbrl.org, it is “a language for
the electronic communication of business and financial data
which is set to revolutionize business reporting around the
world.” (Ch. 9)

Y

Yellow Book A document published by the Government
Accountability Office (GAO) that explains the rules for
conducting a compliance audit. (Ch. 17)
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