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Computer Security Challenges

• Security is not simple.

• Potential attacks on the security 
features need to be considered.

• Procedures used to provide 
particular services are often 
counter-intuitive.

• It is necessary to decide where 
to use the various security 
mechanisms.

• Requires constant monitoring.

• Is too often an afterthought.

• Security mechanisms typically 
involve more than a particular 
algorithm or protocol.

• Security is essentially a battle of 
wits between a perpetrator and 
the designer.

• Little benefit from security 
investment is perceived until a 
security failure occurs.

• Strong security is often viewed as 
an impediment to efficient and 
user-friendly operation.
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Computer Security Terminology

• Adversary 

• Attack

• Countermeasure

• Security Policy

• System Resource (Asset)

• Vulnerability

• Threat

• Risk
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Threat, Vulnerability, & risk

ThreatVulnerabilityRisk

when the Mosquito bite the man
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Example: protect a home

Threat

Vulnerability

Risk

???
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Computer Security Terminology

Source: Stallings, William, Computer Security: Principles 

and Practice, 4e., ©2019. Reprinted and electronically

reproduced by permission of pearson education, inc., new 

york, ny.
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Basic Attacker Model

➢ The basic attacker model is a framework for understanding the various types of 
attackers and the threats they pose. In other words, the attacker model allows for an 
understanding of the capabilities and motivations of an adversary, as well as the target 
system they aim to exploit. It is used to identify the different ways that an attacker can 
exploit a system's vulnerabilities and achieve their goals. Additionally, it can be used to 
develop strategies for defending against cyberattacks.

➢ By understanding the attacker's capabilities and motivations, organizations can better 
defend themselves against potential attacks.
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Basic Attacker Model

• What type of action will they take? 

➢  Passive (look, but don’t touch) 
➢  Active (look and inject messages)

•   How sophisticated are they?

• How much do they already know?

➢ Ranges from script kiddies to government-funded 
group of professionals

➢ External attacker: no knowledge of cryptographic information, 
       no access to resources
➢ Internal attacker: complete knowledge of all cryptographic
       information, complete access Result of system compromise

Attackers with minimal skills and 
knowledge who use pre-written 
scripts and tools to carry out 
attacks.

Attackers with a high level of skill 
and resources who are often 
responsible for the most 
sophisticated and damaging 
attacks.
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