Why Usable Security And Privacy

Is Hard?

» Security is a secondary task

»Nobody buys a computer so they can spend time securing it.

»Time we spend configuring security and privacy tools is time we are
not spending doing what we really want to be doing with our
computers.
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Why Usable Security And Privacy

Is Hard?

 Security i1s a secondary task

* Security systems and solutions are often complex
»If the user cannot understand it, costly errors will occur

Ex: Complex Password Policies, User Permissions, Security Software Settings (ex. Antivirus )

» Diverse users with diverse skills and diverse knowledge need to
incorporate security in their daily lives

Ex: Healthcare Professionals (use electronic health records ), Elderly Population (use smartphones),
etc.
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One of the security assumptions

“Users do not want to be responsible for, nor concern themselves
with, their own security.”

- Blake Ross
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Approaches to usable security

« Make it “just work”
»Invisible security

» Make security/privacy understandable
»Make it visible
»Make it intuitive
»Use metaphors that users can relate to

* Train the user and help them make decisions
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Help Users Make Decisions

» Developers should not expect users to make decisions they themselves
can’t make

* “Present choices, not dilemmas”
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Examples

Security Warning

Do you want to install and un "MSN Chat Cortrol
5.2 310.2401" signed on 10/27/2003 2:12 PM and
distributed by:

Microsoft Comporation MSN

Publisher authenticity verfied by Microsoft Code Signing
FCA

Caution: Microsoft Corporation M5M asserts that this
content is safe. You should only install/view this content i
you trust Microsoft Corporation MSN to make that
assertion.

[] Always trust content from Microsoft Corporation MSN

v G -
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Examples

Internet Explorer - Security Warning

Do you want to install this software?

Mame: MSM Chat Conkrol 9.2.310.2401

Publisher: Microsoft Corporation MSMN

() Always install software from "Microsoft Corporation MSN"
() Mever install software From "Microsoft Corporation MSh"

(*) Ask me every time

Fewer options Inskall | | Con't Inskall

While Files From the Inkernet can be useful, this file byvpe can pokentially harm
wolr computer. Cnly install software From publishers wou trust, What's the risk?
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Examples

cecurity Alert

W Infarmation vou exchange with this site cannat be viewed or
changed by athers. However, there iz a problem with the site's

i ged by o
gecunty certificate.

& The secunty certificate was 1zzued by a company vou have
niob chozen ba trust, Yiew the certificate to determing whether

poLy want totruzst the certifving authoriky. USerS Don,t CheCk
& The zecurty certificate has expired or iz hot pet walid, Certificates

&, The name on the zecurnty certificate i invalid or does not
match the narme of the zite

D'o wou want to procesd?

Yes Mo I Wiew Certificate

.........................................
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Examples

Privacy Alert

7% The'web site "doublechck.net’ haz requested to zave a file on pour
: 7=, computer called a Mcookie Thiz file may be uzed to track uzage
information. Do vow want o allows this?

...................................................................................................................... Making concepts
...................................................................................................................... understandable

| Allow Cookje I BElock Cookie More Info Help
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Examples:

Symbols & Metaphors
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Examples:

Privacy Bird Icons

Web site privacy policies
» Many posted, few read

-8 | (e -
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Privacy policy Privacy policy
maitches user’s does not maich
privacy preferences user’s privacy

preferences
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