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Chapter 6

Concurrent Processes and Process Synchronization

v 2 n Ty S F AT TS

Concurrent Processes

F Concurrent process and either
E . Independent process : can't a

independent or cooperating
ffect or be affected by the processors

- Precedence Graph:

Given the following Statements:
(1) a=x+y S

'(2) b=z+152

' (3) vc=a-—b 52

(4 w=c+l cu

- Clearly,

- statements (3) & { (1) or (2) jcan't executed concurrently.
_ (4) & (3) can't executed concurrently.

(A& {(1) or (2)or (3) } can't executed concurrently.

b - But statements (1 ) & (2) can be executed concurrently.

F So if we have multiple functional units in our CPU such as adders or we have

- multiprocessor system then statements (1) & (2) can be executed concurrently (in
 parallel).

* Definition: Arr’e-cezi"éﬁgé-'ﬂépwﬁ is a directed graph whose nodes correspond to
- Statements. An'eage from node S; to node S; means that Sj is only executed after S; .

' In the given graph: 6{

Sy & S; can be executed only after S; completes
S4 can be executed only after S, completes.

Ss & Sg can be executed only after S, completes.
S7 can be executed only after Ss, S, S; completes.

S3 can be executed concurrently with S, , S, , S5, S . g%
Ve
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same result?
o Define:

W(S]) = {bls bZ: ..

W S /

'- S :-W=C'+1
: R(S) = {c}
W(S) = {w}

‘A B S: x=x+2
R(S) = {x}
W(S) = {x}

,j - S: read(a)
] R(S) ={a}
W(S) ={a}

Concurrencx Condition
e How do we know if two state

R(S) = {a1, a3, ..., a,,} be the

READ set for st ich i
variables whose values are referenced by st:t:rtx?gfg- ?ill,lr‘:,: y
: -» bn} be the WRITE set for stateme:nt S; \i i
variables whose values are changed (Written) by the exeCLll;io

Examples : Given the statements:

% S: read.(0)
RS =30
W(%) = SL} ,"[Z

- The Bernstein's conditions for concurrent statemerits are:

R(S) "W (S,) =&
W(S)NR(S) =

Example:
Given,

R(Sl) o {X,Y}

RS- ) \o
2) =12

W(s;) = iy “

%y} N {b} =2

2} N~ =D

{a}n{p} =@

Example:

Given,

S;:c=a-b

STUDENTS-HUB.com

Given the statements S; & S, , then S,

W(S) "W (Sy) =0

|

Sira=xty
S, :b=z+1

R(S;) A W(S,) = {a, b}  {b} # @

& S, can be executed concurrently if:
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Fork & Join Constructs:
Fork & Join 207522 %0.

o Precedence graph if difficult to use in Programming Languages, 50 other means
must be provided to specify precedence relation.

e The Fork L instruction produces two concurrent executions.
- One starts at statement labeled L:> _@&:L
- Other, the continuation of the statement following the fork instruction

Example: The programming. segment corresponds to the precedence graph is:

2
Si; j @
Fork L; el
Sz; 'E A\ @‘__ “59\*\:‘
" j  Cgnonxrent | Byl ge o
L:Ss; }/ ?_ D

(*) When the fork L statement is executed, a new computation is started at S; which is
executed concurrently with the old computation, which continues at S,. That is, the

fork statement splits one single corporation into two independent computations
name Fork CowQuhakion
hence the -l ¥
AN

must ask to be joined.
W
g”cgww <~

COMPUONNS o (JO0S . _ ' '
Since the two computations executes at different speeds, the statement which
executes the join first is terminated first, while the second in allowed to continue.

@m\-;#ﬁ%

Lunchion ‘\6\0 )
For 3 computations, two in terminated while the third continues.

]

! Ifis number of computations to join, then the execution of the join has the
Count = C_Qﬁ\)\‘\\-'&) effect .&2:\!_\ ek Ry (%m(kdﬂ) (S\;‘;\Q’
B ap— o pxecuted; SNy, ok
; ahe pRRes ok @ W

"‘ (C-m“\‘\-:o 1 L
C;g\ﬁ\w%\“m) If count # @ then quit (quit this computation)
The join statement for two computations is executed[atomically] i.e. can't be executed

At (Svep)
concurrently but in a sequential manner, because this might affect count giving a

wrong result.

For example, if both decrement count at same time then count = 0, and the @
computation: dues not quit.

* For two processes: @

Count =2
Fork Lg; @
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- Verg- mPortewt Neteim) ‘wwm ctatewmeat wust peo

67(,@@0«{;&1/ G,j(:o\mi&q“a: L bleedy s, oure.
Precess =k Xiwme Fhet 155 Cant

e g%za}/’? Caﬂcu(rewtlda’

St .
g(l)to Lz;—_] >C¢\\&;umm\‘
L] 4 Sz ' j

L, : join count

4 Let us go back toout four statements in the beginning of this chapter. Using fork
o Letl

. . this will look lila:
joity !

count =2; '
Fork Lj; = o= K+Y } Qﬂ\(\ﬁfﬂ\\".
a=x1y; 64—5 b= ZxA)

i goto L;_; - Q..-Q} ')

- RV AL, : b=zt :

o c-Lzl : joint count; /\,‘y w= Cxd
¢ =a-b;
w =ctl;

2 . For the precedence graph earlier:

Si3 . :
C(;llllt =3 \'e‘é;i(, @

Fork Ly, _s, RGN

Fork sz
Ss;
(5)t0 Ls; Y\(anc“ f‘evﬁ— m Ll

\E goto Ls;
L; : join count ;
S7;

e Another example is to copy a sequential file f to g using double buffers I &s.
e The program can read from f & write to g concurrentl

T = some —record-type;
f,g:fileof T,
r,s: T
Begin
reset (f)
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read (f,r);
while (not eof (f)) do
begin
count=2;

si=r;

g ¥ Fork L1;
s [;mtiig S);’\->cmwm,¢t ghatement s,

; :dg‘f_lruw\"_‘EL]: read (f,r);
L2: join count;
End;
Write (g,1);
End;

The concurrent statement:

e The fork & join instructions are powerful means of writing concurrent programs,
unfortunately, it is clumsy and very difficult to keep track, because the fork is

similar to goto statements.
e A higher-level language constructs for specifying concurrency due to Dijkstra
using the notations: ‘parbegin / parend | ' )

Example:

Ae i |
7o Parbegin :

; ! S,;g]' L)ese 5M/1em-4> ove cyﬁew/lt(Q\ C,a\/\(_w//enﬂd\

i ! Sz;

Sas

y Parend; —

: f . 4 Satis

i
* All statements enclosed between parbegin and parend can be executed
concurrently
(*) In our pervious example,

parbegin
s el
b=Z+l; TC&!‘V}C\A\((; 3’
parend ;
¢ =a-b;

w =c+]; ?no& Ce"\cvnfvaw‘t\‘a-v

(*) In the example:
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‘, reset (H:
- read (L. r);
while _(not eof (f)) do

write (g, s);

: read oy S SO

- - parend; =
end; *

write (g,r);

‘ end;
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Background

« Process Cooperation
o Information Sharing
o Computatiop Speedup
© Modularity

o Convenience

Data Structure used:

item buffer([n], nNextp , nextc;
int in = 0, out = 0;

Process Svnchronization
———0hization

item . . ; //can be of any data type

Example: Producer-Consumer problem » the bounded buffer problem:

Producer:
do
{

produce an item in nextp

while ( (in+1)%n ==out)
no-op; // full buffer

buffer[in] = nextp;

in = (in + 1) % n;

}

while true;

Az

Consumer:
do
{ while (in == out)
no-op; // empty buffer
nextc = buffer[out];
out = (out + 1)% n;

consume the item in nextc

}

while true;

- Suppose that we modify the
Counter, nitialized to 0 and j
buffer, and decremented eac

STUDENTS-HUB.com

- Shared memory solution to bounded buffer
most  m - 1 items in buffer at the same time.

problerﬁ discussed before allows at

producer consumer code by adding a variable
ncremented each time a new item is added to the

h time an item is taken from the buffer.
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- Bounded-Buffer
s
Data Structure used:
item . : //can b £
item buffer{n], neit; ,aggxg

int in = 0, out = 0;
int counter = q;

%X with Gunler

Producer:
do
{

produce an item ip next

while (counter == n)

nomop: ff huwAd wah

: A\ I
buffer(in] = nextp; JEL
in = (in + 1) g p;

| counter = cBhﬁEéf‘;"Tf‘

} T T e e s

while true;

e Counter = counter + i

= counter

registerl
registerl = registerl
counter = registerl

register?2 = counter
register2 = register?
counter = register?

- DRk 5l

\b . . N\ .
Ceive, e

ata type
c;

¥ With Counbey

de

5

}

[ = e
C

onsumer:

{ while (courter

no-op; [ | buby wcum\gi)
nextc = buffer([out];
= (out

count

er =

consume the item in nextc

while true;

counter - 1; '

i e S

%q%%Q(¥E<aucfﬂ

== 0)

+ 1)% n;

Ca '\\"&Q&J
%EQ“@“}

could be implemented as

+1]% ,
2

e Counter = counter - 1; could be implemented as

=

¢ Consider this execution interleaving:

Qmwwﬁj\g

T

30: producer execute registerl = counter {registerl = 5}
S1: producer execute registerl = registerl + 1 {registerl =
6}

S2: consumer execute register2 = counter {register2 = 5}

33: consumer execute register2 = register2 - 1 {register2 =
4}

S4: producer execute counter = registerl {count = 6 }

S5: consumer execute counter = register? {count = 4}

® No problems if there is a
and producer processes

vaxmﬂbr\\\;

Cannter

R
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strict alternation of the consumer

CosOSunnyy™
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A
1t access to shar :
_ Concurre! ed data may resyl¢ i, data inconsistency.

_ Maintaining data consistency requires mechanisms ¢

execution .
of cooperating processes,

0 ensure the orderly

_The statements:

o counter = counter +1;

o counter = counter -1; "0 Qdany o %-\\Nkcx&, daka (me\’\\ﬂ

e ahateds dakm Wi e QLN
ey

& counter the other process'must wait, that is, as if this
P ————

must be executed atomically.

Atomically: If one process is modifyin
is executed sequentially.
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The Critical Section Problem

; iy
The Problem with Concurrepy Executipn (et Canker O PRAIRIK- CeXvs \

1 processes
. Concurrenip ses (or threads) often neeq access (o s

o Ifthere is no controlled access ¢,

- processes all competing to use some shared data

- Each process has a code segment, called criticq] SECIION, in which the shared data is
accessed.

- Problem - ensure that when one process

is executin
process is allowed to execute in its critic

g in its critical section, no other
al section.

Structure of proces @

‘GJ

repeat ) S N
Lem‘ry secz‘foﬂ = Soikes) I

v critical section -
[ exit section| <——— (220w 383

g . P2 biea / Dl
remainder section 9€ction

until false;
Shareds datko S Hcomil\@i ﬁ)

fomical_ smm&wu]
Ls one pocovsek abime.
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S,,/ution Requirements:
/

If process Pj is cecuti

exXecuting in its crig i
s - s s S ritical sectio - .
Srocesses can be executing in their critical sections, ¥ e O "\ l{u.n no &)%}t:\ w

Progress If no process iIs Cxccl_ﬂlng in its critical section and there exj
TocesSEeS that wish to enter their critical sectio < e

. . n, then the selecti
that will enter the critical section next cannot be postponedei egtltgn_of the processes
i I8 TRete QR N\o Py i — n chinitely.

ded Waitingg A bound must ex;j Crittady Sechan ond PO wanks 4 use e
Bounded o enia theit ot > XISt on the number of times that other processes SV SR
arc a!!gme 0 It critical sections after a process has made a request to enter W Cany &
its critical section a"d\gege that request is granted Q XN
AR O N T TRt e At K N
v é AS;E?T\'fe- t\l}la‘t\teach_;::' oqégés‘e‘&xgz’\:i\ﬁ tS&“w % [N TN -/93 ) o=

y es ata PN
: ‘ nonzero speed. roesoN D (¢ W
> No assumption concerning relative speed of the n processes. R

Solution to Critical Section Problem
_ Types of Solutions |

» Software solutions ‘)\‘Dgi\m\k\\“\'\\\g

o Alg.o_rithms whose correctness does not rely on any assumptions other than
positive processing speed (that may mean no failure).

o Busy waiting.

o Hardware solutions

o Rely on some special machine instructions.

\ssupen Q)

*  Operating system solutions {2eadsy Suntitins 10 Wppah e Prdganiide

o Extending hardware solutions to provide some functions and data structure
support to the programmer.
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- [SOFTWARE SOLUTION

. Only 2 processes, P, and Py
. General structure of Process P, (other proces
repeat
| entry section
critical section
exit section

remainder section
until false;

Spj)
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ghared variables: -

jpt turn; //t.urn can have a value of either 0 or 1
//if turn = i, P(i) can enter it's critical

Section .
> wiks Baseds @ s
process Pi G0 CaNOUNENUY Vo el
7 9\,‘;9:39 Procs A%S
wii®) &

do

critical sectien

[ =31 ‘ whileChuiny =1 )

remainder section A0 MW | .
while (true) U‘JHCQEQ)‘%QQ:\'\@(\I
o= Lo ‘

e SeAiEh

" . Mutual exclusion

- Bounded waiting @‘- each only waits at most 1 go.

[progress not good § €ach has to wait 1 go. P, gone into its (long) remainder, P, executes
critical and finishes its (short) remainder long before Py, but still has to wait for Py to
finish and do critical before it can again.

Strict alternation not necessarily good - Buffer is actually pointless, since never used!
Only ever use 1 space of it.
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I ofl’ﬂflﬁ‘@

, Shared variables

boolean flag(2];
flag[0] = flag(l] = fa1g4a.
A AL FLagTi] am true oo

section ¢ Pli) ready o enter jtg critical
process P i
. Pmﬁmo Q;

£ “ .

3 Pl shrus;

critical sectio Ne (¢ (

n While (Rlagtit)

[T | g derdMm;

remainder section }

while (true)

e |Doesn't work at aﬁl Both fla
. g8 set to tru " :
after you." "l insist." etc. =~ 2 ueat start. "After you." "No,

e [Infinite 1055]
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s of algorithms 1 and 2

shared variable
//turn can have

aed
pin rn;
Cof" igt tu i 9 v
flagl2]; fla alue of o
pgleat oS EgI0) = g Sither
?f f1aglil == true, P(i) ready toﬂgérlu]: = falge, 0 or 1
/{;eSSP i °F its eriticay :
Pro = Section
{
critical section
remainder section
yhile (true)
4 : ™M F
Process P —> Contuntar Process P,
renainder section remainder section
} vhile (true) } while (true)
o [Meets all three requiremcnté solves the critical section problem for two

PrOCESSES.

o "flag" maintains a truth about the world - that I am at start/end of critical.
"turn" is not actually whose turn it is. It is just a variable for solving conflict if
two processes are ready to go into critical. They all give up their turns so that

one will win and go ahead.
e.g. flags both true, turn=1, turn=0 lasts, Py runs into critical, P, waits.

Eventually P, finishes critical, flag
Doesn't matter what turn is, each can run critical so long as other flag is

speeds.

conflict with turn).

STUDENTS-HUB.com

=false, P; now runs critical, even though turn is still 0.
false. Can run at different

If other flag is true, then other one is either in critical (in which case it will
you wait until then) or at start of critical (in which case, you both resolve

exit,
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Ba kery AlgOl‘ltjhm ﬁ\c\‘*‘“\"&\t‘\\‘@“ N W Whuhign

, B .
roduction O sy

]!l‘ orithm solves the critical section problem for n

This algo customers take numbers, ang whoever hq

- bak:qgervice" means entry to the critical Section,

course:

:ical section for n processeg

it1c neralization for n processes.
g:ch process has an id. Ids are
Before entering its critical section, process receives Number,
enters the critical section,

If processes P P is served first: else P is

served first. .

The numbering scheme always generates numbers in increasin

1,2-3’3'3'3'4’5'"

Notation <= lexicographical order (ticket #
o (ab)<(cd) ifa<corifa =cand

cr

ordered,

Holder of the smallest number
iand P receive the same number, if i<j, then

9 order of €numeration,; i e.,
+ Process id #)

b<d

o max(ay,...,ay)isa number, k , such thatk>= g, forj= 0,....n-1

. Shared data

1 boolean choosing(n]; //inj

tialise all to false
int number([n]; //initialij

se all to ¢

15 remainder section

} while (true)

Comments

: ber that P; will
lines 1-2: Here, choosingi] is true if P is il a?;n:ls)irot-rt?;:; ;2 :nter its

use to enter the critical section is in numberi]; it is O if P;

critical section.

. i i line-
indi cess is choosing a number (
: A ines first indicate that the pro = : g
zgi)n?ffe‘; ?r.y];geasses:g;eg l'.:rr:ique number to the process Pl" rgltlanée)S), howe
no,t always happen. Afterwards, P; indicates it is done (li .

Ustanded WithaCuiigasHer
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ines 7~ t number of ©ess goes into the critj :
iltl has th 'Osvégshave the san?(leI :‘huempbrOCesses Wwaiting to grrl\tt';? |t|$ ection. Pi waits until
o Ppr 0ces t - goes in; the notati er, the one With the sma| ramcal section. if
the subs rl“nes 9_10) 'Note that :f)'; (a'b) = (?!d)" Means true?fr:ime - t.he value of
and D < d s 0. Also, if a process is p}:oce;.;s 'S Not trying to enter thc orboth a =g
s number has done so before | ©No0SINg a number when p triog 1o cal section,
its until it has e looking (line 8). i ines to look at it P,

14 Now Pi is no longer interested in entering its criticg] section, so it
' sets

e
rl;gmbeff’] to 0.

D/ﬂ,ﬁ,’ba_cks of Software Solutions

s Complicated to program
s Busy waiting (wasted CPU cycles

s [t would be more efficient to block processes that are waitin

g (just as if they had
requﬂsted l/O)'
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qrdware Solution Disapy, Interrypys
O a uni-processor, YOU €aN gt mutual exclugiop by, locking
out

interry .
you can only afford to do this for 3 |j Pts. Observations.

ttle while SO
! s y()u d , .
eneral YOU CORY AN 10 PIOLECt eXensive hings iy i 2 inte
: orks if you'r i " n
_ Nothing else w you're sharing memory with 5 device ocks),
(DEADLOCK). You sure cant use a spin Jock!
correct solution for a uni-processor mach; ock!
“~ olution is not correct.

fTupts (of course in

ne, but thig doesn't

- ]
: ork on multlprocessors, the

. itical section multiprogramming .
. puring €N & Dotuiilzng. -
ormance penalty

Repeat
disable interrupts
critical section
enable interrupts
remainder section
Forever

Hardware Solution ' Test and Sepi. ~> Wbt R SRR LISOTRAWKY

use better (more powerful) atomic OPerabiong: @—@==0z00 0T s

o Test and modify the content of a word

atomicallx.

boolean Test_and Set (Boolean g target)

Caliulay werente
{boolean test = target; %W(\\WM

target = true; c‘% _\@(:;gb,
return test;

}
¢ Shared data: boolean lock = false;

Process P;
do

critical section
Tock = falses
remainder section
}while (true)
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OPERATING SYSTEM SOLUTigw

; “uQ%_Q“
semaphore: wait and signal

L) ”GPE“S the ST sac-,\'\@““

(1) Train 1 Arrives

2} Tran 2 Artives

(3) Train 1 Leaves {4) Tran 2 Leaves

i
e 2
‘ \5\‘ E ///
LI T 111717

T

WithaTEmBaHHer
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aaphore S - integer variable
Sen s wre=1; - can only be accessed v

la lwo indj
¢ () : while (S<=0) «d Ivisible
wal S = §-1; { / hing -/} Opcmtlons

: S = S 4

S .
s .

1(s)
Slgna \ @,,_m\‘,ﬁ."x‘b\ N (_‘
tex semaphore =1; et Ghe wait andd <, qgrel gustrucki om

w
Repetat I Must be e;(ecu_A (Q *“""“\é.
wal

ritical section]| Problewm (sewaihony: Lousy weiting

signal mutex)
remainder sectj

Forever

aphore Implementation

Define a semaphore as a record/structure

i} semaphore
int value;

Tist *L; //a list of Processes
g - S ‘-S'T“E ‘E‘@‘—‘@

. Assume two simple operations:

Sem

o block suspends the process that invokes it.
o wakeup(P) resumes the execution of a blocked process P.

. Semaphore operations now defined as

wait (S)
{ s.value = S.value -1;
if (S.value <0)
{ add this process to S.L;
block;

}
}

signal (S)
{ s.value = s.value + 1;
if (Ss.value <= 0)
{ remove a process P from S.L;
wakeup (P) ;
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: ssical Problems of %iz ation

Bo unded Buffer Problem

Readers and Writers Problem

Dining Philosophers Problem

Mlﬂer Problem

ghared data

char item;

char buffer(n];
gemaphore full = 0;

semaphore empty = n;
semaphore mutex =
char nextp, nextc,

// could be any data type

// counting semaphore
// counting semaphore
l; // binary semaphore

Yivuduall exec\men,

Producer process

do
{ produce an item in nextp

wait (empty); —3 Qprascks \QQ&\%‘&Q\M}
wait (MUEEX) ;a——r QSO
ladd nextp to buffer

signal (mutex);
signal (full);

while (true)

« Consumer process

do
{ wait( full );
wait{ mutex );
lremove an item from buffer to nextd
signal( mutex ) ;
signal( empty ):;
consume the item in nextc;

STUDENTS-HUB.com Ustanned WithaCamngadiiser



v

— PIler
lk"" ders-Writers Problem

ghared data

gemaphore mutex = 1,
‘,m“\hora wrt = 1,
int veadeount = Q,

Writer process

wait (wrt)
[vrating is performed
agignal (wrt);

. Reader process

wait (mutex);:
veadeount = readcount + 1;
if (readcount wwl)
wait (wrt);
aignal (mutex);
reading ie performed
wait (mutex);
readcount = readcount - 1;
if (readcount == Q)
signal (wrt);
signal (mutex):
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pore chopstick(5);

hopstick[] = }_f
c —

Ll
ohilosopher i

genaP

’
dowait (chopstick([i]);
qait (chopstick[i+l mod 51);
eat e
515 (chopst:l.ck ) ;
signal (chopstick [i+1 moq 51) ;

think;
u}ahile (true) o
. %h
. 2

A, analolie, % @

halosorhery
Priesprere- Rl it 9

1

%H&M

2\ Preblems ¢

(1) Deadveck -
(2) Starvation.
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—

#

Piinkey is C\g\m&&b__‘&/\ AW_IX‘

—— o W pizdens

.
-c,,,_- 1723 y " iJ 23, #
IiNas 3 L] 7 e b &
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