
EXP #2

SECRET-KEY 
ENCRYPTION LAB
SLIDES BY: MOHAMAD BALAWI

Uploaded By: anonymousSTUDENTS-HUB.com



2

Vulnerable to known-plaintext attack.

Task 6.2. Common Mistake: Use the Same IV
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Cipher Feedback (CFB) mode decryption
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We can abstract the output 

of “block cipher encryption” 

into B since we know that 

both IV and Key will always 

be the same.
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The equation for decrypting 𝑷𝟏 is:

𝑃1 = 𝐶1⊕𝐵

We know the value of 𝑷𝟏 and 𝑪𝟏 so 

we can calculate the value of 𝑩.

𝐵 = 𝐶1⊕ 𝑃1
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The equation for decrypting 𝑷𝟐 is:

𝑃2 = 𝐶2⊕𝐵

We know the value of 𝑪𝟐 and 𝑩 so 

we can calculate the value of 𝑷𝟐
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Vulnerable to chosen-plaintext attack.

Task 6.3. Common Mistake: Use a Predictable IV
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Cipher Block Chaining (CBC) mode encryption

Uploaded By: anonymousSTUDENTS-HUB.com



10Uploaded By: anonymousSTUDENTS-HUB.com



11

Bob’s turn

𝑃𝐵𝑜𝑏 = "Yes" or "No"

𝐶𝐵𝑜𝑏

List of known variables:

𝐼𝑉𝐵𝑜𝑏

𝐼𝑉𝑌𝑜𝑢

Assume that 𝑃𝐵𝑜𝑏 = "Yes"
𝑋𝐵𝑜𝑏

𝑋𝐵𝑜𝑏 = 𝑃𝐵𝑜𝑏 ⊕ 𝐼𝑉𝐵𝑜𝑏 Uploaded By: anonymousSTUDENTS-HUB.com
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Your turn

List of known variables:

𝑃𝑌𝑜𝑢 = 𝑃𝐵𝑜𝑏 ⊕ 𝐼𝑉𝐵𝑜𝑏 ⊕ 𝐼𝑉𝑌𝑜𝑢

𝑋𝑌𝑜𝑢 = 𝑃𝑌𝑜𝑢 ⊕ 𝐼𝑉𝑌𝑜𝑢

𝑋𝑌𝑜𝑢 = 𝑃𝐵𝑜𝑏 ⊕ 𝐼𝑉𝐵𝑜𝑏

𝑋𝑌𝑜𝑢

𝑋𝑌𝑜𝑢 = (𝑃𝐵𝑜𝑏 ⊕ 𝐼𝑉𝐵𝑜𝑏 ⊕ 𝐼𝑉𝑌𝑜𝑢) ⊕ 𝐼𝑉𝑌𝑜𝑢

𝑋𝑌𝑜𝑢 = 𝑋𝐵𝑜𝑏
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𝑋𝑌𝑜𝑢 = 𝑋𝐵𝑜𝑏

Note that:

Which means that you have 
reproduced Bob’s turn, so if your 
ciphertext is the same as Bob’s 
then we know the plaintext is 
“Yes”, else the plaintext is “No”

𝑋𝑌𝑜𝑢 = 𝑋𝐵𝑜𝑏
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