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AUTHENTICATION MECHANISM$

= Password-based authentication ﬂ

- Tohen-based authentication ‘ﬁ

= Biometric-based authentication 'a_“’
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Password

- Widely used user authentication mechanism

- User provide username and password

- The system compares the data provided by
the user with the data stored in the database

STUDENTS-HUB.com



https://students-hub.com

The user Id provides security in the following ways:

-The ID number determines whether this user is allowed to enter
the system or not

-The ID number identifies the user's privileges within the system
The ID number helps control access. For example, a person owns

a file in the system, allowing this person to determine the ID
numbers who can access this file.
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PASSWORD-BASED ATTACKS
- Guessing

- Social Engineering

- Dictionary Attacks

= Password $niffing
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GUESSING:

- Guessing is the easiest method to acquire a
password illegally. The attacker may get
lucky If the user uses a short password or If
he forgets to change the default password of
an account
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GUESSING:
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default password:

These are the passwords that are set by the
company. For example, router companies set initial
passwords and these passwords are known, so the
user must change the password when purchasing a
new router.

STUDENTS-HUB.com



https://students-hub.com

SOCIALENGINEERING

- $ocial engineering is a method of using social
skills to steal secret information from
the victims.

For example, attackers may try to impersonate
people with authority or to trick users
to reveal sensitive information.
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PHISHING [ &

—
Phishing attacks are mass social engineering

attacks that take advantage of
people with a tendency to trust others.

For example, attackers may try to impersonate
people with authority or to trick users
to reveal sensitive information.
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PASSWORD SNIFFING (MITM)
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COUNTER MEASERSPASSWORD ATTACKS

- Stop unauthorized access to password file

=  Automatic worhstation logout

- Encrypted passwords

- Hashed passwords

- Encrypted network links
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PASSWORD HASHING

(MD5 and SHA-256)

HASHING ALGORITHMS ONE - WAY
PROGRAMS
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HASH FUNCTION

A hash function that convert a plaintext to
ciphertext (unreadable)

X: plaintext
h : hash function

h(x) = hash value — Digest value.
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PRE-IMAGE RESISTANCE
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SECOND PRE-IMAGE RESISTANCE

X:
h:
h(x) =

N/

given one specific input string, attacker cannot find another
input string with same digest.
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COLLISION RESISTANCE

X:
h:
h(x) =

N/

cannot find any two input strings that produce the same
digest.(
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EXAMPLE OF COLLISION :

Answer :

Collisions = 2980
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BRUTE FORCE ATTACKS ON HASH FUNCTIONS

Pre-image and $econd pre-image attack:

Collision resistance attack:
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MESSAGEAUTHENTICATION CODE (MAC)

Message Authentication Code

- = MAC(K,M)


https://students-hub.com

HASHINGALGORITHM

Characteristics

Mathematical: Strict rules that manage the work of an
algorithm, and those rules nearly can’t be broken or adjusted.

Uniform: Implementing a specific hashing algorithm, and data
of any character length will generate predetermined length
output.

Consistent: The algorithm does just one thing (compress data)
and nothing else.

One way: Once transformed by the algorithm, it’s nearly
revert the data to its original stote.
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HASHINGALGORITHM

MD5 :

SHA-256:

SHA-512:
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HASHING ALGORITHM MECHANISM
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HASHING ALGORITHM APPLICATIONS
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HASHING

Input Digest
E | cryptographic DPFCD 3454 BEEA 788A 751a
e : hash G96Cc 2Z4nD9 7009 CA99 2Dl17
unction
The red fox | - cryptographic
. D08E 4EBB FBTD CEEZ 223C
JUMps owver - hash
thE bl o | | . ARCeoc? bl 90l EEGE IABC

The red fox | eryptographic 7851 4r32 D1CE
(DAS AEFE 4819

JUMps ouer |—l- hash

function

the blue dog

The red fox cryptographic
JUMps oewvr hash
the blue dog function

S5AFZ Cc6FF 315F
D401 ORI 7DIA 46AF FB4H

The red fox | eryptographic
jumps oer - - hash —_—
the blue dog _ function

BACA DEBZ DSHEE 4CT5 4BF4
1799 TDBE BCYE 3283 BAGC
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PASSWORD SALTING

* Password hashing without salting

hash ("hello") = 3d3929923994939e83b2ac5b9e29elblc19384
hash ("hbllo") = 8dfac912a93£8169afe7dd238£33644939e83b
hash ("blitz") = 83b2afe7dd38£3364493938£33644939d3£fg4f

« Password hashing with salting

hash ("hello") = 490219323994939e83b2ac5b%e29e1blc19384
hash (*hello" + "Qxe39dfkdx") = 8dfac912a93£8as98dBsd09sdds3644939e83b
hash ("hello" + "§399d3x94d") = c9d9d9s7dd3B£3364493938£33644939d3fqdf
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PASSWORD SALTING

Password

Add Salt

&=

PasswordS4LT

Password Store

&

Hash function

39e1S9b234v32
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