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Introduction and Lab Setup
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Outline

° Introduction
- SEED LABS Overview
- VirtualBox Overview
° Preparation
* Account Information of this VM
* Install SEED VM on VirtualBox
- 1. Create a New VM in VirtualBox
- 2. Provide a Name and Select the OS Type and Version
- 3. Set the Memory Size and Processors
- 4. Select the Pre-built VM File Provided by Us Q
- 5. Configure the VM "
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SEED LABS Overview SEED as

e SEED (Security Education for a New Generation) is an educational initiative from Syracuse University,
created by Professor Wenliang Du.

* Goal: SEED Labs provide hands-on experience in computer security, focusing on real-world scenarios.
* Core Topics:

- Cryptography (Secret/Public Key)

- Software Security (Buffer Overflow, SQL Injection)

- Network Security (ARP Poisoning, DNS Attacks)

- Web Security (XSS, CSRF)
° Learning Approach: Labs involve simulating attacks and defenses in virtual environments.

* Why SEED?: It bridges theory and practice, preparing students for real-world cybersecurity challenges.
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VirtualBox Overview

* What is VirtualBox? VirtualBox is an open-source virtualization software that allows you to run multiple
operating systems simultaneously on one machine.

* Purpose: It enables students to create isolated environments for experimenting with different operating
systems, without risking damage to the host system.

* Key Features:
- Supports multiple platforms (Windows, Linux, macOS)
- Easy to set up virtual machines (VMs)
- Allows snapshots for saving and restoring machine states

- Network simulation for security labs
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Preparation

* |nstall the free VirtualBox software first. The VM has been tested on Version 6.1.16.

* Download the zip file SEED-Ubuntu20.04.zip from the SEED website, unzip it, and you will get a .vdi file.

- This file contains the pre-built SEED Ubuntu 20.04 image.

Account Information of this VM

* Username: seed

* Password: dees
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Install SEED VM on VirtualBox

2. Provide a Name and Select the OS Type and Version

. . v Name and Operating System
1. Create a New VM in VirtualBox
Folder: WM C\Users\tarig\VirtualBox VMs
i . 1SO Image: <not selected>
Oracle VirtualBox Manager
Type: Linux

Subtype: Ubuntu

Ctrl+N

Version: Ubuntu (64-bit)
. I f
Ctrl+A

> Unattended Install

ﬁ' Settings... Ctrl+5

) Hardware

> Hard Disk

Bﬁ; € Clone.. Ctrl+0Q

." Move...

Help
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Install SEED VM on VirtualBox (Cont.)

3. Set the Memory Size and Processors

) Name and Operating System

> Unattended Install

1024 MB should be

-~

Base Memory: 2048 MB <

v 16384 M8 sufficient, but we
Processors: 2 3 recom mend 2G B

1CPU

Enable EFI (special OSes only)

> Hard Disk

Finish Cancel
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Install SEED VM on VirtualBox (Cont.)

4. Select the Pre-built VM File Provided by Us T [=a e

Organize ~ New folder 5 - [l ?
| 2EXP1 Name Date modified Type

. _ % SEED-Ubuntu20.04 9 /2024 10:45 PM Virtual Disk Image 11,450,2
) Name and Operating System

~v W This PC

) Unattended Install

) Hardware

W Hard Disk

Create a Virtual Hard Disk Now

% Network

A& Linux

Hard Disk File Type and Variant

Medium Selecte

B O

® Usge an Existing Virtual Hard Disk File
SEED-Ubuntu20.04.vdi (Normal, 80.00 GB)

Do Not Add a Virtual Hard Disk

Help Finish
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Install SEED VM on VirtualBox (Cont.)

4. Select the Pre-built VM File Provided by Us

> Name and Operating System

) Unattended Install

) Hardware
W Hard Disk

Create a Virtual Hard Disk Now

Hard Disk File Type and Variant

® Usge an Existing Virtual Hard Disk File
SEED-Ubuntu20.04.vdi (Normal, 80.00 GB)

Do Not Add a Virtual Hard Disk

Finish

Cancel

Note: If you get an error message saying that the
UUID already exists, this is because the UUID in the
selected vdi file is the same as the one used by an
existing VM. You can either remove the other VM or
change the UUID in the vdi file.
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Install SEED VM on VirtualBox (Cont.)

5.1. Enable Copy and Paste
.

5. Configure the VM

L* Settings... Ctrl+S Basic Expert

e Clgnem Ctr|+{] Seneral
.' Move... B System Basic Description Disk Encryption

I:l Display -

b 4 Remove... Shared Clipboard: Bidirectional —~

m Storage

d‘ Move to Group Drag'n'Drop: Bidirectional ~

=% Start ". Audio

|:] Network

« The first item allows users to copy and paste between
the VM and the host computer

* The second item allows users to transfer files between N
the VM and the host computer using Drag and Drop N
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Install SEED VM on VirtualBox (Cont.)

5.2. Display 5.3. Network

Basic Expert

Basic Expert

; D General Network
D General Display

— 5 Adapter 1 Adapter 2 Adapter 3 Adapter 4
E o Recording E System

) v Enable Network Adapter
. Video Memory: I:I Display
‘:I Display _
0 MB 28 MB

E Storage
E Storage Monitor Count: g

P audio ! 8 P Audio

Attached to: NAT

Adapter Type: Intel PRO/1000 MT Server (82545EM)
Scale Factor:

Network

4 : MAC Address: 0800279
Serial Ports Graphics Controller VMSVGA ~ ‘\’\ Serial Ports MAC Addre:

USE Extended F .wres: v Enable 3D Acceleration o Gl QenEdiss

# use
Port Forwarding
Shared Folders - Shared Folders

User Interface i User Interface Serial Ports

Cancel

« Make sure to select VMSVGA, as choosing other
graphic controllers may lead to the crash of the VM. » Click here to generate a new MAC address; do
this to avoid potential conflict
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Install SEED VM on VirtualBox (Cont.)

5.4. Creating a Shared Folder - Step A

Basic

D General Shared Folders

Name Path s Auto Mount At
E System

Machine Folders

I:l Display

u Storage

" Audio

|5—| Network

"., Serial Ports

.Q UsB User Interface
File = Machine ¥ View ™ |Input ¥ Devices ¥ Debug ™ Help ~
i User Interface Visual State: Normal (window) ~

Cancel

STUDENTS-HUB.com

¥ Add Share %

Folder Path: <not selected= Folder Path: [ C:\Users\..ownloads\Shared

Folder Name: = Folder Name: Shared

Mount point: Mount point:

Read-only Read-only
Auto-mount v Auto-mount

Cancel 0K Cancel

T 3 > Downloads

ganize ~ New folder

OneDrive - Persc Today

[ Shared

M Desktop

Downloads
E Documents %
: Pictures
® Music
[ videos »
Bm 7 Ccvon . FYD1

Folge

‘ Select Folder |‘ Cancel ‘


https://students-hub.com

oo~ = AL\
E“/)M‘ é@ﬁ// \g;‘-BlRZElT UNIVERSITY

ENCS5121 Information Security and Computer Networks Laboratory

Install SEED VM on VirtualBox (Cont.)

5.5. Creating a Shared Folder - Step B

ﬁ' Settings... Ctrl+5
¢ Clone... Ctrl+0O

.' Move...
4 Remove...

ﬂ Maove to
=» Start
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Install SEED VM on VirtualBox (Cont.)

R4

5.5. Creating a Shared Folder - Step B (Cont.)

Activities B3 Files »

% SEED_LABS [Running] - Oracle VirtualBox & Share -

File Machine View Input Devices Help

0 Recent
Activities

% Starred
New Folder {4t Home

O Desktop
B Documents
¢ Downloads

Openin Terminal
J7 Music

change Background... [&] Pictures

Display Settings = Videos FOldEf is Empty

Settings
iz, Trash

R Now, any files added to this folder, or the
host folder will be accessible in the VM
and vice versa.

File Machine View Input Devices Help -+ Other Locations

Activities (= Terminal =

M~ seed@VM: ~/Desktop

[09/21/24] seed@VM:~/Desktop$|mkdir -p ~/Share
[09/21/24] seed@VM:~/Desktop$|sudo mount -t vboxsf Shared ~/Share

Note: Replace "Shared"
with your folder name
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Installation Video

https://www.youtube.com/watch?v=LFODFgKWIiBk&t=253s&ab channel=TarigOdeh
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